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INTRODUCTION

About the developmentjnderstanding and used formal techniques for the
specification, verificationandconstructiorof safety critical computer
systems

e concurrent and distributed systems, real-time systenmspramication
networks, air-traffic control systemstc.

The correct and reliable construction of these systemsnsaroed with the
Inter-related issues of

e concurrencyfault-tolerance timing, andschedulability analysis

each of which can and does indeed form its own research field.
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/I—Iistorical Background

Since the 1970’s, formal techniques for the design and arsabyf
significant contribution to

e morereliable constructiof concurrent systems.

Most Widely Studied Methods

Lamport 83, Lamport 94]
o Automata+ Temporal logidClarke et al. 86, 90]
e Process algebrafHoare’s CSP 78; Milner's CCS 80]

Q\ one development project?U P, rCOS~ Theory of CBSD

concurrent systems have seen considerable developmesthaJe made a

e a better understanding of tiiehaviourof concurrent systems, and thus

e Transition systems Temporal logidPnueli 77; Manna and Pnueli 81,

Question:Should and can we use these methods and their tools cortisiste

\
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Common Features of the Traditional
Frameworks

1. Used as an approach fewult avoidanceandfault-removal-
fault-intolerance

e a programming language has a fixed semantics,
e thecorrectnes®f a program is conditional — executing on a
fault-freesystem.

2. Use a discrete event approach, abstract away the timeemsadiok only
the ordering of the events.

Typically concerned witljualitative temporal properties

e safety o = O

e livenessyp = Oy

N\ /




/Fault—ToIerance h

e Another approach towards to the construction of safe andrigile
systems doesot assume a fault-free system

e It incorporates additional components to ensure that tbaroence of
anerror statedoesNOT result in laterfailures[Neumann 56, Randell
75, Avizienis 76]

NB

1. Little work on formal treatment of fault-tolerance urthke 1980’s
[Schilichting and Schneider 83; Cristian 85]

2. Critical system design requiresw a system is reliable enoutdbe
precisely specified and verified, i.efamal method for verifying
fault-tolerance to

formally model the effect of faults and verify that the systen meets
\ Its requirement in the presence of the faults /
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A real-time systerdoes not only require that events must occur in a
required order, but also occur timingly

eal-Time

e an event must not occur too late

— bounded response ~» 1

e an event must not occur too soon

— bounded invariancep = O,
NB:

1. Formal development of real-time systems requiresjthetitative
temporal propertieto be specified and reasoned abouit.

\ have been extended to deal with timing.

\

2. Since the late 1980's, all the widely used traditionaihfal frameworks
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Schedulability

The issue of schedulability arises when a real-time progsaimbe
Implemented on a system witimited resourcessuch as processors.

The Problem: Given

(a). a description of progratR of n processewith timing constraints
(b). a description of achedule(its policy) S, and

(c). a setPr of m processorwith their speed

how can it be proved tha? satisfies its timing constraints when the
processors are shared between the processes by the schi&tiule

NB: An infeasible implementation of a real-time program wilt nteet it
timing requirement even though the program has been proverat

N\ /
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Existing Solutions

e Scheduling analysis theory

1. Itis limited by all kinds of hypotheses, e.g. all tasks agaquic, all
tasks are independent from each other.

2. Models are different from models for program development

e Formal specification [Henzinger et al. 91; Hooman 91, etc.]
1. Scheduling and program development are mixed.
2. When dealing with pre-emption, a scheduled operation let
explicitly divided into smaller operations

Results from scheduling analysis theory cannot be diresst®d in the
system development model

N\ /
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Problems to Solve

e How to bridge the gap between the real-time program devedmpiind

scheduling analysis in a complete real-time system devedop?

e How to reason about and make formal use of the methods anitkresu

from the scheduling theory?

e How to construct a feasible scheduler for a given prograthgife is
one?

/
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Overview

Study howfault-tolerance, real-time and schedulabili&g well as
functional correctness, can be specified and vernifigdin a single formal

framework

N\ /
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The Approach

e Use of an existing formalismI'_A) to modelfault-tolerance, timing,

and scheduling

e Use of existing techniques otrification, refinemerand
transformatiorfor formal design of fault-tolerant real-time systems, a:
well as for formal schedulability analysis.

e Show how the methods and results in the scheduling analysis a
formally proved and used in a formal development framework.

/
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REAL-TIME SYSTEMS
— An Informal Account

Consider a system in which
e acomputercontrols a device or a process throughuators
e asensoiprovides readings (e.g periodicintervals)
e the computer must respond by sending signals to actuators

e the computer may also have to respond to unexpected or laregu
events

N\
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Limited Resources

e Aresponses must be delivered withrae-bound

e If a number of events occur close together, the computersieed
scheduldhe computations

e If this is not possible to achieve, we say that the systenslaadlkficient
resource

e A system withunlimited resourcand capable of processing at infinite
speed could satisfy any time constraints

4 N
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Conseqguences of Missing Deadlines

e No effect at all no deadlines needetstimed Systems
e The effects are minor and correctablecft deadlines

e The results are catastrophidiard deadlines

N\
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A Mine Pump System
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Real-Time Programs

real-time program must

e interacts with an environment which hasie varying propertiese.g.
car, water level

e exhibits predicabléme-dependent behavior

e executes on a system wilimited resources

17
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Hard to Predict Timing

e A task may take different time under different conditions
e Tasks may have dependencies

e More than one processors may be needed in a system

nodes connected by communication lines

e Communication takes time

e The nature of the application may require distributed camgiwith

/
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Reqguirements

e The demands placed on a real-time system is callec:thp@rements
e Real-time requirements aegpplication dependent

e Requirements includieinctional requirementandnonfunctional
reguirementssuch as timing properties

e The functional and non-functional requirements must beipedy
defined and together used to constructghecificatiorof the system

4 N

N\ /
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Specification

system

e |t stateswhatthe system should deithin what timing bounds

e |t doesnot sayhowthe system does them

complexity of real problems

Is Mathematics too difficult? What can we do without it?

N\

e A specificatioris a statement of the properties to be exhibited by the

e Mathematical description and analysis are important inidgavith the

\

/
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The Mine Pump System

e Safety requirements
1. The pump must not be operated if the methane level is&iitic
2. The mine must be evacuated within one hour of the pumménili
3. Alarms must be raised if the methane level, the carbon mdao
level or the airflow level is critical
e Operation requirement
1. The mine is operated for three shifts a day
2. For not more than one shift in 1000 to be lost due to high mate|

\_ /
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Problem

Consider the following specifications:
1. The mine must always not violate the safety requirements

2. The mine must not be operated when the safety requirerasnts
violated

3. The mine must always satisfy both the safety and operation
requirements

Which one do we want?

N\
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The Goal of Requirement Analysis

Write and verify a specification for the mine pump controllader which it
can be shown that

The mine is operated whenever possible without violatiegsifety and
operational requirements

Safety Properties and Progress Properties

4 N

N\ /
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Assumptions

e Note that

e The specification should also clearly state these assunsptio

\

e There are often assumptions without which the requiremeariaot be
met:

1. what if the methane level can rise arbitrarily fast?

2. what if the rate of change of the water level is unbounded?

1. the sensors operate by sampling at periodic interval

2. the computer will take time to perform computation to send
commands

3. the pump will take time to start and stop

25
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What vs How

e Under what conditions the mine must be evacuated, the pungp mu
start or stop

e But not how and when these and how often these should be dene, |
no information about
1. how often the mine must be evacuated
2. how normal operation is resumed after an evacuation

e These are design or implementation decisions to be madedbthe
requirements

\_ /
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Develop a specification

1. Describe the requirements as properties, using mathiomta

2. The often used math notions and symbols include:
(a) Predicates, logical operatorsA, =, —, V, 4, etc.

(b) Mathematical relations and functions, constants, béegmand
Intervals

F:T1—T2 V:T, |be], [be), (be], (be)

27
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Variables of the Mine Pump System

Water

e Let Water represent the water level at any time

Water : Time — Real

o Let WaterIn andW aterOut represent the rates at which water entef

and leaves the sump

WaterIn, WaterOut : Time — Real
e The depth of water at tim& > t,, Water(ts) is

Water(ty) = Water(ty)+
fttf (WaterIn(t) — WaterOut(t))dt

/

28



-

Water Continued

o HighWater andLowW ater represent the high and low sensor
positions

LowWater < HighWater < DangerW ater

o If HighWater = LowW ater, then only one sensor is needed

N\
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Methane Level

The level of methane

Methane : Tivme — Real
Danger Methane represents the critical methane level

Rates at which the methane flows in and out

Methaneln, MethaneOut : Time — Real

For alltq, tq,

Methane(ts) =

Methane(t1)+
ttf (Methaneln(t) — MethaneOut(t))dt

/
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Formal Description of the Assumptions

= B Y=

. The methane level does not redélyh M ethane more than once Iin

\

WaterIn(t) < MaxW aterlIn.

MaxWaterIn < PumpRating.

(Pumping(t) AN Water(t) > 0) = (WaterOut(t) > PumpRating)
Enough time to react before water becomes danger
(HighWater + MaxWaterIn - (tp)) < DangerW ater

Enough time to react before methane becomes dangerous

(HighMethane + MaxMethaneRate - (tp)) < Danger Methane

1000 shifts; without this limit, it is not possible to meeétbperational

requirement.

31



-

The Pump Controller

Vit € Time-

( Water(t) > HighW ater/\

= Pumping(t)
Methane(t) < Danger Methane

A((Methane(t) > Danger Methane) = ~Pumping(t))

32
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Refinement: Reaction Time

Assumet p Is the reaction time of the pump:

Methane(t) < HighM ethane/
vVt € Time: = Pumping(t)A\
Water(t) > HighW ater
= dtg < tp - Pumping(t + tg)

Pumping(t)A\
Methane(t) = HighMethane

Yt € Time-

= dtg < tp - “Pumping(t + to)

33



-

Sensors

Vit € Time-

Vit € Time-

Water(t) > HighWater = HW (t)
AWater(t) > LowWater = LW (t)

Methane(t) > Danger M ethane = H M (t)
Methane(t) < Danger Methane = LM (t)

34



4 N

Actuator

PumpOn(t) = Jt, < tp - Pumping(t + to)
PumpOf f(t) = 3t, < tp - ~Pumping(t + to)
PumpOn is set by the controller

There may be a delay before the outflow changes when the pump Is
switched on or off.

iImplication iff, represented by,

and the two condition®umpOn and PumpO f f could be replaced by
single condition.

N\

If there were no delay, the implicatiee could be replaced by the two-way

a

/
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A Refined Controller and Actuator

o Controller
HW(t) N LM(t) = 3t, < - PumpOn(t + t,)
HW({t)NHM(t) = Jt, <e- PumpOff(t+t,)

e Pump
PumpOn(t) = 3t, < k- Pumping(t + to)
PumpOf f(t) = It, < k- ~Pumping(t + tg)

o Assume: + xk < tp

N\
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Prove

Verification

Assumption A (Control SpecificationA Actuator A Sensors

Y
RegSpec
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FORMAL SPECIFICATION,
VERIFICATION AND REFINEMENT

e TLA

e The computational model

e Programs and their specification.
¢ \erification and refinement.

e Program development by refinement

38
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Introducing TLA

e TLA s a logic used fospecifyingandreasoningaboutprograms
manipulating data

— Assume an infinite set ofaluesval
e A programmanipulategslata by changing itstates

e A stateassigns values tetate variables

— Assume an infinite set ofar of state variables, represented by
x,y, 2, elcC.

— Forv C Var, astate ove is a mapping fronv to Val

— For a states, s|z] ands[v] are the values of andv in s

N\ /
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Examples of States

e State variables{z,y}
—s={x—0,y— 1}, ={x— 1,y — 0}
— slz] =0,s[y] =1, s'[z] =1, 5'[y] =0

e {On,Off, Bright} — state variables of a light
— 51 ={0ff — true,On — false, Bright — false}
so ={Off — false,On — true, Bright — false}
s3s = {Off — false,On — ture, Bright — true}

— 51|On] ="......

e Letst be avariable andlon, of f, bright} are values
s1={st— off}, so ={st+— on}, s3 ={st— bright}

N\

/
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State Predicates

e Propertieof a state are described by first orgieedicate formulas

e A state predicates a formula built from state variables and values in
thefirst order predicate calculus

e Forexamplesy — 1 = y andx + y > 3 are predicates.

e Given aninterpretatiorto the predicate symbols and the function
symbols, theneaningof a predicate) is a mapping Q] from the
states to the Boolear{$rue, false}.

e A states satisfiesa predicat&), denoted by

s = Q Iff [Q](s) =true

N\ /

41



-

N\

Examples of Predicates

e {z,y} are the variables
e s={x—0,y— 1}, ={r— 1,y — 0}

o P:z—1=y,
Q:x+y>3,
R:(x—1=y)V(x+y>3)

® ST,

42
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Actions

A program changes states from one to another by carryingtoutic
actions

Var’
e Forexamplesy’ +1 =y andz >y’ + (z — 1).

e Botha' +1=yands’ =y — 1 modelz .=y — 1

N\

e An actionis a first-order predicate ov&far and their primed version's

e v >y + (x — 1) represents the relation between the values andy
afterthe execution and the value ofbeforethe execution of the action.

/
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Semantics of Actions

e For a given interpretation, the meaning of an actiassigns a Boolean
value to a paifs, s’) of states:

[7](s,s") = true iff (s[z]/z,s'[z]/2)
e A pair (s, s’) satisfiesan action, denoted by

(s,s") =7, iff [7](s,s) =true

44
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Enabling Condition

en((z >0) N (' =x—1)) =7

en((x >0)A (@ =x—-1) V(@< A =x+1)) ="

e A predicate) can also be viewed as a particular action which does n
have primed variables:

(5,8 EQIff sEQ
e For an actiorr, letz], ...,z be the primed variables that occurzn
letz4,...,2, be newrigid variables that do not occur in
en(r) S a1, . dn.rlE 2 i 2]

e en(7)is a predicate, called thenabling conditiorof ,

\

jot
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Actions Iin Light Control

e Turnonthe light:Off A On’

e Turn off the light:On A Of f’

e Brighten the light:On A =Bright N\ Bright’

1. No specification about how to turn off from stdbe and Bright
2. The light can be brightened when it

(s1,82) = Turn on the light ....

What are the actions for the version with the variadile

N\
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Temporal Formulas

e Built from actions as thelementary temporal formulasingBoolean
connectiveandmodal operatorm Linear-Time Temporal Logic.

e Boolean connectivess, A, -, =
e We only use the temporal operatorand its derivables (e.q>).

e Quantifications (i.ed, V) are possible over a set of bathid variables
and state variables.

N\ /
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Semantics

\

e Formulas are used to describe and reason abbunlie state sequences
e For an infinite sequence = gy, o1, ......
[7](c) = true iff [7](0g,01) = true

e The first-order connectives and quantification over rigidalzes retain
their standard semantics

e [Op)](c) =true iff [¢](n) = truefor any suffixn of &

e [Jdz.¢|(0) = true iff there isn such that) =, o and[yp](n) = true

/
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xamples

e {z,y} are the variables

—s1={x—0,y— 1}, 50 ={x— 1,y — 0}

49
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Proof System

e Aformulay is satisfiedby o, denoted by
o E o, if [¢l(o) =true

e isvalidif it is satisfied by any infinite state sequences ovar.

e A soundandrelatively completgroof system is given in [Lamport 94]

e Every valid formula is provable from the axioms and prooerubf the

proof system if all the valid action formulas greovable

/
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Some Valid Formulas

e The following are valid
— O(p V 7o)
— Op = ¢, 0 = Cp, Op = G
= O VYY) = CpV Oy

e How about the other way around?
— Ol AY) = Cp AOY
— D(e V) = Op v Oy
— D(pAt) = Op A DY

N\
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Computational Model: Action Systems

e A programis represented as attion system
e An action systenis a tupleP = (v, z, 6, A) consisting of four
components, where
— 7 Is a finite set of state variables
— 7 C v is a set ofinternal variables
— 6 Is a predicate over called thenitial condition

— A is a finite set ohtomic action®overv

N\
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A Light Control System

o 7% 1,7 % )
o@défstzoff

r a:(st=off) A (st =on), \
oAd§f< b:(st=on)A (st =off), >

o

 (
: (st = on) A (st = bright),
 (

d: (st =bright) A\ (st" =of f) |

\

At anytime,st can only take values ifion, of f, bright}, but can this be
formally specified and proved?

N\

/
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Open Systems and Composition

e Light control systemZLightC
(st = of f N\ button = pressed) A (st' = on A button’ = released)
(st = on A button = pressed) N (st = of f A button’ = released)
(st = on A button = pressed) A (st’ = bright A button’ = released)
(st = bright Abutton = pressed) A (st’ = of f ANbutton’ = released)

e The Button:Button
button = released) N (button’ = pressed
(

What isLightC' || Button?

N\ /

4 N
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Composing machines

pressed?—?released

56
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Computation

A computatior(an execution or a run) of the prograbh= (v, 7,0, A) is
aninfinite sequences = oy, 01, ... overv such that

Initiality : oo Satisfie.

Consecution For allz > 0, eithero; = 0,41 (astuttering stepor there is
an actionr in A such thats;, 0;.1) is ar-step (adiligent
step. In the latter case, we say that a&tep istakenat
position: of o.

An action system satisfies a propegtyf all its computations satisfies.

How to prove the light control systems satisfiest € {on,of f, bright})?

N\ /
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Remarks on the model

e A computation either contains infinitely manyigent stepsor a
diligent step takes it to serminating statafter which only stuttering
steps occur.

e The set of all the computations of a progransiisttering closed

Why Stuttering?

58
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Why Stuttering?

Consider a digital clock that displays only the hour. Letrepresents the
clock’s display.

The from any starting hour, say, the behaviour of the clock is trivially
{hr — 11} — {hr — 12} — {hr — 1} — {hr— 2} ..
Each step is carried out by the action
HCnext™™ ' = (hr mod12) + 1

The clock can be specified BYCinit A DHCnext

This would be fine if the clock is considered in isolation aedear be
related to another system.

How can we model a device that displays the current hour anddeature?

\_ /
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Stuttering is Essential for Composition
and Refinement

)
hr — 11, hr — 12,

g — —
temp — 23.5 temp — 23.5

0
hr — 12, hr — 12,
temp — 23 temp — 22.5

\

/"

ALSO, stuttering closure property is essential fefinement

N\

\
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Program Specification — Basics

The full specification of an action always contains a conjunct
unchanged(z) = /\ (' = )

rez

E.G., the guarded command> 0 — = := =z — 1 is defined as

(x

> 0) A (2" =2 — 1) Aunchanged(v — {z})

Omit theunchanged part when when no confusion

To specify stuttering, for an actionand a finite set of variables

7]

z “rv unchanged(z)

61
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Program Specification

Given a progranP = (v,7,0, A)

e Thestate-transition relation N p & \/ T
TEA

e Theexact specificatianlI(P) o O[Np|z
e Thecanonical safety specificatio® (P) E Jz.11(P)

e [I(HC) = HCinit A O[HCnext, rules out behaviours like

Healthiness Conditior® A O[Np|; = © A O[Np V Skipls

N\

{hrHll}—>{hTH5}—){th—>6.3}—}{h’]"|—)12}...

/
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Fairness Conditions

II(P) and®(P) are usually strengthened by conjoining them with one or

more fairness properties of the forms
Weak fairness: W Es(r) “ (@o(r)3) v (@0=en({1)5))

Strong fairness: SFz(7) e (OX({1)%) V (OO=en((1)z))

where(7)= Cr A —unchanged(Z)

Adding the fairness condition d{Cnextensures that the clock will
eventually move forward

N\ /
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/I_inking Theories of Programming to N
TLA

e A TLA action can be implemented by a guarded command— C
Cuo=zx:=e|C;C|CNC|Cab<ap>C|bxC

e If a command is given, we can calculate the degiGh of C
Prec = Posto

e The corresponding TLA action gf — C'Is
g A\ (Prec = Postc)

e \We can usé€Prec = Postc) < g > Skip, as we allow stuttering

e |fthe UTP design ofj — C'Is —okay, usefalse or skip as the
corresponding TLA action

But, an atomic action does NOT have to be implemented by aesigil

\command /
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Exercises

1. Define the Morgan'’s specification statement [p; ¢|, assuminge and
2’ represent the initial value and final valuexof

2. Define the non-deterministic choicell
3. Define{p}r{q} as a TLA action

4. Understand how does the notation unify the semanticstefanistic
choice and non-deterministic choice.

\_ /

65



-

A

Example

processor-memory interface

Processor

N\

/OIO
\

val

\

/

Memory

e op IS set by the processor and cleared by the memory after thratope
IS over;op take values iqrdy, r, w}.

e val IS set by the processor for a write and by the memory for a read,

assuming its value spa@e

/
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Ty =
o =
R«
wr €
rRp
wr
4, =
P, _
Np, —
I(P) =
®(P) =

Specification of the Interface Program

{op,val,d}, T, E {d}

(
(
(op = rdy) N (op’ = w) A (val’ € Z)
(op=1) A (op’ = rdy) A (val’ = d)
(op = w) A (op’ = rdy) A (d' = val)
{Ry, WY, RY", Wi}

(v1,0©1, A1)

RYVW{ vV RV W

©1 A DNp J5,

3d.©, A O[Np, |z,

\
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Remark

def

RWY = (op = rdy) A ((op/

RY andW? can be combined into a single nondeterministic action:

=7)V (op' =w) A (val’ € Z))

68
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Verification

e To proveP has a property is to prove the implication
O(P) = ¢

e To prove thatP satisfiesdp is to prove thab =- p, and for each
T € P,

{p}Ti{p}

p is called annvariant of P.
e EGP=({z},z=2,{2' =2+ 2,2/ =2 xx}) satisfies
O(x > 0) A O(x is even

Can you try to prove it?

N\
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The Interface Program Example
Continued

We can prove thaP,; satisfies
3d.0((op # w) = (d = val))
O(val € Z)

TLA Is a untyped logic, but correct typing is specified and reasoned
about as an invariant.

N\

/
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REMARKS

e For a concurrent program with an actiemmplemented as a guarded
commandy; — C;, {p}7{q} can be proven by proving in UTP

{9 Ap}r{q}
Or directly by Hoare Logic, ofV p calculus

e Abstract sequential programming away, but allows any laggand
theories for sequential programming to be embedded!

e Reason about temporal properties by non-temporal reagonin

N\ /
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Refinement

Given two programs’, = (v;, 7, 0, A;) and P, = (U, 7y, Op, Ap)
Therefinement relatior?, 2 Py, holds if ®(P;) = ®(FPy)

Proving Refinement by simulation

1. definestate functiong; for all y; € y in terms of the variables;, and

—_— N —

2. prove the implicationl(F;) = II( Py ), wherell( P} ) is obtained from
I1( Py) by substitutingy; for y; in II( P, ), by proving:

(a) initiality-preservation: 0; = Op;
(b) step-simulation: Np, = [J\7Ph]%l.

Allows any theories refinement for sequential programmanigg embedded
Into the theory

N\ /
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Refinement with Liveness Properties

\

e A refinement which preserves the safety propertieB;ofmay not
preserve liveness.

e When the liveness propersy;, of P, needs to be preserved by program
P, with a liveness property;, we require that

35.(H(Pl) N El) = E@.(H(Ph) N ﬁh)

e To prove this implication with respect to a refinement magpwe
need to prove thiveness preservatioas well:

IL(P) A Ly = Ly,
e Liveness is more difficult to deal with

e Safety is more important
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/Completeness h

e The validity of ®(P;) = ®(P,) does not imply the existence of a
refinement mapping.

¢ In general however, a refinement mapping can be found by gddin
dummy variables to specifications.

e Once a refinement mapping is found, the verification of theeafient
Is straightforward and can be aided by mechanical means.

e Finding a refinement mapping may be difficult if it is not knotow
P, is obtained fromP,. However, knowing how an abstract state
variable inP;, is implemented by the variables ), it is not difficult to
define the mapping between them.

e Refinement supports step-wise development in which a smailber

\ of abstract state variables are refined in each step. /
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Overview

FAULT-TOLERANCE
Spec. Prog. Impl.
S <Sat P No faults
Sat
2 = P Faults

P is fault-tolerant if

Sat

s = P

Faults
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Problems

e How toformally definethe fault-tolerance of a program?
e How toformally verify the fault-tolerance of a program?

e How to construcia fault-tolerant program?

76
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A Solution

Specification

Program Implementation

Is Satisfied By P No Fault :-)
s Satisfied By P F o~
s Satisfied By F(P, F) No Fault :-(

Is Satisfied By F(Ppr, F) No Fault :-)

77
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Notions

e F'is an interfering ‘program’ representing theult-environment
e F is thefault-transformation

e Prr is aF-tolerant implementatioof S.

/8
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Modelling Faults and Fault-Tolerance

e Faultsare modelled as actions which change states.

e Theeffectof a set of faultsF’ on a programP is modelled by a
transformation:
F(P,F) E (v,0, AU F) [F-affected version of
e A programP is a F'-tolerant implementatioof a specification) iff
O(F (P, F)) = ¢
e A programpb, is a F'-tolerant refinemenof P, iff

F(P,F) 2D Py

79



e Fault-affected program

fault ©ow+£d

Fy o {fault}

F(Py, Fy) =  (U1,T1,01,{R}, W{, R W, fault})
Nrp, ) =  Np, V fault

I(F(P, F1)) = ©1ADONgE, mw

O(F(P,F)) = 3dI(F(P, Fy))

e |tis easy to see that
O(F (P, Fy)) A& ®(P1) OR F(P,F) 2P

e In particular, 7 ( Py, Fy) does not satisfies

/Example Continued N

\ 1d.0((op # w) = (d = val)) /
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Example Continued

fail, and let

vote(x,y, 2) ©oifp = y then z elsez

__ de

V2 Zf {OP,UGZ dy,ds,ds, f1,f2,f3}
de

7, < {dl,dg,dg o s S

F, ® {fa;:i=1,2,3}

Triplicate memory and assume that at any time at most one myamay

(di = dj)

O, def (op=w) ANval € Z A (f; =0) A
de

P, € (33, T2, 01, (R, WP, Ry, Wi })

fa, & d £ dnfl =1

\
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Example Continued - Specification

NF2 = fCLl V fa2 V fa3

Br, = O(f1+ fo+ fz < 1)

RS E (op = rdy) A (op’ = 1)

Wy = (op = rdy) A (op’ = w) A (val' € Z)

Ry E (op=1) A (op’ =rdy) A (val’ = vote(dy, ds, ds))
wir E (op = w) A (op’ = rdy) AVi.(d, = val A\ fI =0)
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Example Continued

NF(PQ,FQ) = Np, V NE,

I(F (P, F)) = ©2 AONzp, m)lv, A Br,

O(F(Ps, Fy)) = 32 11(F(Ps, F3))

83
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Fault-Tolerance = Refinement

Theorem: Under the assumptiofr,

F(Py, F») 3 P, (or P, Jp, P1)

Define a refinement mapping?

84



/Proof N

e Define the mapping from the stateswfto those ofd:
d= UOte(dl, dg, dg)
e Then prove the step-simulation from:
Case 1 R? andW?, andRT* equalR?, WP and R, respectively;
Case 2 WJ* = Wlm, as the right hand side is
(op = w) A (op” = rdy) N (vote(d},ds,ds) = val)
Case 3 No fa;-step changes the valuegl! andop, thus it is sufficient
to show that nofa,-step changes: for i = 1, Bp, AII(F(Ps, F))
implies
- D(fi =1= (d2 = d3))
— faulty = f{ =1, fault; = (d}, = d})

~

\ — (d5 = dy) = unchanged(d) /




/ReaI-Ti

seconds

me

hr — 12,

NOW +—

2.47

def

Make the clock display thecbrrect real timé.
e Use aobservable variablaowto represent time

e Assume the change of the displaynstantaneously

hr — 12,

NoOWm— 2.5

e now changes between changes of display

e Specify that the interval between two ticks is one hour plusimusp

= (' =0) < HCnxt> (' =t + (now’ — now))

\ Timer(t, HCnaxt) & (t = 0) A BINXY 4 hr now)

e Need a timet to recordnow much time has elapsed since the last tick

tNxt(HCnxt)

/
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Time Bounds

o Max(t, 360 + p) < O(t < 360 + p)

o Min(t, HCnxt 360 — p) & O[HCNxt= (¢ > 360 — p)]p
Time(HCnxt)dif Timer(t, HCnxt) A Max A Min

¢ RTHC= HC A TimgHCnxt ¢)

e What is more needed?

NB: Timer(¢, HCnx{t) is acounting ugtimer

N\

87



-

Specification of Real-Time

e Time starts fron: Nowlnit aef now = 0

e Time advance;:
NowNxt™ now ¢ {re R2%:r > now} A (hr' = hr)

e Time DivergenceN Z “r v e R0 & (now > 1)
o RT “ NowlnitA O[NowNxt,p A NZ

e The Real-Time ClockRTHC 3¢ . HC A TimgHCnxt) A RT

Healthiness Conditions of RT

N\
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/T Imed Transition Systems

Time domain R=°

ProgramP = (v,7,0, A)

A timed version ofP: timed versionP! of P is tuplePT = (P, L,U),

whereL andU are functions from4 to R=° U {co}, such that
L(t) < U(r) for everyr € A

A timed stateof P is a pair(s, t).

A timed computatiomf P? is an infinite sequence of timed states

p = (O'(),to), (O'l,tl), Ceey e such that
RT A /\ Time(r, t,)
TEA

Semantics: [P1] is the set of all timed computations &f .

Refinement: PT 3 QT iff [PT] C [Q']

\

/
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Volatile Time Bounds

For each operation, assign bounds:

e performr only if it has been continuously enabled fower bound
L(T)

e 7 must not be continuously enabled fogrper boundJ(7) without
being performed.

So areal-time programP? can be represented as

PY = (P,L,U) whereL(r) < U(r)

N\
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Specification of a Real-Time Program

e The timing bounds for an operationcan be specified as TLA formulas
LB, andU B, with:

LB, =trueif L(t) =0
UB, =trueif U(T) = o

e Theinternalandexternal specificationsf P

1(PT) “ 11(P) A RT A Bp

o(PT) % 3z.11(PT)

wherez are the internal variablescluding timers

N\ /
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Logical Definition of Timers

LetT € Aandd € R U {oc},

e Counting Up Timer

Timer(t,,7) (¢t =0)AD[t =0) < (< 7 >z V-en(r)) >

(. = tr + (now’ — now))](t, z,now)

e Specify the time bounds

Max 1 (1) < o@, < U(r))

Min T (7) € Ofr = t > L(7)]@.now)
B, 1< Timex(t,, ) AMin 1 () A Max 1 (7)

BP Tdéf /\ BT
TEA

92



-

Counting Down Timer

\olatile(r, ¢, 5, 7) <!

((en(T) ANt =0)V (men(T) Nt =0)) A

O en(m) ATV —en(T)) At =now” +§
Ven(t)Nen(t) N\=t ANt =t
\ _'en(T)/ ANt = OO) A (6/ 7& 6)](t,@,now)
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s
Define

Max(t) E Onow” < t]now

d

Bp %! A LB, AUB,

TEA

\counterpart with counting down timers?

pecification of Time Bounds

Min(T, t,@) déf D[T — (t < now)](ﬂ,now)

LB, “ volatile(r, t,, L(7),7) A Min(r, t, )

UB, ““ volatile(r, T,., U (r),T) A Max(r)

Can you prove that a program with counting up timers are edgm to its

/
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The Main Example Continued

In the untimed processor-memory interfaége let

guarding the processor actions,

e the processor periodically issues an operation,

bound for the memory to execute the operation.

N\

e the processor and the memory be synchronised by timingrretae by

e the periodp of issuing an operation must be greater than the upper

/
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(T

U1
©1
RWY

m
1

Wi

Ay

Ly (RWY)
Li(RY")
Uy (R7")

de f
de f
def
de f
de f

def

he Main Example Continued

The real-time progran?! = (P, L, U;) is described as follows:

{0]?, UCLZ, C, d}7 C1 dgf {Cv d}

(op = w) A (val € Z) N\ —c

(op’ =r) A=V (op" =w) A= A (val’ € Z)
(op=r)AN=-cA (val' =d) AN

(op =w) A —=c A (d =wval) N

{RWY, R, W™}

U(RWT) = p

Ly(Wi") =0

U1(Wi") = Dy <p

(v1,01, A1, L1,Uy)
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Example Continued

The specification of the real-time interface:
LBy = Volatile(tgwr, RWY, p,v1) A Min(tgyr, RWT,v1)
UB, = Volatile(Trwr, RWY, p,01)A
Volatile(Trm, RY", D1,01)/\
Volatile(Tywm, W1, D1,01)A
Maz(Trwr) N Max(Try) A Maz(Tw;)
Then
[I(P)= ©; AORWFVRPV W™y ARTALB; ANUB;
®(P") = 3(trwr, Trwe, Try, Twm, ¢, d).I1(P")

N\
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Verifying and Refining a Real-Time
Program

e \frification: P? implements a specification iff
©(P") =4

e For example, define 2 Y as
Vt.O(p Anow =t = <O Anow < t+9))
Then
(P = (op:r/\dzv)% (val = v)

®(PL) = 3d.((op=rANd =) o (val = v))

e Refinement: P! refinesP} iff
O(P) = (Py)

N\

\
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P

roving a Refinement

1(PT) ¥ 0 A O[Ns A RT A B(PT)
into the form® A O[N]z A N Z, with

NZ “ vt € RT.O(now > t), where

e 7z equalsv plusnow and the timers;

onnow and the timers;

e N\ is an action formula.

of the timers, to the state spaceff .

k3. Check the initiality-preservation and step-simulation

\

1. Convert the exact specification Bf  at each side of the implication:

e O Is obtained fron® p by conjoining it with the initial conditions

2. Find a refinement mapping from the state spacgofincluding those

/
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BOTH FAULT-TOLERANCE AND
REAL-TIME

e Fault-tolerant systems often also have real-time comgtzanr
real-time systems also often have fault-tolerant requereis

e Itis important that the timing properties of a program afenezl along
with the fault-tolerant and functional properties definedhe program
specification.

e Fault-tolerant redundant actions, such as checkpoinfregations and
recovery operations, are also timed.

e The rate of occurrences of faults should be limited to a@hfavte
progress in the execution of the underlying program.

\_ /
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Fault-Tolerance in Real-Time Programs

e The functional assumption on faults is still modelled by ecd@tomic
actionsrF'.

e No time bounds are imposed on fault operations — lower bosiacénd
upper bound iso.

e \We need timing assumptions on the occurrence of faults are
conjunctions of the form

O(far = O faz)
wheneverfa; occurs, fa, cannot occur withire units of time.

e should be long enough so that the recovery can take place and
progress can be made.

\_ /
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Verification of Real-Time and
Fault-Tolerance

e The fault-affected version aP? is

FPT, F) Y (F(P,F),L,U)

e The specifications of (P1, F) are

def II(F(P,F)) A Bp A Tr

© F(F(PT, F))

I(F (P, F))
o(F(P, F))
e P! is aF-tolerant implementation of a specificatigniff
®(F(PY,F) =T
e P! isaF-tolerant refinement oP!" iff
O(F (P, F)) = @(P,)

N\
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(D)
SP
RW?Y
lith

Example Continued

The real-time version of,

{op,val, c,dy, da,ds, f1, f2, f3}

(op =w) A =cA (val € Z))

(op' =r) A=V (op' =w) A= A (val' € Z)
(op=1)AN=cAcd Nval =wvote(dy,ds, ds)
(op=w)A=cAc AN_(d. =wval A f} =0)
RWP v Ry V Wy

©2 A ONp, [,

3(d1,d2, ds, ¢, f1, f2, f3) I1(P2)
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The Time Bounds Required

Meeting the timing properties @?! requires
Lo(RW5) = U (RW3) = p
Lo(R3") = Lo(W3") =0
Uz(Ry") = Up(W3") = Dy < Dy

N\
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Real-Time fault-Tolerance

Theorem: P} Jp, Pl under the assumptioBz, .

Define a refinement mapping from the state$$fs to the states over the
internal variables of :

- d _d

d = vote(dy, da, ds) &% ¢

—— def def

trwr = lrwp Trwr = IRwr
Trp = Try Ty = Twy

(P, Fy) A Br, = TI(P{) can then be proved in the same way as for the
untimed fault-tolerance.

\_ /




4 N

Remarks

To achieve fault-tolerance with timing constraints,
e a more powerful (or faster) machine is often needed,

e with a machine of the same speed, the original time bounds inawrs
enough slack to accommodate the redundant actions forttdalance.

\_ /
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Example Continued

We can refinePs further toP}', where

e the actions of the three memories are executed by differecesses,
and

e the voting action is done by another process.

107
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The specification of F;

v = {op,val,op;,val;,d;, fi,ci,v; |1 =1,2,3}
O3 = (op=w)Aval € ZN—-cy A—ca A—czA
(op1 = op2 = ops = op) A\ —w1 A =g A =03
RWY = =c) A—ch N —chA
((op, op1, 0p2,0p3) = (r,r,r,r)V
((op, op1, 0p2,0p3) = (w, w,w,w)) A (val’ € Z))

R = (op;i=71) A A(val, =d;) \c; A,

W3 = (op; = w) A —c; A (d; =wval) A (fl =0) A}

Vote = w1 Avg Avs A (val’ = vote(valy, vals, vals) A —v] A —vh A =)
As = {RWZ,Vote, RS W3 |i=1,2,3}
Py = (vs3,03,43)

\_ /
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Example Continued — the Time Bounds

To meet timing properties a?y, it is required

1. that the period for the processor to issue an operatidnli®s
L3(RW3) = Us(RW3) = p

2. that the upper bound,,. for the:th memory to execute an issued writg¢
IS not greater tha)s:
Us(W3") = Dy, Dy, < Do

3. that the sum of the upper bount); of theith memory to execute an

Issued read operation and the upper boiqg;. of theVote action is
not greater thas, for: =1, 2, 3:

U3(Rg%) — Dm” Ug(VOtG) — Dvotey Dri + Dvote < D2

4, andLg(R?Z) = Lg(Wg'%) = Lg(VOtG) =0

/
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Example Continued — Correctness

The refinement and fault-tolerance can be proved by showimgdlidity of
the implication:

@(F(P?;T,FQ)) N\ BF2 — (I)(F(PQT,FQ)) A\ BF2

N\ /
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Example Continued — the Refinement
Mapping

A refinement mapping is given as follows;

~ def
c = c1 N\Ncy N\cg

1

val otherwise
)

dv.def{ d; ifCl/\CQ/\Cg\/ﬁcl/\ﬁCZ/\ﬁCZS

mz’n{TR;ni} + Dyote  1f Vi_y(ops =1 A ;)

def .
TRQ’L i S Tvote If v1 A va A V3

| o0 otherwise
—— de

Twy = min{Tymi =i =1,2,3)

N\

\
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Example Continued — Proof Outline

Notice that it is easier to understand and provefhaefinement ofP) by
P4 if this refinement is done stepwise:

1. first refinePy into a programPy; by replacingi¥2™ in P, with the
three write operation®/;"" and setting/ (W™) = Dy, i = 1,2, 3;

2. then refingP/; into another progran®, by replacingRy* in Ps;
(which is also inP,) with the three read operatiois;** plusV ote and
settingU(R™) + U(Vote) = Do, i :=1,2,3;

3. finally, scale down the upper bounds of the new operatiogetP; .

\_ /
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Schedulability

Given:
e a programP?’ with its operation setl partitioned inton processes
PY = ((m,I,p1U...Upy), L, U)
e a description of a scheduler (its policy)

e a system with a se®Pr of m processors of known speed.

Questions:

processors are shared between the processes by the sciEdrile

e What will happen if some of the processors may fail?

N\

e How can it be proved tha®! satisfies its timing constraints when the

/
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A Solution

e The program and the scheduler are specified separately) the same
language, and scheduler is specifygmmerically

e A transformation is then used to combine these specificafioma

given setPr of processors

Z(P,S, Pr) i (vUu, I NIg,Ap U Ag)

(P, ST, Pr) = (Z(P,S,Pr),l,Uls,up, Uug)
— For eachr € p;, the corresponding operation #p IS run; A 7.
— Time bounds of scheduling operations are definetsigndu s.

— Time bounds of the program operations are determineg bpdw,,
which represent the speed of the processors.

\_ /
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Feasibllity

e The specifications of the implementation
I(Z(P*,s”, Pr)) =1(S") AI(PT)
o(Z(PT, ST, Pr)) = 3u.®(ST) A ®(P)
e The implementatio (P, ST, Pr) is feasiblefor a specificationy iff
®(Z(P", ST, Pr)) = v
e The implementatio (P, ST, Pr) is feasibleiff
®(Z (P, 8T, Pr)) = &(Ph)

e Feasibility can be proved by proving some program invasiant

\_ /
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Untimed Scheduling

e A scheduler allocates a processidfor execution by a processor using
asubmit action

e It removes a process from a processor bgtaeve action

e A process ison a processorif the process has been allocated to that
processaor.

e An atomic action of a process can be executed only when treepsas
on a processor and the action is enabled.

\_ /
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Specifying Untimed Scheduling

e Letvariablerun;, 1 <1 < n, betrue if processp; is on a processor.

e The effect of scheduling is represented by a transformatidn) in

which eachr of P in p; is transformed as:
e Letr(7) denote the transformed actionofn G(P):
r(7) = run; AT

e Thereforeen(r(7)) < run; A en(t).

\_ /
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/Untimed Scheduler O

e A scheduler described as an untimed program
— whose submit and retrieve actions modtyn;,

. . . d .
— whose initial conditiondle = Vi.—run,.

e \We use gyenericparameterized descriptid(n, m) for a scheduler so
that it can be applied to B consisting of any number of processes on
a system with any numben of processors.

e Therefore, a progran® of n processes will be implemented by a
scheduleiS(n, m) for some positive integer.

e GivenS(n,m), the scheduling o by S(n,m) on a set ofn
processors can be described as a transform@iéhS(n, m)).

— its initial condition iszdle N O,

— its actions are formed by the union of the action$6f, m) and
\ G(P) and their execution is interleaved. /
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Execution of a Scheduled Program

An executionof Z(P, S(n,m)) is a state sequeneeover the union of the
variablesz of S and the variables of P for which,

1. the initial statery satisfies the initial condition® of P andzdle of
S(n,m),

2. for each stefo;,0;41), one of the following conditions holds:
(a) Oj+1 = 04, Or
(b) 0,11 is produced fronw; by an action inS(n, m), or

(c) 041 Is produced by the execution of an actiom a proces®;
whose enabling condition and the predicate.; are both true i ;.

\_ /
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The Specification of a Scheduled
Program

e 7(P,S(n,m)) is then specified by
I(Z(P,S(n,m))) =idle N© ANO[Ngpy V Nsm.m)l w2

e We assume thai(n, m) does nothangethe state ofP, i.e.
Nsnm) = (@ =7)

e This gives us the compositional specification
I(Z(P,S(n,m))) = T(S(n,m)) NI(G(P))

e It can be seen thaf(r) = 7 holds for each action of P.

e Thusll(G(P)) = II(P).

N\
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Scheduling = Refining

Theorem: Given a progranP of n processes, for any positive integer
we have

I(Z(P,S(n,m))) = II(P)

This shows thaf ( P, S(n, m)) refinesP and the transformatioh (and thus
the schedulef(n, m)) preserves the functional properties/of

\_ /
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Timed Scheduling

\

The timing properties of (P, S(n,m)) depend on the numbet of
processors and their execution speed.

Assume that th@ard execution timaeeded for each atomic operation
7 0N a processor lies in a real intervalr), u(7)].

The functiond andwu define the (persistent) time bounds of the action
inG(P).

The real-time program

G(P)" < (G(P),L,u)
where for eachr(7) of G(P), l(r(7)) = I(7) andu(r(7)) = u(7).

/

S
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Schedule a Real-Time Program

To guarantee tha?’! satisfies its real-time deadlines, the computatior

overhead of theubmitandretrieveactions must be bounded.

Let the schedulef (n, m) have time bound&s(7) andUg(7) for each
actiont of S and let the real-time scheduler 5é.

Definition The implementation o? underS(n, m)! is the

composition ofG(P)? andS(n, m)? and defined as follows:

de
(P, S(n,m)T) € (Z(P,S(n,m)), Lz(p), Uz p))

where the functiond.z py andUz py are respectively the uniohs and
[, and the union ot/ andu.

Thus the execution speed of the processors and the timimpgpres of

the scheduler determine the timing properties of the sdeddqarogram.

/

al

123



-

Persistent Timer

Given aP” of n processes;, ..., p,, letd € RT, andr be an action im;.

We define gersistento-timer ¢ for an action 7 as:

Persistent(t,7,0,U) = t =09 A

(

V
V
V

\

def

r(7) At = now + 6 taken
en(r(t)) AN—r(t) At =t running
—en(7) Nt' =now’ +4§ disabled
en(T) A —run;/\

t' =t+ (now —now))  pre-empted

(7, now)" # (v, now))

(t,v,now)
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Specification of an Implementation

e The specification of the timing condition fgi( P)! is
def

B(G(P)") =

/\ Persistent(t., 7,1(7),v) AN Min(t;,r(7),0)A
TEA

/\ Persistent(T., 7,u(7),v) AN Max(T;)

TEA

e Hence, the exact specification BfP1) is
I(Z (P, S(n,m)"))
= II(Z(P,S(n,m))) A RT AN B(Z(P1,S(n,m)")

= TII(S(n,m)D) AII(G(P)T)

\

(Z(
= I(S(n,m)) ANII(G(P)) A RT A B(S(n,m)") A B(G(P)")
(5(

/
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The Normal Specification

®(Z(P", S(n,m)")) = FZ.(2(S(n,m)") A R(G(P)")) (1)
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4 N

Verification of an Implementation

Lemma 1: Let P! be a RT program with, processes$(n, m)! a RT
schedulery a TLA formula, and a TLA formula which does not contain
free state variables ia.

1 ®(S(n,m)) = ¢
2 Fz(eANDG(P))) =

M R @ET s mT) = ¢




-

Proof

1. Sinced(S(n,m)!) = ¢, we have
®(S(n,m)") A2(G(P)") = ¢ A R(G(P)")
2. By Premise 2 in the rule, we hayeh ®(G(P)1) = ¢
3. Thus, we havé(S(n,m)?) A ®(G(P)1) = o
4. Ast) does not contain free variablesanwe have
32.(2(S(n,m)") AN R(G(P)")) = ¢
5. From Equation 1, we have
O(Z(P",S(n,m)")) = ¢

N\
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Feasibility

Definition: The timed scheduled prografi{P?, S(n,m)!) is
feasibleif ®(Z(P1, S(n,m)!)) = ®(PT) is valid.

To prove the feasibility, it is sufficient to find a refinemenrapping
such that:

I(Z(P*,S(n,m)")) = II(PT)

Assume that (S1) = ¢, the feasibility can be proved from Rule R1 a

IZ.(p AN ®(G(P)!)) = o(Ph)

Find a refinement mapping from the stategaf z U timer(G(P71)) to

the states of U time(P'), and then prove the implication

o AD(G(P)") = TI(PT)

(2)

(3)

S

/
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Find a Refinement Mapping

1. Introduce dummy timers int6(P?*, S(n,m)’") corresponding to the
timers of P7.

dummies < {h-,H; | 7€ A}
which are defined by

D(dummies) = /\ Volatile(h,, L(7),v) A Volatile(H,,U(T),v)
TEA

2. Lemma 2: Implication (2) is equivalent to

Jdummies, z.o A ®(G(P)1) A D(dummies) = ®(P1) (4)

\_ /
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N\

3. Defining a mapping frorm U z U timer(G(P)1) U dummies to

z U timer(P1):

b f y is a timert, € timer(PT)

H, if yisatimerT, € timer(P?)

<
I

LY fyex

4. Lemma 3: LetTimedSched < o ANI(G(P)) A D(dummies).

Then implication (4) is equivalent to

TimedSched = TI(PT)

~
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Theorem 2: Given a real-time program®!’, an implementation
Z(P*,S(n,m)") by areal-time schedulet(n, m)! that satisfies a

propertyy is feasible if and only if the following implication hold faach
actionr of P:

TimedSched = Max(H;) N Min(h,,T,0)

(6)
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—_———

1. Recall thafl(PT) = II(P) A RT A B(PT)

2. Obviously,RT = RT andﬁ(\lj) = II(P).
3. Alsoll(G(P)T) impliesII(G(P)), which in turn impliesII(P).

4. ThereforeRT andﬁ(\/P) can be discarded from the right hand side of
(3), I.e. (5) holds iff the following implication holds:

— N —

TimedSched = B(P") (7)

5. Furthermore,

B/(ﬁ) = D(dummies) N /\ (Max(H;) N Min(h,,T,0))
TEA
6. SinceD(dummies) appears on LHS of Implication (7), Implication (7

holds iff for eachr of P the following implication holds:

\ TimedSched = Max(H;) N Min(h,,T,0) /
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Invariants

e An invariant of aProg Is a property of the fornal(), where() is a state
predicate.

e An invariant can be easily established from its canonicatsjation
using the following rule:

1 =0 Initially 1 holds
2 Q1 ANT= Q) Each step of the transition preser@s
3 Q1=>0Q

R2.

[I(Prog) = 0OQ

e Notice that bothWax(H ) andMin(h,,T,v) notinvariant properties

\_ /
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Proving Feasibility = Proving Invariants

Theorem 3: For the program, scheduler, and acttorn Theorem 2,
Implication (6) holds iff the following two equations hold

TimedSched = O(en(t) = T, < H,) (8)
TimedSched = O(en(t) = t; > h,) 9)




/Feasibility of FTRT Programs N

e Faults do not depend on the scheduler, andfitkedfected scheduled
program ofP1" by a schedulef is modelled asF(Z(P1), F)

e Its exact specificatiobl(F(Z(P1), F')) equals
I1(S) ATI(F(G(P), F)) A RT A B(ST) A B(G(PT)).
o LetTimedSched be redefined as
o NI(F(G(PY), F)) A D(dummies).
o Z(P7T) is F-tolerantly feasibléf the following implication holds

TimedSched = II(F(PT, F)).

e All the equations and rules remain valid for fault tolerazdsibility.

e Assume that”’ = (P, L, U) is a F-tolerant refinement oP! . Then
any F-tolerant feasible implementation &f' is a F'-tolerant

\ refinement ofP; . /
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Example Continued

e In the timed fault-tolerance processor-memory interfacgmampPy
let RW3 be an environment action with its lower and upper bounds
(i.e., period) set to.

e Partition the remaining actions into four processes

ps = {Vote} p; = {RJ", W} fori =1,2,3,
L3(Vote) =0 Ls(R5") = Ls(W3") =0 fori=1,2,3,
Us(R5") = D,, Us(W3") = Dy, < Do fori =1,2,3,
Us(Vote) = Dyote Dy, + Dyote < Do fori =1,2,3,

whereD, is the deadline of the memory actions in the real-time
interface progran®) implemented byP; .

\_ /
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A Scheduler Specification

7z {run; : 1=1,2,3,4},
o Y de,
gi I true if an action ofp; Is enablecklsefalse,? = 1,2, 3,4,
4 4
sch < \/ (i A (idle V =gig1 A =gig2) Arunf) V ([\ —g;) Addle’,
1=1 1=1
U(sch) = 0.

N\ /
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Processor Speed

Now assume that the computation times for the actions of ithegsses
satisfy the following condition:

[(Vote) =1(R5") =1(W3") =0 fori =1,2,3,
uw(W3™) + u(W3"?) + u(W3™) < min{D,,,} fori=1,2,3,
u(R3™M) + uw(R3"?) + u(R5%) < min{D,,} fori=1,2,3,
u(Vote) < Dyote-
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/Feasibility Result

scheduleS” on the given processor 15,-fault-tolerantly feasible.

Intuitively,
the same time;
tasks are enabled in the three processes;

are executed; in total, this takes at most the sum of the ctahpn
times of the three tasks;

\ ready.

Then it can be proved using the rules that the implementatid?y’ by the

e the processor actions ensure thaid andwrite tasks do not arrive at

e oNnce awrite Or aread operation is issued, all the thrae-ite or read

e the scheduler selects one process at a time to execute luafitlzem

\

e theVote procesg, can be ready only when the other processes are hot

/
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i, fori=1,...,n
o el
def
(0 —
def
Ti =
L(Oéz) =
L(r:) =

invocation

Fixed Priority Scheduling with
Pre-Emption

Consider progran® with of n independentasks

The environmenf activates the tasks periodically, with as the period of

(0 <inv; < 1) A (com; =0)
inv, = inv; + 1

inv; > com; N\ com; = com; + 1
Ulai) = p

0andU (7;) = D;

Requirement: each invocation of a task is completed betsmeixt

action of E for task inyocation
action of P for task completion
period of invocation

deadline of task

/
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Specification of the Requirement

dEYANO(P) = /\ O(inv; > com; > inv; — 1)
i=1
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/Specify the Scheduling Policy

e A single processor using a pre-emptive, fixed-priority sicher
e No scheduling overhead.
e Letr; have a higher priority than; if 7 < j.
e Letg; denoteen(7;), andhr; assert that; has the highest priority:
g; def Mmu; > com; hr; def gi \Vj < 1.7g;
The schedules® = (S, L,U):

def

\. ST ensured/alid O(¢ # j = —(run; A run,))

\

143

sch;, = idle N\ hr; A run) higher task runs firs
V. 3j #i.(runj A hry A run; A —run})  higher taIk pre-emy
Nsg = Vi, sch;
U(sch;) = L(sch;) =0 no overh¢ad

/




/Feasibility Result N

e Let the computation time for each taskbe in the interval0, C;], i.e.
Z(TZ) =0 andu(n) = (.

e Assumep;, D; and(C); are non-negative integers foe= 1, ..., n.

e The worst-case completion tinfe, taskr; can be defined by the
equivalent recurrence relation.
(k + 1)th response tim&!" ") for process is:

i—1 (k)

R+ — ¢, +> T ;. 1 % C; (10)
: J

7=1
e R\” isinitially settoC;
R; = lim R\

n—aoo

e Theorem The implementation of the program by the scheduler on th

\ given processor ieasibleiff R; < D;,fori =1,....n. /
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/Conclusions

Transformations and refinement can be used to developttaatant
real-time programs, and for formal schedulability.

No new semantics needed.

Similar methods work for other models, e.g. CCS and CSP, pigba
with different complexity.

Mechanised tools is essential for using this method for lgpgegrams.

We do not need to develop new tools for this purpose.
A combination of scheduling theory into formal program depenent.

General feasibility can be proven by proving invariantsngf t
Implementation.

A clear interface between a program and a scheduler is prd\og the

transformatiori. /

\
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Exam Questions

Exercise 4 on page 178
Exercise 5 on pages 179-180
Exercise 7 on pages 191-192

R

Exercise 8 on page 21b5you are interested in an UNU-IIST
Fellowship
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