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MÜNCHEN

Martin Leucker

Intr oduction
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Why Testing?

to improve quality of system

to maintain quality of system
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MÜNCHEN

Martin Leucker

What is Testing?

Testing is one veri�cation technique

Veri�cation comprises all techniques to show correctness of a
system: Are we building the system right?

Typical techniques are

model checking

theorem proving

testing

Testing is usually incomplete, i.e., only presence of errors can be
shown, not their absence

Validation comprises all techniques to show correctness of the
speci�cation: Are we building the right system?
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Veri�cation

Veri�cation means to show that

two descriptions

are in the claimed relation

In mathematics, for example:

a2 + b2 = c2 (left hand side equals right hand side)
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Testing

One typical view:

Give a set of expected runs of the system.

Show that these runs are among the possible runs of the
system.

Similar when disallowed behavior is given.
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Testing

In practice, one often has a model of the system in mind. Then,

�rst description is (mental) model

second is the system

relation is conformance

veri�cation by comparing a �nite , manually given number of
runs
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Model-basedTesting

model is given explicitly, using a formal notation

second is the system

relation is conformance

veri�cation by comparing a �nite , automatically generated
number of runs
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Model-basedtesting

schematic overview

model system under test (SUT)

“conformance”
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ReactiveSystems

Characteristics:

respond to stimuli from the outside

usually non-terminating behavior

the behavior is important, not the result of a computation

Examples:

embedded systems

web servers

protocols
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Model-basedtesting

Schematic Overview

model system under test (SUT)

“conformance”

check conformance = compare behavior
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Methodological Issues
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Onemodel

requirements use�cases model

guides model constructionformalization

guides system construction

used for testcase generation
testcases

system
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Two models

requirements use�cases system model

guides model constructionformalization

guides system construction

system

test model
used for testcase

generation
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Abstraction

model system

different levels of precision

®

°
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Finite-StateMachines
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The model
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Finite-statemachines(FSM)

s1s2

s3s4

a=0 b=0

b=1 a=0

a=0

b=1

a=1

b=0

Mealy machine
M = (S; I ; O; ±; q0; ¸ )

states S = fs1; s2; s3; s4g,

input symbols I = fa;bg

output symbols O = f0; 1g.

applying a starting in s1
produces output ¸ (s1; a) = 0
and moves to next state
±(s1; a) = s2.
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CheckingConformance

Model-based Testing of Reactive Systems — 22



TECHNISCHE
UNIVERSITÄT
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Conformancefor FSMs

Does FSM and system have the same input/output sequences?
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Can it work?

s1s2

s3s4

a=0 b=0

b=1 a=0

a=0

b=1

a=1

b=0
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MÜNCHEN

Martin Leucker

Cover sets

Let M = (O; S; ±; q0; ¸ ) be an FSM. Let U be a set of input
sequences containing ². U is

a state cover set if for each state s 2 S there is an input
sequence u 2 U with ±(q0; u) = s, i.e., for each state of M ,
some sequence in U leads to it

a transition cover set if whenever ±(s;a) = s0 for some s;s0 2 S
and a 2 § , there is an input sequence u with ±(q0; u) = s such
that both u 2 U and ua 2 U.

Generated, for example, by a spanning tree for M .
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Finite-statemachines(FSM)

s1s2

s3s4

a=0 b=0

b=1 a=0

a=0

b=1

a=1

b=0
fabagis state cover

faabbaabbgis transition cover
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Characterizing families

w 2 § ¤ separates the states s and s0 if ¸ (s;w) , ¸ (s;w0).

a collection fWsgs2S of sets of sequences Ws, one for each
state s 2 S is called

a separating family for M if for each pair s; s0 2 S of states
there is a sequence w 2 Ws \ Ws0 which separates s and s0,
a family of identi�cation sets for M if for each pair s; s0 2 S
of states, the set Ws contains a sequence w 2 Ws that
separates s from s0,

A set W of sequences is a characterizing set (or separating
set) if for each pair s; s0 2 S of states it contains a sequence
w 2 W which separates s and s0.
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Relations

A separating family is also a family of identi�cation sets, but not
vice versa.

A family of identi�cation sets can be transformed into a
separating family by adding the necessary sequences to the
sets.

A characterizing set can be thought of as a separating family,
where all sets are identical. A characterizing set (and hence
also a separating family) exists for every machine that is
minimized.
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De�nitions

A conformance test suite can be built from a transition cover set.
Let

V be a transition cover set; we denote by vs;a the sequence
leading to s such that both vs;a 2 V and vs;aa 2 V ,

U be a state cover set included in V ; we denote by us the
sequence leading to s,

fZsgs2S be a separating family,

fWsgs2S be a family of identi�cation sets,

W be a characterizing set.
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Testsuites

A set I µ § ¤ is called

A W-set if it is of form VW,

A Wp-set if it is of form

U
µ

[
s2S

Ws

¶ [
[

s2S;a2§
vs;aaW±(s;a)

A Z-set if it is of form

[
s2S

vs;aZs

[
[

s2S;a2§
vs;aaZ±(s;a)
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TestsuitesareConformancetest suites

Theorem: Given an FSM M , then W-set, Wp-set, and Z-set are

conformance test-suites for M .
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MÜNCHEN

Martin Leucker

Conformancetest suites

A set I µ § ¤ is called a conf ormance testsuite for M if every �nite
state machine M 0 that produces the same output on I is either
isomorphic to M or has more states than M .
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Labelled Transition Systems
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The model
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Labelled transition system(LTS)

s1s2

s3s4

a b

b a

a

b

a

b

LTS M = (S; § ; ±; q0)

states S = fs1; s2; s3; s4g,

alphabet § = fa;bg

applying a starting in s1 to next
state in ±(s1; a) = fs2g.
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Sometimessilent/internal transitions

s1s2

s3s4

¿ ¿

¿ ¿

a

b

a

b

LTS M = (S; § ; ±; q0)

states S = fs1; s2; s3; s4g,

alphabet § = fa;bg(and ¿)

applying a starting in s1 to next
state in ±(s1; a) = fs2g.
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Input/Output transition systems

s1s2

s3s4

a! b!

b! a!

a?

b?

a?

b?

LTS M = (S; § ; ±; q0)

states S = fs1; s2; s3; s4g,

alphabet § = fa?; b?; a!; b!g

applying a? starting in s1 to
next state in ±(s1; a?) = fs2g.
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CheckingConformance
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Conformancefor FSMs

Lot's of so-called implementation relations are considered:

observation testing preorder

complete trace order

refusal preorder

failure trace preorder

i/o-conformance (ioco)

Model-based Testing of Reactive Systems — 39



TECHNISCHE
UNIVERSITÄT
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The theoretical approach

de�ne implementation relation/conformance relation

characterize implementation relation by its members

this de�nes (a usually in�nite) testsuite that is
sound and
complete

this means: the testsuite has to be checked for assuring
conformance wrt. conformance relation

de�ne enumeration algorithm for this set, if possible
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The testingprocedure

model
testcase

execution
test

generation algorithm

system
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The testingprocedure (with test selection)

execution
testtest generation

selection
test

model system

algorithm

Model-based Testing of Reactive Systems — 42



TECHNISCHE
UNIVERSITÄT
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Model-basedTestcaseGeneration
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Intr oduction
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Main goal

testsuite should explore interesting parts of model
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The testingprocedure

test generation
execution

test

testcase
specification

model system

algorithm
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Characteristics

interesting parts are studied

usually relevant because of experience

completeness is no issue

model is usually more high-level: Extended Finite State
Machine, timed automata, hybrid automata, process algebra
etc.
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Example: Timed Transition System

d = 0
k = 0

d = 1
k = 0

d = 0
k = 1

[x > 1]

[x > 1]
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Example: Timed Transition System

d = 0
k = 0

d = 1
k = 0

d = 0
k = 1

[x > 1]

[x > 1]

two types of transitions:
tick
¡ ! RT and

¸
¡ ! RT

(d = 0; k = 0; x = 0)
tick
¡ ! RT (d = 0; k = 0; x = 1:8)

(d = 0; k = 0; x = 1:8)
¸

¡ ! RT (d = 1; k = 0; x = 1:8)
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d = 0
k = 0
x = 0

d = 1
k = 0

d = 0
k = 1

[x > 1]

[x > 1]

two types of transitions:
tick
¡ ! RT and

¸
¡ ! RT

(d = 0; k = 0; x = 0)
tick
¡ ! RT (d = 0; k = 0; x = 1:8)

(d = 0; k = 0; x = 1:8)
¸

¡ ! RT (d = 1; k = 0; x = 1:8)
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Example: Timed Transition System

d = 0
k = 0
x = 1:8

d = 1
k = 0

d = 0
k = 1

tick

[x > 1]

[x > 1]

two types of transitions:
tick
¡ ! RT and

¸
¡ ! RT

(d = 0; k = 0; x = 0)
tick
¡ ! RT (d = 0; k = 0; x = 1:8)

(d = 0; k = 0; x = 1:8)
¸

¡ ! RT (d = 1; k = 0; x = 1:8)
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tick
¡ ! RT and

¸
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tick
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Example: Timed Transition System

d = 0
k = 0
x = 1:8

d = 1
k = 0
x = 1:8

d = 0
k = 1

[x > 1][x > 1]

two types of transitions:
tick
¡ ! RT and

¸
¡ ! RT

(d = 0; k = 0; x = 0)
tick
¡ ! RT (d = 0; k = 0; x = 1:8)

(d = 0; k = 0; x = 1:8)
¸

¡ ! RT (d = 1; k = 0; x = 1:8)
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Inter esting?

structural criteria

functional criteria

stochastic criteria
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Coveragecriteria

control �o w oriented: visit every state

data �o w: every de�nition/use-pair of variables
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Functional criteria

de�ne interesting aspects of model using a test speci�cation
language, for example, a temporal logic, or process algebra
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Testcasegeneration

�nd the speci�ed traces in the model

make the traces concrete
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Finding tracesin the model

explicit algorithms (e.g., spanning tree)

build "product" of test speci�cation and model to get a model
having only traces of interest

use counter example/witness functions of model checker to get
test suite

translate problem into a constraint logic problem
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Instantiating traces

translate problem into a constraint solving problem
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A similar approach

de�ne �nite abstraction of in�nite/�nite system

use W/Wp/Z methods to generate pseudo conformance test
suit

for instantiation, translate problem into a constraint solving
problem

Note: The approach is sound and complete, provided the
implementation behaves equal for the equivalence classed de�ned
by the abstraction
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Tools
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Overview (I)

Tool Languages CAR Method

Lutess Lustre A
Lurette Lustre A
GATeL Lustre A CLP
Autofocus Autofocus A CLP
Conformance Kit EFSM R FSM
Phact EFSM R FSM
TVEDA SDL, Estelle R FSM
AsmL AsmL R FSM?
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Overview (II)

Tool Languages CAR Method

Cooper LTS (Basic LOTOS) A LTS
TGV LTS-API (LOTOS, SDL, UML) A LTS
TorX LTS (LOTOS, Promela, FSP) A LTS
STG NTIF A LTS
AGEDIS UML/AML CAR LTS
TestComposer SDL C LTS/EFSM?
Autolink SDL C
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Testexecution

Model-based Testing of Reactive Systems — 60



TECHNISCHE
UNIVERSITÄT
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Testingand Control Notation — TTCN-3
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Overview

designed by ETSI (1999-2002)

support for test case speci�cation

support for test execution

common in telecommunication (protocols)

used for standard testsuites
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The setup

SystemUnder Test

System Adapter Platform Adapter

Test Management

Test System User

Test Execution
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Structur eof a TTCN-3 program

Module

Definitions

Control

module MyModule f
//definition part

control f
// test execution logic
g

g
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Example I

module MyModule f
//definition part
type component MTCType fg

type component PTCType f
port httpTestPortType httpPort;
timer localTimer := 3.0;

g

testcase SeparateSearchFunctionalTest(in integer serviceId)
runs on MTCType system SUTType f

var PTCType PTC := PTCType.create;
integer portNumber := getNextPortNumber();
map (PTC: httpPort, system: httpTestSystemPort[portNumber]);
PTC.start (SeparateSearchFunctional(system, serviceId));
PTC.done;

g
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Example II

// CONTROLPART
control f

verdicttype v;
v := execute(SeparateSearchFunctionalTest(serviceId), 1.0);
if(v == fail) f

v := execute(SeparateAddFunctionalTest(serviceId), 2.0);
ggg
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Features

dynamic concurrent test con�gur ations

synchronous and asynchronous communication mechanisms

encoding information

data and signature templates with matching mechanism

handling of test verdicts

test suite parameterization and testcase selection mechanisms

various kinds of data parameterization
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MÜNCHEN

Martin Leucker

Runtime Veri®cation
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The goal

testing in the real environment

don't force input/behavior but take real input data

longterm observation to guarantee correctness
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The typical setup

test oracle/
report bug

checker

environment

monitor

system

monitor
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The research goal

construction of effective but cheap monitors

their automatic generation
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Example: LTL with past tense

F ::= tr ue j f alse j A j : F j F op F Propositional operators
¯ F j • F j ¡ F j F SS F j F SW F Standard past operators
" F j # F j [F; F )S j [F; F )W Monitoring operators
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Example: LTL with past tense

Read

¯ F as “previously F ”,

• F as “eventually in the past F ”,

¡ F as “always in the past F ”,

F1 SS F2 as “F1 strong since F2”,

F1 SW F2 as “F1 weak since F2”,

" F as “start F ”,

# F as “end F ”,

[F1; F2) as “interval F1, F2”.
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Semantics

t j= a iff a(sn) holds,
t j= : F iff it is not the case that t j= F ,
t j= F1 op F2 iff t j= F1 or/and/implies/iff t j= F2, when op is _/^ /) /, ,
t j= ¯ F iff t0 j= F , where t0 = tn¡ 1 if n > 1 and t0 = t if n = 1,
t j= • F iff t i j= F for some 1 · i · n,
t j= ¡ F iff t i j= F for all 1 · i · n,
t j= F1 SS F2 iff t j j= F2 for some 1 · j · n and t i j= F1 for all j < i · n,
t j= F1 SW F2 iff t j= F1 SS F2 or t j= ¡ F1,
t j= " F iff t j= F and it is not the case that t j= ¯ F ,
t j= # F iff t j= ¯ F and it is not the case that t j= F ,
t j= [F1; F2)S iff t j j= F1 for some 1 · j · n and t i 2 F2 for all j · i · n,
t j= [F1; F2)W iff t j= [F1; F2)S or t j= : ¡ F1,
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Recursivenature

t j= • F iff t j= F or (n > 1 and tn¡ 1 j= • F ),
t j= ¡ F iff t j= F and (n > 1 implies tn¡ 1 j= ¡ F ),
t j= F1 SS F2 iff t j= F2 or (n > 1 and t j= F1 and tn¡ 1 j= F1 SS F2),
t j= F1 SW F2 iff t j= F2 or (t j= F1 and (n > 1 implies tn¡ 1 j= F1 SS F2)) ,
t j= [F1; F2)S iff t 2 F2 and t j= F1 or (n > 1 and tn¡ 1 j= [F1; F2)S,
t j= [F1; F2)W iff t 2 F2 and t j= F1 or (n > 1 implies tn¡ 1 j= [F1; F2)W ,
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Exemplifying Speci�cation

Formula: " is_opening ) [is_closing; # is_°ashing)S

' 0 = " is_opening ) [is_closing; # is_°ashing)S

' 1 = " is_opening,
' 2 = is_opening,
' 3 = [is_closing; # is_°ashing)S,
' 4 = is_closing,
' 5 = # is_°ashing,
' 6 = is_°ashing.
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GeneratedMonitor (I)

State state Ã {};
bool pre[0: : : 6];
bool now[0: : : 6];
INPUT: trace t = e1e2 : : : en ;
/* Initialization of state and pre* /
state Ã update(state; e1);
pre[6] Ã is_°ashing(state);
pre[5] Ã false
pre[4] Ã is_closing(state)
pre[3] Ã pre[4] and not pre[5]
pre[2] Ã is_opening(state)
pre[1] Ã false
pre[0] Ã not pre[1] or pre[3];
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GeneratedMonitor (II)

/* Event interpretation loop */
for i = 2 to n do {

state Ã update(state; ei )
now[6] Ã is_°ashing(state);
now[5] Ã not now[6] and pre[6]
now[4] Ã is_closing(state)
now[3] Ã (pre[3] or now[4]) and not now[5]
now[2] Ã is_opening(state)
now[1] Ã now[2] and not pre[2]
now[0] Ã not now[1] or now[3];
if now[0] = f alse then output (“property violated”);
pre Ã now;

};
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GeneratedMonitor

This approach is realized by the tool PATHEXPLORER
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Learning Modelsof Black Boxes
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Moti vation
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Model-basedTesting

learn model of system

generate test cases based on given model

is only meaningful when abstraction of system is learned
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Testing

learn model of system

compare with speci�cation

means: comparing two white boxes
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Model checking

when speci�cation is given partially,
e.g. in terms of properties to be satis�ed

learn model of system M

do model checking
M j= '
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Angluin' salgorithm

Model-based Testing of Reactive Systems — 85



TECHNISCHE
UNIVERSITÄT
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Algorithm - Overview

Learner

Teacher

Oracle

Is A equivalent to system to learn?

Is “aaba” a member of the language?

Yes/No

Yes/Counterexample
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b

f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

00

11

22

error
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g

f"; a; b;bag

fa;bag

f"g

fbg

f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g

;
00

11

22

error
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

00

11

22

error

" b a

" T T T

a T F F

b T F T

aa F F F
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

0

0

11

22

error

" b a

" T T T

a T F F

b T F T

aa F F F
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

00

1

1

22

error

" b a

" T T T

a T F F

b T F T

aa F F F
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

00

11

2

2

error

" b a

" T T T

a T F F

b T F T

aa F F F
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Algorithm (2)

0

1

2

a

b

a error

b

a,b a,b
f"g
f"; a; b;bag

fa;bag
f"g

fbg
f"; ag

fbb(a + b)?+
(ba+ a)(a + b)+ g
;

00

11

22

error

" b a

" T T T

a T F F

b T F T

aa F F F
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Algorithm - Example

0

1

2

a

b

a error

b

a,b a,b
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Algorithm - Example

"

" T

a T

b T
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Algorithm - Example

"

" T

a T

b T
"

a,b

Counterexample is bb.
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Algorithm - Example

"

" T

a T

b T

"

" T

b T

bb F

a T

ba T

bba F

bbb F
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Algorithm - Example

"

" T

a T

b T

"

" T

b T

bb F

a T

ba T

bba F

bbb F

Inconsistent since r ow(" ¢b¢") , r ow(b¢b¢").
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MÜNCHEN

Martin Leucker

Algorithm - Example

"

" T

a T

b T

"

" T

b T

bb F

a T

ba T

bba F

bbb F

" b"

" T T

b T F

bb F F

a T F

ba T F

bba F F

bbb F F
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Algorithm - Example

"

" T

a T

b T

"

" T

b T

bb F

a T

ba T

bba F

bbb F

" b"

" T T

b T F

bb F F

a T F

ba T F

bba F F

bbb F F
" b bb

a,b b

a a,b

Counterexample is aa.
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Algorithm - Example(2)

" b"

" T T

b T F

bb F F

a T F

aa F F

ba T F

bba F F

bbb F F

ab F F

aaa F F

aab F F

" b" a"

" T T F

b T F T

bb F F F

a T F F

aa F F F

ba T F F

bba F F F

bbb F F F

ab F F F

aaa F F F

aab F F F
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Algorithm - Example(2)

" b"

" T T

b T F

bb F F

a T F

aa F F

ba T F

bba F F

bbb F F

ab F F

aaa F F

aab F F

" b" a"

" T T F

b T F T

bb F F F

a T F F

aa F F F

ba T F F

bba F F F

bbb F F F

ab F F F

aaa F F F

aab F F F

Inconsistent since r ow(b¢a ¢") , r ow(a ¢a ¢").
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MÜNCHEN

Martin Leucker

Algorithm - Example(2)

" b"

" T T

b T F

bb F F

a T F

aa F F

ba T F

bba F F

bbb F F

ab F F

aaa F F

aab F F

" b" a"

" T T F

b T F T

bb F F F

a T F F

aa F F F

ba T F F

bba F F F

bbb F F F

ab F F F

aaa F F F

aab F F F
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Algorithm - Example(2)

" b" a"

" T T F

b T F T

bb F F F

a T F F

aa F F F

ba T F F

bba F F F

bbb F F F

ab F F F

aaa F F F

aab F F F

"

a

b

a

b

a bb;aa

b

a,b

a,b

The correct automaton.
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Optimizations
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Pre�x-closed automaton

We want to model a reactive system.

Pre�x-closed system.

0

1

2

a

b

a

error

b

a,b a,b

0

1

2

Observations:
Pre�x es of accepted strings are accepted.
Extensions of rejected strings are rejected.

Model-based Testing of Reactive Systems — 91



TECHNISCHE
UNIVERSITÄT
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0

1

2
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b

a error

b
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1
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Pre�x-closed automaton

We want to model a reactive system.

Pre�x-closed system.

0

1

2

a

b

a error

b

a,b a,b

0

1

2

Observations:
Pre�x es of accepted strings are accepted.
Extensions of rejected strings are rejected.
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Practical experiences
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Theory vs. Practice

So we have this approach of solving the
problem.

But how does it perform in practice?
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Measurements

The range for the measured examples:

DFA type States Letters

Random DFA 10-100 10-50

Random Pre�x-closed DFA 10-50 10-50

Real-world 2-13 3-6

Teacher is in practice typically a slow device
! number of membership queries will play a big role.
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Result - transitions and membershipqueries
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Angluin, random
Angluin, prefix-closed

Optimization, prefix-closed
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Result - How largeautomatacanwehandle?

Example of learning automaton with 100 states and 25 letters.

DFA type MQ Exe Time (h) Memory (MB)

Random DFA 40,000 1 110

Random pre�x-closed DFA 110,000 11 160

Generally harder to learn pre�x-closed DFA.

The same example with and without the optimization.

Random pre�x-closed DFA MQ Memory (MB)

Angluin's alg. 110,000 160

Opt. Angluin's alg. 96,000 160
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Blackbox Checking
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What is it?

test certain requirements of black box

combination of model checking and model learning

very similar to Adaptive Model Checking
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AdaptiveModel Checking

Incremental Learning
(Angluin)

Model Checking
wrt. current model

Check equivalence
(VC algorithm)

Compare
counterexample

with system

report
no error found

report
counterexample

No counterexample Counterexample found

Conformance established Counterexample con®rmed

Model and system do not conform Counterexample refuted
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Summary
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Summary

overview of the domain of testing

related verication areas
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