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Building a Dependable Messaging
Infrastructure for Electronic Government

Elsa Estevez and Tomasz JanowskKi

Abstract

The paper presents the development of a dependabksaging infrastructure for Electronic
Government. Based on a few simple concepts like sages, members and channels, the
infrastructure was developed to facilitate the exge of messages by government agencies in a
dependable and automated way. The dependabilityiresgent was addressed on various levels:
design, development and application. Considerirgigle the infrastructure comprises a small core
offering plain messaging services, a repositoryextensions to provide additional services, and a
development framework to rigorously specify, imp&rh and verify messaging extensions.
Considering development, the infrastructure wadihirough rigorous use of modeling and analysis
in various development stages. Considering apphicst government agencies can use the
infrastructure to exchange messages through chrefisinaged logical communication channels and
the prudent use of necessary extensions, inclugixignsions to implement required security
measures. The paper presents the development aoldinsx why the outcome satisfies the
dependability requirement.
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1 Introduction

Electronic Government aims to provide a customeu$ed, efficient and reliable access to public
services. Among such services, seamless serviogglprthe greatest benefits to customers — citizens
or businesses, as they transcend the boundariegedretfunctional areas and levels of the

government. Offered through a one-stop portal amg@drozed into clusters related to particular life

events or business episodes, such services resjreatly to typical customer needs.

However, the provision of seamless services islehging for governments on many levels. On the
organizational level, agencies must be able togmate their processes to jointly deliver seamless
serviceq1]. On technical level, coordination and commutitna between agencies must be ensured.

This paper focuses on technical challenges andigpoovof high-level communication infrastructure
to facilitate the delivery of seamless public seeg. Although there are several well-established
messaging frameworks and some solutions specificadisigned for or applied to Electronic
Government, none of them is natively supportingrdeas e-Government services. Existing MOM
frameworks generally provide a fixed messaging fionality and statically configured channels, and
must resolve to external technologies to meet rategn and interoperability requirements. As such,
they are not able to directly address evolving segdseamless e-Government.

This paper presents the development of a messdgfrastructure to address such needs. The
infrastructure comprises a core framework, a reposiof horizontal (process-independent) and
vertical (process-dependent) extensions, a meahatisdynamically enable such extensions on top
of the core framework, and a development methatgtorously specify, design and verify messaging
extensions. The whole framework relies upon thremple concepts: members, channels and
messages. A member is a registered user of thastnficture, usually a government organizational
unit. A channel is a medium for communication beiwauthorized members. A message is a unit of
communication, posted by members to particular ehkn Members can subscribe to channels and
send messages to other subscribers. Horizontalnggtes include logging, validation and
transformation, while vertical extensions includ&ocess enforcement, policy monitoring and
channel composition.

In addition to functional requirements that defaneange of communication services offered through
the infrastructure to software applications, depdyildy is another basic requirement. Governments
are required to ensure the reliability, availapiind security of seamless public services in otoer
conform to relevant legislations, fulfill publicrséce quality pledges, avoid bad publicity and Huil
trust with citizens.

The aim of the paper is to present the developmiktite messaging infrastructure and explain how it
addresses the dependability requirements. Theresgants were addressed at design, development
and application levels as follows:

1) Design- The infrastructure was designed according tig@ous process of specification, design
and verification, supporting reliability and avéaility requirements. Various extensions can also
be used to implement the required level of secufitlyinstance through encoding of messages or
authentication of members.

2) Development- The infrastructure was build following a rigoropsocess documented with
suitable UML diagramg3]. As a result, a reasonable level of reliabillips been attained,
especially in the core system. In addition to staérification of extensions, run-time checking of
unverified extensions is considered.
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3) Applications— The infrastructure makes it possible for agentieexchange messages through
logical channels and the prudent use of extensibims.reliability of message exchange is ensured
by the underling core framework and careful managenof channels and message traffic by
channel owners. Availability is ensured by the tstage delivery of messages, from the sender to
the owner and from the owner to subscribers. Tlogired level of security is assured by the
enforcement of policies and the use of securitgrigd extensions.

The rest of this paper is organized as follows.tiBec2 presents related work. Sections 3 and 4
describe example collaborations between agencies aaalyze their dependability requirements
respectively. Section 5 documents the developmerdegs of the infrastructure, from requirements,
through domain and use cases modeling, to architecend detailed design, to system
implementation and deployment. Sections 6 and Tagxpow collaborations are supported by the
infrastructure and analyze dependability requirasiebonclusions are presented in Section 8.

2 Related Work

Facilitating information and process integratiorxiseng technical solutions for cross-agency
coordination are essentially based on two appra&adfiessage-Oriented Middleware (MOI2)] and
Service-Oriented Architecture (SOM)1].

In MOM, agencies asynchronously exchange dataeérnfahm messages. MOM enables applications
to produce and consume messages using MOM-suppiiég] and to transfer them through messages
gueues. MOM products include Java Message SefdiceMicrosoft's MSMQ [5], Web Methods
Enterprise[7] or IBM Web Spherg6]. Several government projects also implement MQMch as
the Inter-Agency Messaging Servi¢®] for data related to birth and death notificasoand the
Hermes Messaging GatewHy0] for exchanging ebXML messages.

In SOA, the basic building block is a service -astract resource provided and consumed over a
network, with ability to execute tas§¢2]. SOA facilitates information integration, emaly the
exchange of messages between applications runminglifierent environments, and process
integration through service orchestration. The BEWPcom projeci14] and Microsoft’s Connected
Government Framewoil 3] implement SOA solutions.

The main limitation of existing MOM solutions isfiged, or at least statically configured messaging
functionality, such as routing, validation or ermign, which is not sufficient to address all

communication needs of e-Government systems. Alost MOM solutions support static

communication structures to carry out messaging dhnds cannot address the evolving
communication needs of e-Government systems, eltpwing changes in law and outsourcing
arrangements. Limitations of SOA approaches inclindelack of service-level agreements and lack
of support for dynamic configuration of processes.

Regarding dependability, MOM and SOA both faciétatecurity implementation through services
such as user authentication or messages encryi@OA, security standards focusing on integrity,
confidentiality and authentication are still undiewvelopment. Applicable to both approaches, SAML
[15] is an XML framework to exchange assertionswtzmthentication and authorization. While other
dependability attributes are also formulated bydees, given the general lack of formal models
enabling behavioral reasoning about compositiomegsaging services, such arguments are generally
not supported scientifically.
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3 Government Collaborations

Agencies must collaborate with each other in deling public services. These collaborations take
place through the exchange of various types of agess by agency staff using various software
systems. This section describes example scenalmied to the service to issue business licensds, a
defines some collaboration patterns on this bd€k [

Local governments are responsible for issuing waritypes of business licenses: for importing and
selling goods; for establishing food and beverag®ities; for advertising in the public placess.ein
most cases, before issuing the license, the agemgiests other agencies to provide opinions on the
application. The following example opinions mayrbguired by a licensing agency when considering
the application for opening a food and beverageiness: i) opinion about the applicant's
infrastructure - public works; ii) opinion aboutropliance with fire prevention - fire brigade; iii)
opinion about compliance with health regulationsealth department; iv) information about the
number of personnel employed - labor departmentuidm, obtaining these opinions may demand the
arrangement of interviews and on-site inspectiéiisrequire close collaboration between agencies
and their staff to complete the licensing procass timely and effective way.

Some communication patterns identified based andéivice include: (1) request information from
an agency and receive a response, e.g. the reguib fire brigade; (2) request a technical opinio
from an agency and receive a response where bahese and reply may include additional
documents, so messages may have attachments, sachuilding plan in the message to the public
works agency; (3) receive a notification messagehsas the health department receiving a
notification about appointments; (4) track requesst to the agencies, when for instance a request
was issued and the agency did not reply; (5) ackedging the receipt of a message by another
agency, such as the fire brigade acknowledgingréioeption of a request and enquiring on-site
inspection.

4  Dependability in Government

We consider seven dependability requiremefit8] in government collaborations: availability,
reliability, security, timeliness, survivabilityecoverability and maintainability. The requiremeais
explained below:

1) Availability — When an agency requires a service from anotgengy, the mechanism for
communicating the request must be available atimks. For instance, when the e-License
application receives a request from a governmemtapait will immediately send messages
requesting information from other agencies, assgntive responsible agency applications are
available at all times.

2) Reliability— Each time a message is sent as part of largercggollaboration, the message must
be delivered reliably. The completeness and infegfidata transferred must be also assured. It is
unacceptable to have the data modified or to Igosee attached documents.
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3) Security— Confidentiality, authentication and authorizatiare critical requirements to provide
government services. For instance, when the e-sEe@pplication receives a technical opinion
apparently from the health agency, it must be shaé the information was indeed sent by this
agency. When sensitive information about applicastexchanged, confidentiality must be
guaranteed. When e-License presents the licenskcatpp for a public officer to make a
decision, this must be indeed an officer who has dlathority to decide, not just process
applications.

4) Timeliness— Responses to collaboration requests must bedawwn time. Each step of the
business process must be executed during the preedeime-window in order to fulfill the
defined performance measures. This particularlylieppgo the collaborations requested from
other agencies, as the responsibility is sharechgroaits.

5) Survivability— Collaborations must be provided, albeit withréelgd performance, in the face of
accidental malfunctions or deliberate attacks. &ggamless services are accessed through a one-
stop government portal, the user perceives thécgens provided by the whole government. He
or she is not aware about the agencies involvedwrad type of problems they could be facing.

6) Recoverability — Following the same argument, the infrastructusepporting agency
collaborations must be able to recover from erfdh& process driving such collaborations cannot
depend on a user not making mistakes or hardwariifing.

7) Maintainability — Collaborations between agencies are dynamitgidy exposed to change due
to innovation in government regulations, policiex gprocedures. The infrastructure software
supporting such collaborations must assure thdudimg new features or repairing existing
features can be done with reasonable resources.

5 Messaging Infrastructure Development

We present seven stages in the development of éssaging infrastructure: requirements elicitation,
domain modeling, use case modeling, architectureigde detailed design, implementation,
deployment.

5.1 Requirements Elicitation

Functional requirements are classified into fivedegaries for managing: members, channels,
messages, activity sessions and extensions.

TABLE 1 lists the requirements for managing members. b is a registered user of the system,
usually a government agency, with name and passwWwiethbers are divided into: a visitor member
who is only allowed to send messages to the aditratos (MEMO1); a regular member allowed to
send and receive messages through all channalbstisbes to (MM02); and the administrator, a
distinguished member who can register other mem@é@es103). Three membership operations are
provided: registration (EM04), un-registration (Ev05), and password change EMOG6).

MEMO1 Managing Visitor Member Type

MEM02 Managing User Member Type

MEM03 Managing Administrator Member Type

MEM04 Registering a New Member

MEMO5 Un-Registering a Member

MEMO06 Changing a Member Password
Table * Member-related requirements
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The requirements for managing channels are showmABLE 2. A channel is a medium for
communication between members. A channel acceptssages from authorized members and
disseminates them to other members. Every charaseih owner. Channels may be simple - able to
transfer messages in a single atomic operatioroomplex - composed from existing channels. In
addition, there are pre-defined channels — alwasgslable for administrative operations, such as
creating a channel; and user-defined channelsnashesubscribed and used by members. Pre-defined
channels include the administration channelAQL) to connect each member with the Administrator,
and the visitor (BA02) channel connecting Visitor with Administrator.

In order to create a channelH&03), a member sends a request to the Administritsuccessful,

the Administrator assigns an identifier to the ctelrand the member becomes the Channel Owner.
Later, the owner can also destroy the channah(d), by sending the corresponding request to the
Administrator.

The owner is authorized to subscribei#05) and unsubscribe @806) members to/from its channel.
A subscriber has the right to read, write or ussh(lvead and write) the channel. Initially, it camly
read. Later, it can request the owner to upgrade(8) or degrade (€A09) its status, and enquire
about its status (@\07).

CHAO1 Managing the Administration Channel

CHAO2 Managing the Visitor Channel

CHAO03 Creating a Channel

CHAO4 Destroying a Channel

CHAO5 Subscribing to a Channel

CHAO06  Unsubscribing from a Channel

CHAO7 Consulting Channel Subscription Status

CHAO8 Upgrading Channel Subscription

CHAO09 Degrading Channel Subscription
Table 2: Channel-related requirements

TABLE 3 lists the requirements for managing messages.efsage is the unit of communication,
consisting of a header, a body and several attattsnisES01). The header (EE02) identifies what
channel the message is sent to, who is the retjgtm The body (M903) contains the main content.
Attachments (M304) are the documents send with the message.

Any subscriber with the right to write or use theaonel can send a message to it. If sent by the
owner, the message is received by all subscriesd5). If sent by a subscriber, it is first forwarded
to the owner (MS06) who then decides if to send it to all subsegbény channel subscriber with
the right to read or use the channel can receimessage from it (®07). In addition, a member
must be able to send messages to other membegspusitlefined channels @408).

MESD1 Composing a Message

MESD2 Obtaining Message Header

MESD3 Obtaining Message Body

MESD4 Obtaining Message Attachments

MESD5 Sending a Message by Owner

MELD6 Sending a Message by Subscriber

MESD7 Receiving a Message

MELD8 Forwarding Messages between Members
Table 3: Message-related requirements
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TABLE 4 shows requirements for managing activity sessiafisr registration, a member may use the
system during activity sessions. Each session begien the member logs-ing$®1) and ends when
the member logs-out £302). The system can recover member informati@s{3) between sessions.

SED1  Logging-in to a Session

SEQD2 Logging-out from a Session

SED3  Restarting a Member
Table 4: Session-related requirements

Besides enabling a simple exchange of messagesagieg applications require additional services
which are provided through various extensionsBLE 5 depicts the related requirements. The
framework provides a repository of extensiongT&L) and a mechanism to enable such extensions
dynamically. Extensions can be: horizontal — agpt@® channels regardless of the process that drives
message exchange or vertical — part of a concresindss process. Extensions can be enabled
(ExT02), disabled (ET04) and configured (€r03). For instance, the validation extension recuie
XML Schema to validate messages. Three horizonteneions are provided as illustration: (1)
Auditing (EXT05) - creating a historical record of messagessfesred through a channel; (2)
Validation (ExT06) - validating messages posted to a channel @diogpto a given message format;
and (3)TransformationEXTO7) - processing messages in transit from one fotonanother.

ExT01 Managing a Repository of Extensions

ExT02 Enabling Extensions

ExT03 Configuring Extensions

ExT04 Disabling Extensions

ExT05 Providing Channel Audit Extension

ExT06 Providing Validation Extension

ExT07 Providing Transformation Extension
Table 5: Extension-related requirements

Non-functional requirements referring to availdlilireliability, security and scalability are listén
TABLE 6. The Administrator must always be availables4Q1). The framework must assure basic
delivery properties such as: messages must beedetivat least once gR01) and must be delivered

in a sequence (R02). Two security requirements are: authentica{i®ec0l) and authorization
(SEC02). Authentication ensures that the access toigatstricted to those who can provide a proof
of identity. Authorization decides whether an gntian access a particular resource. Both are assure
by the earlier functional requirements. Scalabilijows increasing total throughput under an
increased load when new resources are added. S@anae, a system is scalable if registering new
members does not increase the time for sendingages{8A01).

AVAO1 Availability of the Administrator Member

RELO1 Assuring At-Least-Once Delivery

RELO2 Assuring Non-Permutation for Delivery

SEc01 Authentication of Members

SEC02 Authorization for using Channels

ScA01  Assuring Throughput Capacity

Table 6: Dependability requirements
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5.2 Domain Modeling

The model in BSURE 1 presents the key concepts of the messaging tnfciisre. A message has a
header, a body and zero or more attachments. Aneh@owned by a member and is subscribed by
members who wish to use it for sending and recgiviressages. Channels may be user-defined or
pre-defined. Three types of members are: Usertdfisind Administrator. Visitor and Administrator
must exist at deploy time.

Figure 1: Conceptual Model

The infrastructure defines two kinds of extensieh®rizontal and vertical. The former are classifie
into: channel-oriented — applied to messages flgwiimrough a channel and member-oriented —
applied to members. The latter combine various etdém of the infrastructure to fulfill the
communication and control requirements of particulasiness or administrative processes. As
illustration, we defined four horizontal extensiapplied to channels - auditing, validation and
transformation, and one to members - alliances.

5.3 Use Case Modeling

The top-level use case diagram is shown IQURE 2, depicting four main groups of services

provided:

1) Core Administrative Services required to configure the system. FulfilseiD4, MEMOS5,
MEMO6,CHAO03to CHA09,and session-related requirements.

2) Operational Services required by Administrator and Users for sending eeceiving messages.
Fulfils all messages-related requirements.

3) Extended Administrative Servicegequired by users in order to request extendadtifenality.
Fulfils all requirements related to extensions.

4) Configuration Services- provided for configuring the system and creatogmmunication
structures. Fulfills MM01,MEM02,MEMO3,CHAOLand GHA02.

Report No. 368, April 2007. UNU-IIST, P. O. Box 3058, Macau.



Messaging Infrastructure Development 8

Figure 2: Top-Level Use Case Diagram

5.4 Architectural Design

The structural view is shown in

Figure 3, showing a completely distributed architee. Applications requesting services use a
Messaging Component with two-layered architectiitee first includes components implementing
the business logic: Core — operational and coreirgdirative services; Extensions — extended
administrative services; and XMLSchemas — the sirecof messages. The second contains Database
— managing data persistence with local databasékelfigure, ExternalApplication is any applicatio
using the infrastructure. Administrator has a congt implementing the Administrator member,
who is like any member and so uses the Messagingp8oent.

Figure 3: Architecture — Static View

5.5 Detailed Design

A design diagram is presented in Figure 4. The Coreponent offers the interfaces I-Member and I-
Visitor which are used by external applicationsd applicationListener which is implemented by
external applications. I-Visitor offers services fiegistering and retrieving members. [-Member
offers other member services. ApplicationListerikves applications to receive messages.

Core also contains classes for the channels owneédzbscribed by members — ChannelOwned and
ChannelSubscribed. Both are sub-classes of Chamuehre related to the class Member that keeps
the relationships with its channels. Message ofbles composing and decomposing messages.
ServerSocket and ClientSocket enable to send/receéssages.

Extensions component contains classes for managitegnsions. The ChannelOriented class provides
functions to enable, configure and disable chaonelted extensions. It also defines abstract
operations processMessage and configureExtensia@xfensions to implement. Auditing, Validation
and Transformation extensions were implemented.
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Figure 4: Detailed Design Class Diagram

5.6 Implementation

The infrastructure is implemented in Java usingneg@urce technologies. The database is MySQL
and Hibernate maintains the object-relational magpiMessages are written using XML with
XMLBeans. Validation relies on XML Schema and tfanmation on XSLT. The system consists of
one package implementing: Core, Extensions, XML8wd®and Database components. One copy of
this package must be installed in every computstitg an application that requires communication
services.

5.7 Deployment

Figure 5 shows a possible deployment of the syst@me. node hosts the administrator - AdminNode
and various agency servers host government applsatommunicating through the infrastructure.
On each server a Messaging component is deployadinBtance, AgencyA server hosts the e-
Welfare service, AgencyB hosts the e-Tax applicatind AgencyD hosts the government portal. In
AgencyD, three e-services rely on the system: etise, e-Health and e-Driving.

Figure 5: Deployment Diagram
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6 Infrastructure Supported Collaborations

Consider how the infrastructure supports the ceggsicy collaboration presented in Section 3.

Suppose a company applies for a business licenseigih e-License application. The process
involves: company | maintaining the portal; munaity M issuing licenses and hosting e-License;
public works agency W checking the technical infiasgure; fire brigade F checking compliance with
fire regulations; health agency H checking commléawith health regulations; and labor agency L for
labor control. The business process is: the apgli®abmits the request through the portal; | fodsar
the request to M; M sends requests for opinionsVioF, H, and L; M collects the opinions and
decides whether to issue the license.

The implementation connects the portal with e-Lemethrough the channel c1, and e-License with
applications at W, F, H, and L through the chanm&sc3, c4, and c5. The extensiBrnocess-
Enforcemenis enabled for controlling the sequence of messaged is configured with the pattern
(.LMAS(W|F[HIL))* - | sends the application requddl forwards four requests for opinions; the four
contacted agencies respond in any order; and th@ewdequence is repeated for each request.
Channel-Compositiois also applied to split the messages received frb to other five channels.

Regarding the example communication patterns irti@ed, we conclude that the infrastructure
supports all of them: (1) requesting informatioa message sent through a channel; (2) requesting
technical opinions — sending a messages with stipgadocuments as attachments; (3) notifications
— a message is received from a channel; (4) trgaléquests — enableTaacking extension to keep
historical records of the messages sent througbktihenel; (5) sending acknowledgements — sending
a reply message.

7 Infrastructure Dependability Analysis

This section performs informal analysis of the segtependability requirements described in Section
4.

1) Availability — This is achieved by assuring the availability members to external
applications. Members at the sender side are alaxgitable, since an application can always
restart them. Each time a member is restarted0®, it contacts the Administrator who is
always available (%01). As members at the recipient side may not balable, the
extension OneDelivery can be used to control messagnt to subscribersgE1). While
trying to send a message to an unavailable sulesctifte extension is aware about this and
stores the message for a later delivery.

2) Reliability — messages cannot be losteE(B1) and are delivered in sequencesl(@R2).
Message completeness can be assured thidaliation extension by controlling mandatory
elements based on XML Schema definition. Messaigeation can be detected by attaching
signatures through tH&igningextension. In addition, a rigorous approach appieeduild the
infrastructure; a design based on a simple core extdnsions; the ability to specify,
implement and verify new extensions, all contribtatéulfilling the reliability requirement.

3) Security— User authentication is assured since members$ pnogide names and passwords
to initiate sessions (EM02). Authorization for requesting messaging sew/isdmplemented
through different subscription levels {807, CHA08, CHAQ9). Extensions are enabled,
configured and disabled by their owners onlxt82, ExTO3 ExT04). Confidentiality can be
introduced attachingncryptionandDecryptionextensions to channels.
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4) Timeliness- The sending of a message is instantaneousintirgtof the receipt depends on
the availability of the recipient in the system.eTtlelay can be monitored and controlled
through Tracking and Schedulingextensions. The former enables tracking the pregoés
messages through complex channels. The latter enalsisigning priorities to messages to
determine the order in which messages are disphitzhewners.

5) Survivability and Recoverability— The key to satisfying both is the guarantees: ttree
Administrator is always present in the systenvA81), all members can always be restarted
(Ses03), and messages are never I&t@R. In addition, the design of the infrastructime
a minimum but fully functional core and a set afiggiable extensions directly support both
requirements. These properties ensure that a minirfevel of functionality is always
available.

6) Maintainability — This is assured on two levels: application - thestem supports
maintainability since extended functionality candsebled and disabled at run-time without
the need to modify existing applications; infrastiwe - due to the rigorous development
process, modular design and complete documentafidghe development with models, the
system is relatively easily to maintain.

8 Conclusions

We presented a messaging infrastructure for e-Gowvent to enable dependable exchange of
messages between agencies and support collabodafivery of seamless services. Our motivation
was to provide a technical solution for seamle§kogernment, with special focus on dependability
due to its importance for e-Government - the dejive public services must be reliable, secure, etc

Following related work, government collaboratioasstipport the delivery of seamless services were
illustrated, and it was explained how dependabibgues are relevant to them. The development of
the infrastructure was presented in detail, incilgdsome development artifacts. The paper also
argued in what ways the implementation supportsmbess services and how it addresses
dependability requirements.

The main ideas of the messaging infrastructure fiesteintroduced irf17] and the infrastructure was
developed as part of the e-Macao Prof@6]. The main contribution of this paper is theggntation
how dependability requirements are relevant forsagsg support for seamless e-government, how
the messaging infrastructure was developed, andthewdevelopment and its outcome address such
requirements.

Future work includes building a formal model foetmfrastructure and building and validating a
theory for reasoning about behavioral propertiesxbénsions.
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