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Abstract

We present a design of a triple modular fault-tolerant system that is a real casewe received
from our collaborators in the aerospacē eld. The system is used to compute the action that
a subsystemshould take and output the result to another subsystem. We model the system as
timed automata, wherea fault is modelled asan unobservable transition from a \good state" to
an \error state". Basedon the faults that we weregiven by the application engineers,we design
a system to tolerate the faults and useUPPAAL to check relevant properties.
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In tro duction 1

1 In tro duction

Fault-tolerant computing is important and e®ective to improve the dependability of real-time
systems [1, 5, 6]. This paper presents a designfor a fault-tolerant systemthat is applied in the
aerospacē eld; it will for instance receive readingsfrom gyroscopesand star trackers, and then
it routes signals to the thrusters to control a tra jectory.

If we have a computation unit (CU) that doesnot su®erfrom hardware faults and correctly im-
plements the computation, everything would be ¯ne. However, in reality, computersor programs
may fail, either becauseof hardware failures, or faults in the design or in the implementation
of an algorithm. Obviously, a system with a single faulty CUmay fail to give a correct output
when a fault occurs during the execution. Consequently , if no fault-tolerant action is taken,
such a faulty output may causea system failure that violates the overall system requirements.
In a system for an aerospaceapplication, using fault-tolerant techniques to avoid failures for
computers is important sincemaintenanceis almost impossibleonceit is sent to the space.

In this paper, we adopt a classical fault-tolerant mechanism that usesmultiple versionsof the
CU, which preferably are designedand implemented independently . The necessaryredundancy
is thus in space,preserving timing properties of the combined system. Redundancy in the time
domain, for instance recovery block mechanisms,do not preserve timing properties as easily.

Although the principles of the mechanism are well known. It is far from easyto model the faults,
the assumptionsone makes for the concretedesign. Abstraction techniques have to be applied
so that the model of the designcan be veri¯ed with the model checking tool.

The faults that we are asked to considerare transient, and therefore we can designa restart (or
recovery) mechanism for a CUwhen it fails. This involves detecting the occurrenceof a fault
in a CU, and when it fails, there must be a component to trigger the restart. We are told by
the domain engineerthat they are concernedwith three kinds of faults that may occur in a CU.
The ¯rst kind of faults causethe CUto enter a deadlock state in which the CUdoesnot take any
action. For this, we equip each CUwith a watchdog that is activated periodically (kicked) during
normal operation. When a fault occurs, the CUdeadlocks and stops kicking its watchdog. As
a consequence,the watchdog timer grows until it exceedsa prede¯ned value, (we say that the
watchdog over°ows), and that shall trigger a restart of the CU.

An occurrenceof a fault of the secondkind causesthe CUto output incorrect data. In this case,
the CUstill keepskicking its watchdog and thus the watchdog will not over°ow. To detect an
error causedby this kind of fault, we intro ducea component called a voter. With the assumption
that at anytime only a minorit y of the CUscan fail (in the concretecasewith three CUsat most
one of them can be in an error state), the voter can detect which CUhas failed and thus can
trigger a restart. Furthermore, the voter can also mask the incorrect output from the failed CU.

In the third case,a CUfails by entering a livelock state. In this state, the CUfails to output any
result but it keepskicking its watchdog periodically. Consequently , the watchdog timer doesnot
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In tro duction 2

over°ow and such a CUfailure cannot be detectedby the watchdog. However, the error detection
in this casecan be done by the voter by reading empty valuesof the failed CU. Thus we convert
an omission fault into a value fault.

To avoid that the voter becomesa single point of failure, which would reduce the overall fault
tolerance of the system, we can use more voters. We therefore need to design a component,
called the arbiter, to detect an error in a voter and selectthe output from the voter that hasnot
failed. With this design,the arbiter should also take the responsibilit y from the voter to trigger
the restart of the failed CUs. To illustrate the idea of this design, we use two voters and show
how the arbiter can trigger the restart of a failed CU, without consideringthe error detection in
a voter.

Admittedly , in this paper, we only considerCUfaults and do not design the concreteswitching
mechanism for voters when one of them crashes,so in our analysiswe assumeall the voters are
not faulty. Also, the arbiter is a single point of failure, but it is an extremely simple piece of
hardware, thus we accept this risk.

The main contribution is that we provide a model and a veri¯cation to show the systemdesigned
in the above way meetsthe requirements that domain engineersdemand. We usea fault-a®ected
computational modelasin the papers[5, 6]. However, weusetimed automata to model the design
and CTL to specify the properties, instead of TLA that is used for both the speci¯cation of a
designand the speci¯cation of properties in [5, 6].

When developing the model, we ask that it should be: (a) as closeas possibleto the informal
systemdescription and easily translated to systemhardware implementation, (b) incorporate the
fault hypothesesand, (c) allow e®ective application of the model checking tool for veri¯cation
of the required properties.

We use UPPAAL [8] that is available at www.uppaal.com. It is an integrated tool environment
for formal speci¯cation, validation and veri¯cation of real time systemsmodeled as networks of
timed automata [7]. The languagefor the new version UPPAAL 4.0 includes a subset of the
c programming language,and the syntax of timed automata for specifying timing constraints.
The c code embedded in the automaton can be easily read and translated by the engineers
to for instance the Verilog language for hardware implementation. Due to these extensions,
the UPPAAL syntax appears to be su±ciently expressive for the description of critical parts of
systemspeci¯cations. The veri¯cation is convincing evidencethat model checking is an e®ective
technique for validating the behavior of a fault-tolerant embeddedsystem [2, 3, 4].

The remaining sectionsare organized as follows: Section 2 describes the system with a single
CU, that alsode¯nes the desiredproperties of the system. We then intro duce the assumedfaults
into the automaton of the CU. Section 3 presents the design of the fault-tolerant system. In
Section4, we usea network of timed automata in UPPAAL to model the fault-a®ectedbehavior
of the system. We verify the correctnessproperties in Section 5 in order to demonstrate that
the system tolerates the assumedfaults. Finally, Section 6 concludesthe paper and points out
future work.
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2 System with a Non-F ault y CU and System with a Fault y CU

We usea fault-free CUto describe the correct behavior of the system. Then, we discussthe ways
that the CUmay fail and show how a fault-a®ectedCUbehaves. This motivates the designof the
fault-tolerant systemsin Section 3.

2.1 Correct CU

A CUreceives the sampling data from a component as its inputs and computes an output
to be used as input for another component. Let cu input and cu output denote the input
and output of the U. In general, the CUcomputes a function of the input and possible some
internal state, which weshall ignorewithout lossof generality, that is, cu output = f (cu input ),
for some function f . When a fault occurs, the CUmay compute an incorrect value, that is
cu output 6= f (cu input ), or may not compute any output anymore. Within the system, an
impulse generator is used to ¯rst clear the data and then issuean edgeimpulse synclk xms in
every period of T time units to force the CUto read its inputs, compute and output the result
to cu output .

To simplify the model, we assumethat the value of cu output rangesfrom -1 to 1, and 1 is the
correct value, -1 is the incorrect value, 0 is the clearedvalue. Initially , the value is 1.

The time spent on the computation is small and can be ignored. Fig.1 displays the CUsys-
tem composedfrom one non-faulty CUand one impulse modelled in UPPAAL. The automaton
Impulse clearsthe bu®ercu output and sendsa synclk xms! signal each T time units that syn-
chronizes with the automaton CU. In automaton Impulse, a clock x is used to record the time
elapsed.

This system satis¯es the following two properties: 1) every period of T time units, the CU
computesa new value correct value, that is put in cu ouput , 2). The value 1 is kept for T time
units before it is cleared. This can be speci¯ed in UPPAAL as the following four properties
P1-P4:

² P1 : A[](impulse :x > = 0 and impulse :x < = T)

² P2 : A[](impulse :x > 0 imply cu output == 1)

² P3 : A[](cu output == 0 ! cu output == 1)

² P4 : A[](cu output == 1 ! cu output == 0)

In UPPAAL, the syntax P ! Qdenotesa \leads-to" property meaning that whenever P holds Q
will eventually hold. It is equivalent to A[] (P imply A<> Q). The veri¯cation results show that
all the above properties are valid for the model.
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Good

synclk_xms?
cu_output=1

(a)

x<=T

synclk_xms!

x==T
cu_output==0,
x=0 (b)

Figure 1: Non-faulty CUsystem: (a) CUautomaton (b) Impulse automaton

2.2 A Fault y CU

In this case,the domain engineersare concernedwith the following faults:

² FAULT0: The CUenters a deadlock state and it stops doing anything at all.

² FAULT1: The CUenters an error state in which it computes incorrect results.

² FAULT2: The CUenters a livelock state and executesonly internal actions without out-
putting any result.

Following the technique in [5, 6], we model the behavior of the fault-e®ectedCUwith the automa-
ton in Fig.2. In the fault-free location Good, the CUautomaton nondeterministically selectswhich
fault may occur. If FAULT0occurs, it moves to the error location Error0 and the automaton
deadlocks. Since the synclk xms is a broadcast channel, when the CUstays in location Error0 ,
the Impulse automaton can still executethe synclk xms!. The location Error1 is reached from
location Goodwhen FAULT1occurs. When the automaton stays in this state, it outputs incorrect
data when the signal synclk xms is issued. Similarly, if FAULT2occurs, the CUgoes to location
Error2 , in which it fails to output a data when the signal synclk xms is issued. There are also
faulty transitions from location Error1 to Error0 and Error2 . One may wonder why the CU
needsa synchronization in Error1 and Error2 with the Impulse automaton. This is in fact
to avoid Zeno behavior in the composedautomaton. We can add self-transitions on these two
states without synchronization with the Impulse, but additional clocks are then neededto rule
out the Zeno behavior. This would complicate the model unnecessarily.

Using UPPAAL, the checks show that none of the properties P1-P4 for the fault-free system is
satis¯ed by the fault-a®ectedsystem.

3 Design of the Triple Mo dular Fault-T oleran t Computer Sys-
tem

To tolerate the assumedfaults, we designa triple modular systemshown in Fig.3. It consistsof
the components of three CUseach is equipped with a watchdog, two voters, one arbiter and one
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Error0

Error2 Error1

Good

synclk_xms?
synclk_xms?
cu_output=-1

synclk_xms?
cu_output=1

(a)

x<=T

synclk_xms!

x==T
cu_output==0,
x=0 (b)

Figure 2: Faulty CUsystem: (a) CUautomaton b) Impulse automaton

impulse generator. The watchdogsare modeled together with their CUs.

impulse generator

CU0

watchdog

WD KIC KED

synclk xms synclk 5ms synclk 9ms

voltage level(0;1;2)

cu output(0;1;2)

restart 
ag by voter(0;1;...5)

voter0

arbiter

arbi output

CU2

watchdog

...

voter1

voter output(0;1)

cu restart(0;1;2)

Figure 3: The triple modular redundancy system

3.1 Impulse generator

The impulse generator issuesedge impulses to force the components to processtheir inputs.
In a cycle, a synchronization impulse synclk xms is generated¯rst to trigger the three CUsto
processtheir inputs simultaneously. After a period CUPERIODof time, a synclk 5xms impulse is
generatedto trigger the two voters to processtheir inputs from the CUssimultaneously. Impulse
synclk 9xms is produced with a delay of VOTERPERIODto activate the arbiter to processits
inputs from the voters. A synclk xms impulse is produced again after a period of ARBIPERIOD
time to trigger the CUsin the next cycle. So, all the three types of impulses are generatedin
every period of T, where T is equal to CUPERIOD+ VOTERPERIOD+ ARBIPERIOD.
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3.2 CU and Watchdog

To make a CUrecover from an error state, we intro ducea restart mechanism for CUto determine
when a CUneedsa restart and which component is responsible for triggering a restart from an
error state.

Intro ducing the restart mechanism, we illustrate the procedureof the restart for CU. When a CU
restarts it enters a reset phaseand stays in this phasefor a period of RESETPERIODtime before
it enters a startup phase, in which it takes a period of STARTPERIODtime. In the hardware
design, the voltage change of a special pin of the CUsignals this procedure. The voltage value
stays low (0) for a period RESETPERIODbefore it is changed to high (1), seeFig. 4. We use a
Boolean array voltage level to denote the level of the pin voltage of the CUs. The fact that
voltage level [i ] is 0 implies that CUi is in the reset phase,and it is in the startup phaseor
working status otherwise. The changeof the value of voltage level [i ] from 1 to 0 indicates a
restart of CUi .

REET PERIOD

START PERIOD
reset phase

startup phase

Figure 4: CUstartup procedure

To allow a CUto recover from the error state Error0 , we intro ducea watchdog for each CU. The
timer of the watchdog of the CUstarts to count from the time when the CUenters a startup
phase. In all the states, except for the state Error0 , the CUkicks the watchdog in every period
of T time units to set the timer value to WDKICKED.

Fault y behavior of a CU with a watc hdog The model of a fault-a®ected CUin Fig. 2
should now be augmented with the behavior of the watchdog:

² FAULT0: In this case,the CUstays in the error state Error0 and stops. It alsostopskicking
the watchdog.

² FAULT1: In this case,the CUstays in the error state Error1 . When synclk xms is issued,
the CUkicks its watchdog, but outputs an incorrect result.

² FAULT2: In this case,the CUstays in the error state Error2 . When synclk xms is issued,
the CUkicks its watchdog, but fails to output a result.

Therefore, when the CUstays in location Error0 , the watchdog timer grows until it over°ows,
that is, the timer value is equal to the constant WDPERIOD. We decide that when timer of the
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watchdog over°ows, it triggers its CUto restart, and thus recover from an error state due to
the occurrence of FAULT0. However if FAULT1or FAULT2occurs, the watchdog is still kicked
normally. So the watchdogscannot be usedto detect occurrencesof thesefaults.

3.3 Voters

To detect errors causedby FAULT1or FAULT2, we designa voter. The voter receivesinputs from
the three CUs. Assumethat at any time at most one CUis in an error state, the voter votes for
the value that is agreedby at least two CUs, and identi¯es whether the failed CUneeda restart.

As we said before, a voter may fail. We use two voters, VOTER0and VOTER1. The purpose
to have two of them is to avoid the voter as a single point of failure that reducesthe overall
dependability of the system.

When VOTER0and VOTER1receive a synclk 5xms impulse, they simultaneously start to process
the input data to determine which CUworks correctly and select the correct result. The time
spent on data processingis much smaller than the constant VOTERPERIOD. This enablesthe
voter to complete the computation beforethe occurrenceof the synclk 9xms impulse. We de¯ne
voting functions asfollows in which bu®ervoter output is usedto store the output of the voter.

voter output =

8
>><

>>:

cu output[0]
(if cu output[0]= cu output[1] or cu output[0]=cu output[2] )
cu output[1]
(if cu output[0] 6= cu output[1] and cu output[0] 6= cu output[2])

VOTER0is consideredas the primary one in the sensethat if both voters work well then the
arbiter will selectthe result of VOTER0as its output. Only when VOTER0goesawry, is the result
of VOTER1selectedby the arbiter as the ¯nal output.

Furthermore, the voter has to detect whether a CUis in the reset phaseor startup phase. For
this, the value of the pin voltage voltage level [i ] is relayed to the voter. Therefore, in addition
to the voting function, each voter is enhancedwith the following functionalities.

W orking mo de of a CU Let CUnormal by voter [3 £ j + i ] be a Boolean variable, where
i = 0; 1; 2; j = 0; 1. When VOTERj readsa correct output from CUi , it assigns1 to the variable
cu normal by voter [3 £ j + i ] to indicate that CUi enters the normal mode. The CUremains
in this mode until VOTERj ¯nds a value change of voltage level [i ] from 1 to 0, and at this
time VOTERj assigns0 to cu normal by voter [3 £ j + i ] and CUi 's mode becomesabnormal.
The value of cu normal by voter [3 £ j + i ] remains as 0 in the later cyclesuntil VOTERj reads
a correct value from CUi .
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Design of the Triple Mo dular Fault-T oleran t Computer System 8

Trigger a CU to restart Let restart flag by voter [3 £ j + i ] be a Booleanvariable. It is
usedby VOTERj to trigger CUi to restart. There is no needfor the voter to force a CUto restart
every time when it readsan incorrect value from the CU. In particular, to make the watchdog,
that takessometime for its timer to over°ow, to be e®ective, we allow a CUto output a number
of incorrect valuesbefore it it is restarted. We intro duce two parametersn1 and n2, which are
positive integers. When CUi is in the normal mode, VOTERj triggers it to restart by setting
restart flag by voter [3 £ j + i ] to 1, after having contiguously having received n1 incorrect
values from CUi . Similarly, when CUi is in the abnormal mode, voter j triggers the CUto
restart after continuously having received n2 incorrect values.

In summary, if FAULT1or FAULT2occurs, the voter can detect this fault by its incorrect inputs.
The values of restart flag by voter and voter output will be read by the arbiter when it
receivesa synclk 9xms impulse, to trigger a CUto restart and to output the majorit y value.

3.4 Arbiter

Upon receiving a synclk 9xms impulse, the arbiter acquiresthe outputs of each voter. Let j be
the index of the voter that the arbiter trusts, and arbi output be the output of the arbiter.
In each cycle, the arbiter assignsvoter output [j ] to arbi output , and sendsa restart signal
cu restart [i ] to CUi if restart flag by voter [3 £ j + i ] equals1. To insure that the arbiter
completesthe computation before the arrival of the next synclk xms impulse, the computation
time the arbiter spendsmust be lessthan ARBIPERIOD.

To summarize, the subsystem has three output variables: cu output of a CUto the voters,
voter output of a voter to the arbiter and arbi output of the arbiter to other components of
the overall system. Only the last one is external to the subsystem.

3.5 Design of the Parametric Constrain ts

Taking the real hardware implementation into consideration, for example, a watchdog timer
must not over°ow when the CUis in the restart procedure,we have the following constraints.

WDPERIOD> 2T+ STARTPERIOD(1)

WDPERIOD> T+ WDKICKED(2)

A CUcan restart by either the over°ow of its watchdog timer or by a restart signal issuedfrom
the arbiter. Therefore, it could be that even when the CUis in the startup phase,it can enter the
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Mo del of the Fault-T oleran t System 9

resetphaseagain when it receivesa restart signal from the arbiter. This delays the CUreturning
to normal working mode. To avoid repeated restart of the CU, we add the following constraint.

n2 > d
RESETPERIOD+ STARTPERIOD

T
e+ 2(3)

Finally, according to the system mechanism, a voter can also detect incorrect output of a CU
when FAULT0occurs. If we set the value of the constant WDPERIODtoo big, but the value of
the constant n1 too small, the restart of the CUis triggered by the signal sent from the arbiter
instead of the over°ow of the watchdog. This would make the watchdog ine®ective in detecting
the occurrencesof FAULT0. In reality, the engineersexpect to distinguish the type of faults and
correspondingly make changeto improve the software. To do so, oneof the guidelinescan come
from the behavior that shows which component will trigger the restart. Thus, the above scenario
is not desirable,but can be avoided by the following constraint:

b
WDPERIOD

T
c > n1 + 1(4)

4 Mo del of the Fault-T oleran t System

Before intro ducing the formal faulty model, we ¯rst give the fault assumptions. Basedon that,
we give a formal model with four automata: Impulse , CU, Voter , Arbiter .

4.1 Fault Assumptions

To achieve fault-tolerance of the triple modular system, we need the fault assumptionsas well
as the timing assumptionsabout the occurrenceof faults [5, 6]. Thus at any time:

² at most one CUencounters a fault, and

² the minimum time between the occurrencesof faults should be long enough to allow the
successfulrecovery of a CUfrom an error state, and

² no faults occur in the voters and the arbiter.

These assumptions will be re°ected in the model and some will be checked with the model
checking tool.
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Mo del of the Fault-T oleran t System 10

4.2 Impulse

Figure 5 displays the automaton Impulse , which speci¯es how the impulse generatorperiodically
producesedgeimpulse. The clock x is usedto record the time passingbetweensendingtwo edge
impulses. Every ARBIPERIODunits of time, clear fifo () is executed to set cu output to
0. Immediately, i.e. in zero time, after this, Impulse broadcastsa CUsynchronization signal
synclk xms! to trigger the three CUsto processtheir inputs. A synclk 5xms! is broadcast
CUPERIODtime units after sendingsyclk xms!. A synclk 9xms! is sent VOTERPERIODtime units
after sendingsyclk 5xms!.

to_send_cu_sync

to_send_arbi_sync

x<=VOTER_PERIOD

to_send_voter_sync

x<=CU_PERIOD

x<=ARBI_PERIOD

synclk_xms!
x == VOTER_PERIOD
synclk_x9ms!
x=0

x == CU_PERIOD
synclk_x5ms!
x=0

x==ARBI_PERIOD

x=0,
clear_fifo()

Figure 5: Impulse automaton

4.3 CU

Fig.6 displays the automaton CU[i ], wherei = 0; 1; 2 is the index of a CU. It modelsthe following
behaviors of CU[i ]:

Recovery

Error1

x<=WD_PERIOD

GoodReset

x<= RESET_PERIOD

Startup

x <= START_PERIOD

Error0

x<=WD_PERIOD

Error2

x<=WD_PERIOD

cu_restart[i]?

synclk_xms?
cu_output[i]=1,
x=WD_KICKED,
cu_faulty_index=-1

cu_restart[i]?

synclk_xms?
x=WD_KICKED

synclk_xms?
cu_output[i]=-1,
x=WD_KICKED

cu_restart[i]?

cu_faulty_index == -1
cu_faulty_index=icu_restart[i]?

x==WD_PERIOD

voltage_level[i] = 0,
x=0

synclk_xms?
cu_output[i]=1,
x=WD_KICKED

x== START_PERIOD

cu_restart[i]?

x == RESET_PERIOD
voltage_level[i] = 1,
x=0

cu_faulty_index == -1
cu_faulty_index=i

cu_restart[i]? cu_faulty_index == -1
cu_faulty_index=i

cu_restart[i]?

Figure 6: CUautomaton

² The restart process.

Rep ort No. 387, No vemb er 2007 UNU-I IST, P.O. Bo x 3058, Macao



Mo del of the Fault-T oleran t System 11

² Decision on what to do after receiving a signal.

² Faults and faulty behavior.

In the automaton a clock x is usedto measurethe waiting time of the restart processand as the
timer of watchdog. Initially CU[i ] works well and stays in location Good. To denote the index of
the faulty CU, an auxiliary global variable cu faulty index that takesvaluesin the range of -1
to 2 is intro duced, such that

² it is initially ¡ 1, representing that all the CUsare in location Good,

² when a fault occurs in CU[i ], the value of cu faulty index becomesi , and

² it remains i until the restarting processcompleteswhen the automaton enters location
Goodand cu faulty index becomes¡ 1.

The self-loop in location Goodmodels the scenariowhen a synchronization impulse synclk xms
occurs, the CUoutputs a correct result and kicks its watchdog.

When no fault has occurred in any CU, i.e. all the CUsare in location Good, a fault can non-
deterministically occur in a CUand changethe CUto an error location, Error0 , Error1 or Error2 .
We use cu faulty index = i to denote that a fault has occurred in CU[i ]. The guard of the
transitions ensurethat the fault occurs if none of the three CUshas encountered a fault. After
the CUenters in location Error0 becauseof an occurrenceof FAULT0, it stops working in this
location and is trigged for a restart either by the over°ow of the watchdog or a restart signal
sent from the arbiter.

An occurrenceof FAULT1movesthe automaton to location Error1 . In this location, the CUkicks
its watchdog but outputs incorrect data when synclk xms! is issued. In this location when the
automaton receivesa cu restart [i ]? signal from the arbiter, the CUswitchesto the committed
location immediately for a new restart.

An occurrenceof FAULT2movesthe automaton to location Error2 . When synclk xms! is issued,
CUkicks its watchdog, but fails to output a value. Similar to the caseof FAULT0and FAULT1, in
this location the automaton may receive a cu restart [i ]? signal from the arbiter for a restart.

Becauseof the parametric constraints in Subsection3.5, and becauseof the signal synclk xms!
which is generatedin a T cycle, delay transitions of none of the locations of Good, Error1 and
Error2 will lead to watchdog over°ow. Therefore, there are not watchdog over°ow transitions
in these locations.

The CUreset and startup phasesare described by the locations Reset and Startup and the
transitions between them. As shown in Fig. 4, the automaton resides in location Reset for
RESETPERIODtime units and then jumps to location Startup with voltage level set to 1. It
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stays in location Startup for a STARTPERIODperiod before moving to location Recovery. In
location Recovery, when the synchronization synclk xms occurs,CU[i ] starts to output a correct
data, meanwhile it kicks its watchdog and setscu faulty index to ¡ 1. This meansthat CU[i ]
recovers from a fault and enters location Good.

Due to the fact that the watchdog timer starts to record the time elapsedsincethe CUentered a
startup phase,and due to the constraints on the hardware parameters,watchdog timer over°ows
in location Reset or Start or Recovery do not occur.

An over-appro ximation By weakening guards, we might add behavior to an automaton. If
an invariant is veri¯ed for the \w eakened" automaton it will alsohold for the original automaton.
In the CUautomaton, we have weakenedthe guardsof the transitions causedby the occurrences
of the faults. For these transitions, there are no channels or clocks used for synchronisation,
but only the guard cu faulty index == ¡ 1 is used to ensurethe global assumption on faulty
behavior that at anytime no more than one CUcan fail. Therefore, the automaton CU[i ] does
not specify the exact time di®erencebetweentwo consecutive faults. Instead, it only models the
fact that the minimum time when the next fault can occur should be long enoughto let the CU
output a correct result. This allows more timing behaviors regarding to occurrencesof faults in
the model.

4.4 Voter

The automaton Voter [j ] is shown in Fig. 7(a), where j = 0; 1, is the index of a voter. We
intro duce a local variable CUerror time [i ] to record the number of incorrect values that the
voter read from CU[i ]. Initially the automaton stays in location Idle . When it receives a
synclk 5ms signal, it calls two functions: fault check() and vote (). For each CU, function
fault check() de¯ned in Fig. 8 computesthe following steps.

Idle

synclk_x5ms?
fault_check(),
vote()

(a)

SendIdle

restart_flag_by_arbi[0] == 0 && 
restart_flag_by_arbi[1] == 0 && 
restart_flag_by_arbi[2] == 0

i : int[0,2]
restart_flag_by_arbi[i]==1
cu_restart[i]!
restart_flag_by_arbi[i]=0

synclk_x9ms?
arbitrate()

(b)

Figure 7: (a) Voter automaton (b) Arbiter automaton

² It checks if there is a restart of CU[i ]. A local variable lvoltage level [i ] is usedto store
the value of voltage level [i ] from the last cycle.
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² It checks the data read from cu output [i ] and decidesif CU[i ] needsa restart.

Function vote () completesthe voting algorithm. It comparesresults from the three CUs, and
outputs the majorit y value to the bu®ervote output , seeFig. 9.

void fault_check() 
 {   int i; 
    for(i = 0; i < 3; i++) 
      restart_flag_by_voter[i + id *  3] =0; 
    for(i = 0; i < 3; i++) 
    {  
     if (lvoltage_level[i]==1 && voltage_level[i]==0) //edge jumps 
          {  cu_error_time[i] = 0; 
             cu_normal_by_voter[i]=0; //judge CU i is in abnormal mode 
          }  
       lvoltage_level[i] = voltage_level[i]; //lvoltage_level is updated 
            if(cu_output[i] !=1) //data from CU i is incorrect 
               {      cu_error_time[i]++; 
                      if(cu_normal_by_voter[i] == 1) //if CU i is in normal mode 
                        { if(cu_error_time[i] >= n1) 
                           { cu_error_time[i] = n1; 
                             restart_flag_by_voter[i + j *  3] = 1; //CU i needs a restart 
                           }  
                         }  
                     else // CU i is in abnormal mode 
                        {  if(cu_error_time[i] >= n2) 
                            {  cu_error_time[i] = n2; 
                               restart_flag_by_voter[i + j *  3] = 1; //CU i needs a restart 
                            }  
                        }  
              }  

           else  // data from CU i is correct 
              {    cu_error_time[i] = 0; 
                   cu_normal_by_voter[i]=1; //judge CU i is in normal mode 

}
  }  

 }  

Figure 8: Function fault check()

void vote(){  
      if (cu_output[0]==cu_output[1]) 
              voter_output[j]=cu_output[0]; 
      else if (cu_output[0]==cu_output[2]) 
              voter_output[j]=cu_output[0]; 
      else  voter_output[j]=cu_output[1]; 
}

Figure 9: Function vote ()

4.5 Arbiter

We use a local Boolean variable restart flag by arbi [i ] to expressif CU[i ] needsto restart.
The automaton residesin Idle initially , whenever synclk x9mx is issuedit executesthe function
arbitrate () and movesto location Send, seeFig. 7(b).
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void arbitrate() {  
  int i; 
  for (i=0;i<=2;i++) 
   restart_flag_by_arbi[i]=restart_flag_by_voter[i]; 
  arbi_output=voter_output[0]; 
}

Figure 10: Function arbitrate ()

The transition from location Sendmodels that if Arbiter decidesCUi should restart, it sends
a restart signal to notify CU[i ] to enter a reset procedure via action CUrestart [i ]! that syn-
chronizeswith the CU[i ] automaton.

4.6 Parameters for the Complete Mo del

Considering the concrete hardware implementation, we decide on the following values for the
di®erent timing constants; these values satisfy the parametric constraints in Subsection 3.5.
Thesede¯nitions are copied almost verbatim in the UPPAAL declaration section of our model.

CU_PERIOD: 0.5 ms (time difference between synclk_xms and synclk_5xms)
VOTER_PERIOD:0.4 ms (time difference between synclk_5xms and synclk_9xms)
ARBI_PERIOD: 0.1 ms (time difference between synclk_9xms and synclk_xms)
RESET_PERIOD100 ms (the period that CU stays in reset phase)
START_PERIOD:300 ms (the period that CU stays in startup phase)
WD_KICKED: 450 ms (the value watchdog timer kicked)
WD_PERIOD 500 ms (the maximumtime watchdog timer can record)
n1: 30 (the number of incorrect data voter allows if voter judges CU normal)
n2: 550 (the number of incorrect data voter allows if voter judges CU abnormal)

5 Veri¯cation

First of all, we check the fault-tolerant related properties. The properties Q10-Q42 of the fault-
tolerant system ensuresthe correctnessproperties P1-P4 of the fault-free system in Subsection
2.1. Here Q20 meansthat at any time, at most one CUencounters a fault. This correctnessis
basedon the notion of re¯nement mapping in [10, 5, 6].

² Q10 : A[](impulse :x > = 0 and impulse :x < = T)

² Q20 : A[]((cpus(0):Goodand cpus(1):Goodand cpus(2):Good)
or (cpus(0):Goodand cpus(1):Good)
or (cpus(0):Goodand cpus(2):Good)
or (cpus(1):Goodand cpus(2):Good))

² Q21 : A[](voter output [0] == 1 and arbi output == 1)
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² Q30 : A[](cu output [0] == 0 ! cu output [0] == 1)
Q31 : A[](cu output [1] == 0 ! cu output [1] == 1)
Q32 : A[](cu output [2] == 0 ! cu output [2] == 1

² Q40 : A[](cu output [0] == 1 ! cu output [0] == 0)
Q41 : A[](cu output [1] == 1 ! cu output [1] == 0)
Q42 : A[](cu output [2] == 1 ! cu output [2] == 0)

The next correctnessproperty is that the CUshould not restart when it is in the startup phase.
We only needto check if Arbiter can senda restart signal whenever the CUresidesin location
Startup .

² A[] not forall (i : CType) (CUs(i ):Startup
and arbiter :Restart flag by arbi [0]== 1).

Finally, the system has no deadlock.

² A[] not deadlock .

The checking of each of these properties only takes a few seconds. The veri¯cation results in
UPPAAL reveal that all the above properties are satis¯ed by the model of the design.

6 Conclusion and Future Work

We have presented our design of a triple modular fault-tolerant system, and applied formal
techniques in modeling of a fairly complex concurrent system, and shown veri¯cation with the
model checking tool UPPAAL. We weregiven this problem by domain engineersin the aerospace
¯eld. Our experienceshows that formal modeling and veri¯cation are applicable to veri¯cation
problemsin practical fault-tolerant systems.Such designsare in generalhard to test for software
and system engineers,and their solution require delicate techniques in modelling from experts
in the area of formal veri¯cation.

The results also show that UPPAAL is able to model the system faithfully . Especially, the c
programming languagein the tool, which in our model includes the functions fault check(),
clear fifo (), vote () and arbitrate (), can be easily translated to Verilog hardware language
during the implementation.

In our paper, we ignored the computation time for each component. One reason is that the
computation time is relatively small comparedwith the time di®erent betweentwo consecutive
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impulses, so this does not a®ectthe correctnessproperties. The other reasonis that when we
use a model with multiple clocks to describe the computation time for each component, we
encounter the state spaceexplosion problem. To further reduce state space,as demonstrated
by [9], which has beensuccessfullyapplied in an Zero Con¯guration protocol, we may usedead
variable reduction here to abstract our model. Dead variable reduction is a well known static
analysistechnique, that hasfor instancebeenstudied in the PhD thesisof Yorav [11]. A variable
v is said to be dead at a location l if on every execution path from l, v is de¯ned before it is
used,or is never usedat all. Clearly, systemsthat only di®er in the valuesof dead variables are
equivalent in a very strong sense(bisimilar). In our model, array cu output is dead in location
Idle in automaton Voter , and can be reset to zero after completing functions fault check()
and vote () upon entering this location. Another example is that the arrays voter output and
restart flag by voter are dead in location Idle in automaton Arbiter , and can be reset to
a default value upon occurrenceof the transition to this location.

For future work, there are several directions that we pursue. We have not consideredthe voter
switching strategy, neither of a faulty voter. In the current systemthe arbiter trusts the output
of VOTER0by default. So clearly, de¯ning the switching mechanism is a direction in which the
e®ort on modeling and analyzing the fault-tolerant properties can also be extended. Up to
now, we have veri¯ed the functionalit y requirements of the system. In our future work, we will
consider how the dependability (performance) of the system may be checking using a model
checker for real-time probabilistic systems.
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