Ia The United Nations
University

UNU/IST

International Institute for
Software Technology

Probabilistic Duration Calculus for
Continuous Time

Dang Van Hung and Zhou Chaochen

May 1994

UNU/IIST Report No. 25 (revised, May 1998)



UNU/IIST and UNU/IIST Reports

UNU/IIST is a Research and Training Center of the United Nations University. It was founded in 1992,
and is located in Macau. UNU/IIST is jointly funded by the Governor of Macau and the Governments of
China and Portugal through contribution to the UNU Endowment Fund.

The mission of UNU/IIST is to assist developing countries in the application and development of software
technology.

UNU/IIST contributes through its programmatic activities:

1. advanced development projects in which software techniques supported by tools are applied,
2. research projects in which new techniques for software development are investigated,

3. curriculum development projects in which courses of software technology for universities in developing
countries are developed,

4. courses which typically teach advanced software development techniques,
5. events in which conferences and workshops are organised or supported by UNU/IIST, and

6. dissemination, in which UNU/IIST regularly distributes to developing countries information on in-
ternational progress of software technology.

Fellows, who are young scientists and engineers from developing countries, are invited to actively partic-
ipate in all these projects. By doing the projects they are trained.

At present, the technical focus of UNU/IIST is on formal methods for software development. UNU/IIST
is an internationally recognised center in the area of formal methods. However, no software technique is
universally applicable. We are prepared to choose complementary techniques for our projects, if necessary.

UNU/IIST produces a report series. Reports are either Research E, Technical , Compendia or

Administrative . They are records of UNU/IIST activities and research and development achievements.
Many of the reports are also published in conference proceedings and journals.

Please write to UNU/IIST or visit UNU/IIST home page: http://www.iist.unu.edu, if you would like to
know more about UNU/IIST and its report series.

Zhou Chaochen, Director — 01.8.1997 — 31.7.2001



Ia The United Nations
University

UNU/IST

International Institute for
Software Technology

P.O. Box 3058
Macau

Probabilistic Duration Calculus for
Continuous Time

Dang Van Hung and Zhou Chaochen

Abstract

This paper deals with dependability of imperfect implementations concerning given require-
ments. The requirements are assumed to be written as formulas in Duration Calculus. Imple-
mentations are modelled by continuous semi-Markov processes with finite state space, which are
expressed in the paper as finite automata with stochastic delays of state transitions. A proba-
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about and calculated through a set of axioms and rules of the model.
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Introduction 1
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Figure 1: A system model

1 Introduction

Functional requirements and dependability requirements are two kinds of top-level requirements
on the design of computing systems which include software embedded hard real-time systems.
The functional requirements express what a system must be able to do and what it must not do.
The dependability requirements express that the probability for undesirable but unavoidable
behaviour of a system must be below a certain limit.

For the specification and verification of functional requirements for software embedded hard
real-time systems, many formal tools have been proposed, such as Real-Time Logics [AIH89],
Timed CSP [Sch91], Metric Temporal Logics [Koy90], timed transition systems [HMP92], etc.
Among them, Duration Calculus (DC) [ZHR92] has proved to be a promising tool. One of
the main features of DC is that it can handle continuous time without explicitly referring to
absolute time. For dealing with the dependability requirements, the methods based on principles
from the fields of reliability engineering [Joh90] are used. The mathematical foundation of these
methods is the theory of probability and stochastic processes (e.g. Markov processes). Clearly,
a combined calculus capable of coping with both kinds of requirements would be desirable.
Some attempts have been made to extend DC to handle dependability requirements resulting
in a probabilistic DC [LSRZ94, LSRZ92]. However, these attempts are only for discrete time.
The model of implementations used in [LSRZ94, LSRZ92] is based on probabilistic automata, in
which transitions (events, actions) take place at discrete time points represented by integers. The
discrete time model is not suitable for many practical applications because physical components
work in continuous time. As inspired by [SNH93], the present paper makes another attempt in
this direction. It uses probabilistic automata with transitions occurring in continuous time to
model implementations, and then establishes a probabilistic DC for continuous time.

To illustrate our approach, let us consider an example. A simple and abstract model of a system
(computer system, telephone system, etc.) can be an automaton consisting of two states: the
operating state O and the failure state F. Initially, the system is in state O. The system will be
transited to state F' when failure occurs, which is modelled by the transition f from O to F.
The system can return to state O again when it is repaired, which is modelled by the transition
r from F to O (see Figure 1).

When the system enters state O, the transition f is enabled and happens randomly, and therefore
the delay time of f, denoted by ¢, is a random variable (or stochastic variable specifically).
Similarly for the transition r. However the delay time of r may be “less” random than the
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Introduction 2

delay time of f, since system repair may be more predictable than system failure. In order to
characterise this randomness, according to the probability theory, we can assume a function of
t and At, denoted

Plt <t; <t+ A,

defines the probability of an occurrence of f in the time period of (7 + ¢, 7 + t + At|, under the
condition that the system enters (or begins with) the state O at time 7. Suppose that

lim Pt <ty < t+At)/At=py(),

then for a small At, we have P[t < ty <t+ At] = ps(t)At. In probability theory, the function
p(t) is called the probability density function of the stochastic variable t¢. From the density
function p(t) we can calculate the probability that the transition f occurs in (7 +a,7 + b] as

Pla<t; <b = /bpf(t)dt.

Thus, in an automaton, we associate with each transition a probability density function char-
acterising the randomness of its occurrence at each moment of time after it becomes enabled.
In reliability theory, the popular probability density function for failure transition f is taken to
be Ae* (known as exponential distribution [Joh90]), where ) is called the failure rate, since in
this case

A JPt e Mgy

1— e—)\At

1— 14+ MAt— (A2(At)2)/2 +...
A\At.

P[O <ty < At]

Q

There are many well-known probabilistic distributions in the literature which can characterise
various stochastic variables.

In the previous paragraph, we have actually assumed that P[t < t; <t + At] is independent of
system history and also of the time 7 at which f becomes enabled, but depends only upon t,
the length of time since f became enabled. This assumption simplifies the model, and defines a
so-called semi-Markov process (see e.g. [Whi80]).

The untimed behaviour of the system in Figure 1 can be described by transition sequences such as
fr, frf, frfr, etc. In order to represent real-time system behaviour, we use transition sequences
with time stamps, which record transition delay time. We write, for example, (f,t1)(r, t2) to
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Introduction 3

mean two consecutive transitions f and r with delay times ¢; and t2 respectively. It represents
a behaviour of the system in which the system starts in state O at time 0, stays in state O
until making transition f at time ¢;, and then stays in state F' until making transition r at time
t1 + ta. Let h = t; + t2. Then h is the completion time of the timed transition sequence. (If
h < t, by saying that the timed transition sequence (f,¢1)(r, t2) is a behaviour of the system at
time ¢, we mean additionally that the system makes no transitions for a period of (h,t].) Then,
h is also a stochastic variable and, from the probability theory, the probability density function
of the transition sequence fr is

h
pre() = [ ps(t0)pr (b = tr)dt
where py(t) is the density function of f and p,(t) is the density function of r. In fact,

pr(t)pr(h —t1)

is the probability density of the occurrence of r at h on the condition that f occurs at ¢1. ps.(h)
defines the probability density of the transition sequence fr with completion time h. Similarly,
we can derive the probability density function of an arbitrary transition sequence of the system.

After deriving the density function of system behaviour, we can consider the satisfaction prob-
ability of a system requirement. Following the previous example, a requirement of the system
in Figure 1 may be that in the period [0, ¢] the total time that the system is in state F' must be
less than 5 percent of ¢. The behaviour (f,t;)(r, t2) satisfies this requirement iff

t1+ta <t and ty < t/20,
and the behaviour (f,t1)(r, t2)(f,t3)(r, t4) satisfies the requirement at ¢ iff
t1 +to+t3+ta <t and ta+ts < t/20.

The satisfaction probability of the requirement can be calculated by integrating the probabilities
of the system behaviours which satisfy the requirement.

In the following sections, we elaborate the ideas listed above. We define in the next section finite
automata with stochastic delays of state transitions which model imperfect implementations of
systems, and introduce a probability measure on the set of system behaviours to establish a
probability space. In the third section we give a brief summary of DC. Since behaviours of finite
automata with stochastic delays of transitions correspond to semi-Markov processes with finite
state space in continuous time, we can easily define the probability that a system satisfies a DC
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Continuous time probabilistic automata 4

formula in a interval of time [0,¢]. The definition of satisfaction probability of DC formulas is
given in the fourth section.

Once the definition is given, one can deduce properties concerning satisfaction probabilities of
DC formulas. We establish a formal calculus to formalise property deductions in the fifth section.
With the calculus the satisfaction probabilities of DC formulas can be reasoned about, estimated
or calculated formally. The calculus is for continuous time, but it shares some axioms and rules
with the probabilistic DC presented in [LSRZ94, LSRZ92] for discrete time.

The sixth section is devoted to an example, which uses (generalised) exponential and normal
distributions to model a gas burner. We apply the calculus to reasoning about its dependability.

2 Continuous time probabilistic automata

In this section, we give a probabilistic model for analysing system dependability. We introduce
finite probabilistic automata with stochastic delays of state transitions, and call them continuous
time probabilistic automata.

Definition 2.1 A continuous time probabilistic automaton is a tuple M = (S, A, so,pa,q4),
where

1. S is a finite set of states,

2. A is a finite set of transitions, A C (SxS)\{(s,s) | s € S} (here we reject idle transitions,
and therefore assume (s,s) € A for all s € S),

3. sp € S is the initial state of M,
4. pa s an indezed set of probability density functions:

PA = {pa(t) ‘ ac A},

5. qa is an indexed set of probabilities,

ga ={qa | a € A}

which satisfies the condition below.

Let a = (s,s') € A and A; = {(s,s') € A|s' € S} . As mentioned in the introduction, our
intention of introducing p,(t) is to specify that if M enters the state s at an instant 7 of time,
then the probability density that the transition a occurs at 7+t (delay-time of a is t) and causes
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Continuous time probabilistic automata 5

M to change to the state s’ is p,(t) independent of T, given that this transition is chosen to
occur in the case that there is more than one transition enabled in s. The probability that a is

chosen to occur when M is in s is given by g,. Thus, we require that > ;4 ¢s =1 for s € §
which satisfies A; # 0.

From the model, it follows that if M enters the state s at time 7, then the fact that M remains
in the state s during (7, 7 +t] is equivalent to the fact that no transition in A occurs in (7, 7+1].
Therefore, the probability that M is still in the state s during (7,7 4 t] given that M enters the
state s at time 7 is

w®=1- Y a | palt)it

aCAg

independent of 7, where g, f(f Pa(t)dt is the probability that a is chosen and occurs within (7, 7+t].
Clearly, when A; = 0, uys(t) = 1 for all ¢.

Exponential distributions form an interesting special case of probabilistic automata. In this
case, for s € S, there is A, > 0 assigned to each a € A, such that

Pa(t) = ( Z )\a/) et Dareas ’\a’,

a'€A,

Qa:)\a/ ( Z )\a’)a

a'c€Ag
ug(t) = ¢ weas Mol

Then, for this case, we can prove that for all a € A,

Pa(t + t,) = US(t)pa(tl)-

Since us(t) is the probability that M stays in state s during [r, 7+t] given that M enters s at time
7, the equation means that, given that M remains in s at time ¢, the probability of occurrence
of a at t’ time units later is independent of . This property is known as the Markovian property
in probability theory. In this paper, when we say that M has the Markovian property in the
state s we means that pg(t + t') = us(t)pa(t’) holds for any ¢,¢' > 0.

For convenience, for a = (s,s’') € A, we denote s and s’ by a~ and a™ respectively.
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Figure 2: A behaviour of automata

A behaviour of the automaton M is a sequence o = (a1,t1)(as,t2) ... (an, t,) of transitions with
delay-times such that a; = sg,a; = aj ; fori =2,3,...,n,and t; > 0 for i = 1,2,...,n. The
projected sequence ajas - - . a, is the sequence of transitions of o. The behaviour is characterised
not only by the transition sequence, but also by the transition delay-times. Hence, unlike in the
case of discrete time as in [LSRZ94, LSRZ92], the set of all behaviours of M is uncountable.
As mentioned in the introduction to the paper, given that M starts at time 0 in state sg, the
probability density that the transition sequence w = ajas...a, finishes exactly at time h (i.e.
the last transition in the sequence takes place at time h) is

h
Daias...am (h) :[) pa1a2...am_1(t)pam (h - t)dt

given that the sequence is chosen to occur.

For a behaviour o, its prefix (a1,t1)(az2,t2) ... (am,tn) is called its prefix at ¢ if it is the maximal
prefix of o with the property > i~ t; < ¢. It implies that until time ¢ the behaviour o performs
the sequence of transitions ajas. .. a,,, but no more.

For a transition sequence w = ajas ... a,, accepted by finite automaton M and for a time ¢ > 0,
the set of behaviours of M having prefix at ¢ with w being as the sequence of transitions (its
projection on transitions) is denoted by By, ;.

We can conclude that a behaviour o of M is in B,,; iff it satisfies (see fig. 2):

1. w is a prefix of the transition sequence of o,
2. if h is the occurrence time of the last transition a,, of w, then h < ¢, and

3. within (h,t] there is no occurrence of transitions.

Hence, the probability P(B, ;) that M performs a behaviour in B, ; can be calculated as follows
(e denotes the empty sequence).

. Usy (t) ifw=e
P(Bw,t) = { qw fotpw(h)“aj;, (t — h)dh otherwise,
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Continuous time probabilistic automata 7

where for w # €, qw = qa; ---4a,, i the probability that w is chosen to occur, p,(h) =
Dayas..an (P) is the probability density that w finishes at h, given that it is chosen to occur,
and u,+ (t — h) is the probability that no transition occurs within (h, ¢] given that w occurs at
h. P(By,;) can be written in the following form

P(Bwat) = /Z:ril fi<t, <i:1—[1(qaipai (tz>)) Ua:r—b (t — zzzl ti) dt1...dt,, .

Vi:t; >0

Notice that, given ¢, the sets B,,; with different w are disjoint, and for any behaviour o of M,
there exists w such that o is in B,, ;. This means that the set X of all behaviours of M is

X = U B’w,t7
weW

where W is the set of all transition sequences of M (W is the regular language recognised by
the finite automaton M, with S as the set of final states. Hence, W is a finite or countable set).
It is expected that

P(X)= ) P(Buy) =1
weWw

for any time instant ¢. This is shown in the following theorem of which a proof is given in the
Appendix.

Theorem 2.1 For any t >0, P(X) =1.

From Theorem 2.1, for any ¢ > 0, the countable family {B,, +jw € W} forms a complete, disjoint
base of events. Therefore, given a subset R of behaviours of M (say, R is the set of behaviours of
M satisfying some requirement), the probability that a behaviour belongs to R can be calculated
as

P(R)= ) P(Buw:NR)
weWw

where P(B,,:\R) denotes the probability that a behaviour in By, belongs to R.

Example 2.1 The following simple example, taken from [Joh90], illustrates our notions. Let
M be the automaton represented by the state transition graph in Figure 3. M has three states:
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\a‘@
Figure 3: A probabilistic automaton

O (operation), F'S (failed safe) and FU (failed unsafe), and two transitions: a = (O, FS) and
a' = (0,FU). Let

Pa(t) = pa(t) = Xe™™, ¢o = C, g0 = (1-O),
where 0 < C < 1. Then we can calculate

up(t) = e, ups(t) = upy(t) =1, W = {¢,a,a'}.
and

P(Bet) = uo(t)=e ™

t
P(By;) — / ACe Ml = C(1 — e M)

0
P(By:) = /Ot A1 = C)e™Mdh = (1-0C)(1—eM).

Therefore the probability of the fact “FU is absent up to t” is
P(Bey) + P(Bay) = e M+ C(1—e™),

which is the same as in [Joh90].

In order to define the probability that the behaviours of a system satisfy a given require-
ment, where requirements are written as Duration Calculus (DC) formulas, the following section
presents a brief overview of DC.
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3 Duration Calculus: a brief summary

In this section, we give a brief summary of DC and its application to specification of real-time
systems. For more details, readers are referred to [ZHR92].

Time in DC is the set R of non-negative real numbers. For ¢,t' € RT,t < t'|[t,t'] denotes the
time interval from ¢ to t'.

We assume a finite set E of Boolean variables called primitive states. E includes the Boolean
constants 0 and 1 denoting false and true respectively. States, denoted by P, @, P, @1, etc.,
consist of expressions formed by the following rules:

1. Each primitive state P € E is a state.
2. If P and @ are states, then so are =P, (PAQ),(PV Q),(P = Q),(P < Q).

A primitive state P is interpreted as a function I(P) : RT™ — {0,1}. I(P)(t) = 1 means that
state P is present at time instant ¢, and I(P)(t) = 0 means that state P is not present at time
instant ¢. We assume that a state has finite variability in a finite time interval. A composite
state is interpreted as a function which is defined by the interpretations for the primitive states
and Boolean operators.

For an arbitrary state P, its duration is denoted by [ P. Given an interpretation I of states and
an interval, duration [ P is interpreted as the accumulated length of time within the interval at
which P is present. So for an arbitrary interval [t,t'], the interpretation I(f P)([t,t']) is defined
as ftt’ I(P)(t)dt. Therefore, [ 1 always gives the length of the intervals and is denoted by Z.

The set of primitive duration terms consists of variables over the set R' of non-negative real
numbers and durations of states. In this paper, a duration term is defined either as a primitive
term or as a linear combination of primitive terms.

A primitive duration formula is an expression formed from terms by using the usual relational
operations on the reals, such as equality = and inequality <. A duration formula is either a
primitive formula or an expression formed from formulas by using the logical operators =, A, V,
=, <, and the chop ; (see below) and quantifiers V, 3 applied to variables ranging over R*.

A duration formula D is satisfied by an interpretation I in an interval [t',¢"] just when it evaluates
to true for that interpretation over that time interval. This is written as

L[t t" &= D,

where I assigns every primitive state a finitely variable function from R™ to {0,1}, and [t/,¢"]
decides the observation window. So the satisfaction relation has nothing to do with the val-
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ues of the primitive state assigned by I outside the observation window [t/,¢"]. That is, for
interpretations I and I’, if

I(P)(t) =I'(P)(t), ' <t <t"
holds for all primitive states in D, then we can prove
L[, Diff I',[t',t"] = D.

Given an interpretation I, the chop-formula Dy; D5 is true for [t',¢"] if there exists a ¢ such that
t' <t <t" and Dy and D, are true for [t',t] and [t,t"] respectively.

We give now shorthands for some duration formulas which are often used. For an arbitrary
state P, [P] stands for (f P = ¢) A (I > 0). This means that P holds everywhere in a non-point
interval. We use [ ] to denote the predicate which is true only for point intervals. Modalities
<, 0 are defined as: OD = true; D;true, 0D = —~<{$=D. This means that $D is true for an
interval iff D holds for some subinterval of it, and OD is true for an interval iff D holds for all
subintervals of it.

DC has a set of axioms about states and rules which is sound and (relatively) complete [HaZ91].
These axioms and rules are listed below.

DA1 [0=0.

DA 2 For an arbitrary state P, [ P > 0.

The additivity rule of durations is described as

DA 3 For arbitrary states P and Q,

JP+[Q=[(PVQ)+ [(PAQ).

The following theorem is provable from these axioms.

Theorem 3.1 For an arbitrary state P,

1. [P+ [P =/,
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2. [P<L.

The basic axiom relating chop (;) and duration () states that the duration of a state in an
interval is the sum of its durations in subintervals constituting a partition of the interval.

DA 4 Let P be a state and r, s non-negative real numbers.

(fJP=r+s)e([P=r;[P=2ys).

From this axiom, we have

Theorem 3.2 For a state P,

[P] < [P];[P].

The following induction rule extends a hypothesis over adjacent subintervals. It relies on the
finite variability of states and on the finiteness of the intervals, that any interval can be split
into a finite alternation of states P and —P.

DA 5 Let X denote a formula letter occurring in the formula R(X), and let P be a state.

1. If R([ ]) holds, and if R(X V ([P]; X) V ([-~P]; X)) is provable from R(X) then R(true)
holds.

This rule can be used to prove that a proper interval ends with either P or —P.

Theorem 3.3 For a state P

(true; [P]) V (true; [-P]) V[ ].

As induction hypothesis, the proof uses as R(X) the formula

X = (true; [P]) V (true; [-P]) V[ ].
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(30, +00)

L 0.1] J
(nonleak) (leak)

Figure 4: A simple gas burner

To conclude this section, we give some examples of using DC in specifying real-time system.
The requirement of the system (Figure 1) mentioned in the introduction of the paper can be
written as [ F' < 1/20¢. Another example is a simple gas burner taken from [ZHR92]. One of
the time critical requirements of a gas burner is specified by a DC formula denoted by Req-1,
defined as

Reqg-1 2> 60s = (20 * [leak < ).

This says that if the interval over which the system is observed is at least 1 min, the proportion of
time spent in the leak state is not more than one-twentieth of the elapsed time. The requirement
is refined into two design decisions

Des-1 O([leak] = £ < 1s),
Des-2 O([leak]; [—leak]; [leak] = £ > 30s).

Des-1 says that any leak state must be detected and stopped within 1s, and Des-2 says that
leak must be separated by at least 30s. The correctness of the design is reasoned about by
proving the implication

Des-1 A Des-2 = Req-1.

A timed automaton representing the design is shown in Figure 4.

In this timed automaton, each transition has a range of delay-time. For example, the transition
from state non-leak (N) to leak (L) has allowable delay-time ranging from 30 to +oo, the
transition from state leak to non-leak has allowable delay-time ranging from 0 to 1. Every
behaviour of the automaton which has allowable delay-times of its transitions satisfies Des-1 A
Des-2, and thus satisfies Req-1.

Now, suppose that in implementation, the delay-times of transitions are stochastic variables
with the probability density functions

(t) = e AE=30) if ¢ > 30,
Py =19 ¢ otherwise,
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a _ (t=0.5)2

e 25
2o

P, (t) =

where

1
T 1-3(—05/v03)’

1 t 42
—00

Thus, p(z,n)(t) is approximated by the normal density function with mean value 0.5 and devi-
ation d, which says that the average leak period is 0.5 second and that the average difference
between the period of a leak and 0.5 second (the average leak period) is §. The density function
PN, L)(t) ensures that whenever the system enters the state non-leak, it remain in non-leak for
at least 30 seconds (e.g. by ignoring heat requests, if any, during this time). After 30 seconds
from entering the state non-leak, the rate of becoming leak for the system is a constant, namely
A.

4 Satisfaction probability of DC formulas

Given a continuous time probabilistic automaton M = (S, A, so,p4,q4), and a DC formula D
over state variables in S, we are going to define the probability for the fact that M satisfies D
in an interval [0,¢] of time.

For a behaviour o = (a1,t1)(az,t2) ... (am,tm), the interpretation I, of state variables defined
by o for DC formulas is as follows (see Figure 5).

I,(s)(t) = true <

\

i—1 i
(az’.lgz'gm.a;:s/\thgt<th>
m
a,’;:s/\thgt .
i=1

We say that D is satisfied by o in [0,¢] iff I,[0,¢] = D. Thus, if o satisfies D in [0,], then
every behaviour for which the interpretation coincides with I, up to the time ¢ also satisfies D
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Figure 5: DC Interpretation by a behaviour

in [0,¢]. In other words, the satisfaction of D by o in [0,t] depends only on its history up to
time t. Let w = aq14as...a,;, € W, we define

V(D) = {(tl,tz,...,tm) | (Lg% tj <tand (Vi < m: 4 2 0) }

and I(al,tl)...(am,tm)a [Oat] |: D

Lemma 4.1 For allw e W andt > 0,

pw(D)(t) = /V A(D) (H(Qaipai(ti))) Uit (t — Zh) dt,...dt,

is well defined and

pw(D)(t) < P(Bw,t)'

Proof: By induction on the structure of DC formulas, it can be shown that for all w € W
and ¢ > 0, there is a finite number of sets of linear equations and linear inequalities such that
(t1,t2,...,tm) € V(D) if and only if (¢1,1s,...,ty) satisfies one of them. Thus, V,, +(D) is a
finite union of polyhedra in the m-dimensional Euclidean space. Furthermore, by the definition
of Vw,t(D)7

m
V(D) C{(t1,ta,.. . tm)| (Vi<m:t; > 0) A D t; < t}.
=1

From the definition of the Riemann integral and the properties of density functions, it follows
that g +(D) is defined for all DC formulas D, and py, ¢(D) < P(B,,;). The details of the proof
are omitted. O

By the definition, p,, (D) is the probability that a behaviour in B,, ; satisfies the DC formula
D in the interval [0,¢]. From the remarks at the end of Section 2, we define the satisfaction
probability of a DC formula D by M as follows.
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Definition 4.1 For a DC formula D, the probability u(D)(t) that M satisfies D in [0,t] is
defined as

w(D)(t) = Y puy(D).

wew

Notice that by Lemma 4.1 and Theorem 2.1, u(D)(¢) is always defined (i.e. Definition 4.1 is
meaningful), and

Theorem 4.1 p(D)(t) <X, cw P(Buwt) =1 for all DC formulas D and for all t > 0.

For the continuous time probabilistic automaton modelling the implementation of the simple
gas burner in the last section, let, for example,

D =([N]A£>30;[L] AL <1;[N)),

and

Then, pyi(D) = 0 for all w # (N,L)(L,N), and pyt(D') = 0 for all w # e. Thus, the
probability that the system satisfies D in [0, 31] is

u(D)(31) = N(N,L)(L,N),31(D)
= /t1230, pv.z) ()P, Ny (B2)un (t — t1 — t2)dtidts

0<t2<1,
t1+t2<31

= / o0, v, (t1)p(L,n) (t2)dt 1 dts

0<ta<1,
t1+t2<31
(un(t) = 1 when ¢ < 30)

31 min(31—¢1,1)
=/ (v, (t1) /0 p(r,N)(t2)dta)dt

31 31t
= /30 (IO(N,L)(?fl)/0 p(r,n)(t2)dtz)dts.
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Probabilistic Duration Calculus for semi-Markov models with continuous time 16

The probability that the system satisfies D' is pu(D')(t) = pe,t(D') = un(t), which is 1 if ¢ < 30,
and is e M-30) otherwise.

Here, we should note that, since DC formulas do not refer to absolute time, the probability (D)
depends only on the duration of time that M is in operation and is independent of the absolute
time when the system starts. In other words, p(D)(¢) is the probability that D is satisfied by M
in the interval of time [r, T + t] given that M starts in sg at time 7, and p(D)(t) is independent
of 7.

For the simplicity of our presentation, in the sequel we assume that each (s,s’) € S x S which
is not a transition (i.e. (s,s') ¢ A), where s # s', is associated with a probability g, ) = 0
and an arbitrary density function p(, ,)(t). From Definition 2, this assumption preserves the
satisfaction probability of DC formulas.

5 Probabilistic Duration Calculus for semi-Markov models with
continuous time

As mentioned in the introduction to the paper, we extend DC to handle both kinds of require-
ments in a uniform model. The extended calculus has ps(D) as additional functions, where D
is a DC formula, and can calculate and reason about those additional functions, where u(D)(t)
denotes the satisfaction probability of D in [0,t¢] by M, assuming that M starts in state s. To
distinguish from the calculus proposed in [LSRZ94, LSRZ92|, we call it Probabilistic Duration
Calculus (PDC) for continuous time, or just PDC when the time is understood to be continuous
from the context.

The PDC is based on DC and real analysis with additional functions us(D)(t).

A primitive formula of PDC is an expression built from terms of function u4(D)(t), using rela-
tional operators, such as equal = and less than < with their usual meanings.

A formula of PDC is a primitive formula or an expression built from formulas using the first
order logic operators.

As an extension, PDC includes all axioms and rules from DC for DC formulas. We present here
the additional ones for PDC formulas. The soundness of our axioms and rules can be proved
easily using the definitions in previous sections.

In the sequel, to avoid the heavy use of the brackets, we assume that the operator A binds more
tightly than the operator ;.

The Duration Calculus formula true is satisfied by any behaviour for any time ¢, and ¢ is the
length of the interval [0, ¢].
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AR 1 For the formula true,
Vs € SVt > 0: ps(true)(t) = ps(f1=1¢)(t) = 1.

The following axiom formalises the additivity rule in probability theory.

AR 2 Let {Dglk € K} be a finite or countable set of DC formulas such that D; = - A D; for
alli,j € K, i # j. Let D be a DC formula satisfying D < Ak € K : Dy. Then, for all s € S,
t>0

ps(D)(t) = Z ps(Dy) ().

keK

The satisfaction probability is monotonic in the sense that

AR 3 If Dy = Dy holds in the duration calculus, then for all t > 0, u(D1)(t) < u(D2)(t) holds
in PDC.

The three axioms and rules given above come directly from probability theory, and the following
theorem can be easily proved from them.

Theorem 5.1 For arbitrary duration formulas D, D1, Dy and D3, for allt >0, s € S

1. ps(D1V D2)(t) + ps(D1 A D2)(t) = ps(D1)(t) + ps(D2)(2),
ps(D)(t) + ps(=D)(t) = 1,

ps(false)(t) =0,

0 < ps(D)(t) <1,

If Dy < Dy in duration calculus, then ps(D1)(t) = ps(D2)(t),

S & e b

If D1 A Dy = D3 in duration calculus, then

us(D1)() = 1= uy(Da)(8) < pus(D3)(2).

The following axioms formalise our probabilistic model. The axiom AR 4 formalises our as-
sumption on initial states, and AR 5 formalises the meaning of the probability density functions
of transitions.
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AR 4 Foranyse€ S, t>0,
ps([s];true)(t) =1

AR 5 For arbitrary states s,s' € S, s # s’ such that a = (s,8') € As andt >0,0<c<b<t
b
ps(([sTAe< [1<b);([s'];true A D))(t) = / GaPa(h)ps (D)(t — h)dh.
C

From AR 4 and AR 5, we have the following theorem.

Theorem 5.2 For an arbitrary DC formula D, for s,s' € S, s # s’ and fort >0

1. ps([s'"];true)(t) = 0,
2. ps([s1)(t) = us(?).

Proof. From our definition of interpretations of DC over the set S of states, it follows that

true=[ 1V \/ [s"]; true.
s'eS

Taking into account that ([s'];true A [s"];true) = false when s’ # ¢, from AR 2 and AR 1,
we have for all ¢t > 0

1= us([s T true)(t) + ps(M1).

s'es

Since ps([ 1) > 0 and ps([s'];true)(t) > 0 by Theorem 6, from AR 4 it follows that us([ 1) =
ws([s'];true)(t) = 0 when s # ', which is the first part of the theorem.

Similarly, we have

[s];true = [s] V ( \/ [s]; [s']; true)

s'eS,s'#£s

Report No. 25 (revised, May 1998), May 1994 UNU/IIST, P.O. Box 3058, Macau



Probabilistic Duration Calculus for semi-Markov models with continuous time 19

from which it follows, combining with AR 2, AR 5,

ps([slitrue)t) = ps([sN@) + D nus(ls]; [s'T5true)(t)

s'€S,s'#£s

= +an/pa

a€A,

This implies, by the definition of the function us(¢) and AR 4,

ps([s)(t) = 1= 3 qa/

a€Ag
= u,(t).

The proof is completed. m|

The following axiom is for the Markovian property.

AR 6 Let M have the Markovian property in a state s' € S. Then, for arbitrary DC formulas
D and D', fora = (s',s") € A, s # ¢

ps((D A (true; [s'T) A J 1 =1); (([s"]; true) A D))(t + t') =
ps(D A (true; [s'))(t)us (D')(T),

2. ps((D A (true; [$')); 8" D(E) = [y s(D A (true; ['1))(h)gapa(0)ugn (¢ — h)dh.

AR 6-1 is true, because if the Markovian property is satisfied in the state s’ then the event
“starting in the state s’ at time ¢, M satisfies DC formula D’ in ¢ time units forward” is
independent of the event “starting at time 0 in the state s, M arrives in the state s’ at time
t with the satisfaction of D in [0,¢]”. Thus, in this case, the probability in the left hand side
of AR 6-1 is the product of the probabilities listed in the right hand side. A similar reasoning
applies for AR 6-2.

Since the set of behaviours satisfying formula D in a interval [0,¢] can be partitioned into the
countable union of subsets of B,, ¢, each of which represent finite variability of the states of the
system in the interval [0,¢], we have the following induction rule. PDC Let R(X) be a PDC
formula, where X is a variable ranging over duration formulas. R is said to be disjunction closed,
if R(X VY) is provable from R(X) and R(Y') assuming that X AY & false.

AR 7 Let R(X) be disjunction closed.
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1. If R([]) holds, and R(X;[s']) is provable from R(X) for any s' € S, then R(true) holds.
2. If R([]) holds, and R([s']; X) is provable from R(X) for any s' € S, then R(true) holds.

The following theorem follows from AR 7 and the properties of the integral.
Theorem 5.3 For all 5,5',50 € S, s # s, fort >0

pso(((true; [s1) A [ 1 =x); ([s']; true))(t) = 0.
Proof: From AR 5, we have for any y

ps(([s1A J1=y);([s'T;true))(t) = 0.

Let
R(X) & Vs" €8 (uer ((([8"]; X5 [s1) A [ 1= 2); ([s'];true))(t) = 0).

Clearly, by Theorems 5.1 and 5.2 and AR 3, R(X) satisfies the condition AR 7 trivially. Further,
by AR 1 and AR 5, for all s" € S, s # s

psr((([s"T5[s1) A f 1 = 2); ([s"]; true))(t)
= e (([8"T; Ts1); (([8'];true) A [1 =1t — 2))(t)

h
= /0 q(s,5)P(s,) (s ([sT; ([ Ts true) A 1 =t — x))(t —t')dt!
= /0 ' q(s,5)P(s,) (s (([8] A f1 = @ = £'); ([8"]; true)) (¢ — ')at’

Since ps(([s] A [1 =a —t');([s']; true))(t) = 0 as mentioned at the beginning of the proof, it
can be seen that R([ ]) is true.

Now, suppose that R(X) holds. Similarly, we can show, for any s € S

psm (([8" 5 ["15 X5 [s1) A S 1 = 5 ([']5 true))(t) = 0.

By AR 7, we can conclude that R(¢rue) holds, which implies the conclusion of the theorem. O

The property of the Markov model is presented in the following theorems.
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Theorem 5.4 Assume that M has the Markovian property at s' € S. Then, for arbitrary DC
formulas D, D1 and Do

1. ps(D A (true; ([$"TA f1>m)))(t+m) = us(D A (true; [s"]))(t)ug (m), where m > 0.

2. If for all t > 0, py(Dy; [s'])(t) = ps(D2; ['])(2), then
ps(D; [T (D A [1=1))(t) = ps(Da; [8"]; (D A [ 1=7))(2)-

Proof: The first item follows directly from AR 6-1 and Theorem 5.2. The second item is proved
as follows. From the property of DC formulas, by AR 2 we have, for i = 1,2,

ps(Di; [s'T; (DA [1=7))(t) =
Ysnes ts(Dis [8'1:(D A [ 1 =1 A([s"];true)))(t).

For s" # s, ps(Ds; [8'];(D A [1 =171 A([s"];true)))(t) = 0 by Theorem 5.3 taking into account
the fact that ps(Di;[s';(D A f1 =7 A ([8"];true)))(t) = ps((Di; [s') A f1 =t —r;(DA
([8"];true)))(t) which is derived from Theorem 5.1 (6) and R 1. Furthermore, by AR 6, we
have for i = 1,2,

ps(Di; [8'T; (D A [ 1 =17 A ([s"];true)))(?)
= ps(Di; [$'T)(E —r)ps (DA J1 =7 A ([s"]; true))(r)

From the assumption of the theorem, we have

ps(Da; ['1)(t = r)ps (DA 1 =1 A ([s'];true))(r)
= ps(D1; ["1)(t —r)ps (D A [ 1 =71 A ([s"];true))(r)

Thus,

ps(D1; [, DA [1=7)(t) = ps(D2; [s"]; D A [ 1=r)(t).

The next theorem demonstrates the power of AR 6 (a proof is given in the Appendix).

Theorem 5.5 Let the Markovian property be satisfied for all s € S, and let fs(t) = ps,(true; [s])(¢).
Let, for s,s' € S,

o= Uss)P(s)(0) ifs s,
5,8 — D (s,5")cA 9(s,8")P(s,s) (0)  otherwise.
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Then fs(t), s € S, are the unique solutions of the forward equation

d
Efs(t) = Z fsl(t)cs7sl, s€eS.

s'es

Hence, fs(t)(s € S) define the probability distribution of a time-homogeneous honest Markov
process (see [CoM90]). Note that f4(¢) is the probability that M is in s at time ¢ given that
M started in sp at time 0. From the equation, many interesting properties of fs(t) (see e.g.
[CoM90]) can be derived.

Theorem 5.6 Assume that the Markovian property is satisfied for all s € S. Then, for t' >t
ps(D)(t) =d & ps(D A [1=t);true)(t') = d.
Proof: By writing

true=1[ 1V \/ [s"]; true,
s'eS

we have

D=(DA[T)V V DA (true[s').
s'eS

Now, by writing

true=1[ ]V \/ true; [s"]
slles

we have by AR 2,

ps(D A [1=t;true)(t’)
= Yo ses s (DA 1=t A (true; [s]); ([s"]; true)) (t').

From AR 2 and 6 and Theorem 5.3, it follows that

ps(D A [1=t;true)(t’)
= Ysesbs (DA [1=1A (true [s']); ([s']; true)) (¢')
=Y gests(DA[1=1A (true; [s'])(t) x 1
= ps(D)(2)-
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6 Example

Now we use the calculus to estimate the satisfaction probability of Req-1 in an interval of time
[0, ] of the simple gas burner system in the example given at the end of Section 3. For simplicity
we adopt the following denotations (by our convention, u(D)(t) = 0 for all ¢ < 0).

D, = [N] Di = [N]
Ri= [LIAnEL] 1= [L]
Doy = [LIANL<1;D9p 1 Dy, = [L]; Dy_4
Dogy1 = [N]AL2>30; Dy Dy.1 = [N]; Dy
Rop = [N]AL>30; Rog1 Ry, = [N]; Ry, 4
Rog+1 = [LIANE<1; Ry ki1 = | L] R
agk(t) = pr(Da)(t) ag,(t) = pr(Dy,)(t)
agk-1(t) = pn(Daog—1)(t) age_1(t) = pn(Dhy_1)(t)
bor(t) =  pn(Rox)(t) ox(t) = 1N (Ro)(t)
bop—1(t) = pr(Ror—1)(t) bop_1(t) = pr(Ryp_1)(t)
k=1,2,3,

Assume that the system starts in the state V. The duration formula Doj_1 is satisfied at time
t by the system iff the system satisfies Des-1 A Des-2 at time ¢ and there are 2k — 2 transition
occurrences in (0, t); the duration formula D}, , is satisfied at time ¢ by the system iff there are
2k — 2 transition occurrences in (0,¢). Similarly, the duration formula Ry is satisfied at time ¢
by the system iff the system satisfies Des-1 A Des-2 at time ¢ and there are 2k — 1 transition
occurrences in (0,t); the duration formula R}, is satisfied at time ¢ by the system iff there are
2k — 1 transition occurrences in (0,t). Since D; and Dj, D; and Dj, R; and R; are mutually
exclusive when i # j, from AR 2 it follows that

uv(Des-1A Des-2)(t) = 3 (agio1(t) + bag(t)),
k=1
1= pun(true)(t) = 3 (abe_s(t) + B (2)).
k=1

Let

1— e AE=30) if¢ > 30
0 otherwise,
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t .
e(t) = { ({1 p,n)(h)dh ift>1

otherwise,

0 otherwise.

1) = { S PRy ift > 1

We have that p(t) > p(t'), e(t) > e(t') for t > ¢ > 1, and €'(t) < c = [°p

t> 0.

We show by induction on k that when ¢t < (k — 1)30

otherwise,

®  an) > - T2

®) omnl) > dhenld) <02 (1)

@ o) > 80— 2L ) - ol
©) b 2 a0 eple)

(L,N) (h)dh for all

Basic step. Let k = 1. When ¢t < 0, (1) is satisfied obviously. Let us verify the remainder. If

t > 1, from AR 5,

as (t) /0 Py (R (D1)(t — h)dh
/Otp R)un (D1 (¢ — h)dh —
/1 Py (B (D) (t — h)dh
> pr(Da2)(t) —e(t)

ay — &(t).
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Since £(t) = 0 when t < 1, also by AR 5, ax(t) = ah(t) — £(¢). Therefore, (2) is satisfied for all
t > 0. From this, we have

ag(t) — /Otp(N’L)(t)@(t—h)dh

[ Py ©dste W — <o) [ vy 01
> a(0) - ().

Y

So, (3) is true for k£ = 1.

_ _ ) po(Ry)(t) ift<1

bilt) = ne(R)(®) = { 0 otherwise
) pn(B)(¢ ift <1
B 1-J; pe,n)(h)dh — [ p vy (h)dh  otherwise
) oe(Ry)() ift<1
B qr(t) — [° p(z,n)(h)dh otherwise

= bi(t) —€'(t)
> bit)—c

Consequently, by AR 5,

n(®) = [ by st~ mdn

[ povsy @8 = mah e [ b1
> by(t) — cp(t).

\Y]

Thus, (4) is satisfied. (5) follows immediately from (4) and AR 5.
Induction step. Assume that (1)-(5) are true for some natural number k. We show that they
are true for k + 1.

(1) follows immediately from AR 5, the induction hypothesis and the fact that p(n,z) = 0 when
t <30. (2), (3) and (4), (5) are similar, so we prove (4), (5). By AR 5, the induction hypothesis,
the definitions of €, ¢’, and the properties of probability density functions, we have, for ¢t > k x 30,

t
bok2(t) = /OP(N,L)(h)b2k+1(t—h)dh

¢
> /0 (L) (R)boy (t — h)dh —
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1— p(t)k
1—p(t)

= 2k+2(t) - 1_7'0(75),0(1&)6(15) — cp(t)k+1.

(0) [ povsy W = o0 [ vy

So, (4) is true for k£ + 1. From this, we have

1
bok+3(t) = /OP(L,N)(h)bzk+2(t—h)dh

1
> /0 Pz (BB pa(t — h)dh —

1 - p(t)
1—p(t)

1
oo [ b ()

p)e(t) [ pis.m (RN -

> thslt) — [ pia, ()bhisalt — W)~
_ k
LA =D - cplt)
_ k
> yeralt) — e(t) — A p(0elt) — ep(0)

_ k
= hesalt) - (%pa) n 1) £(t) — cpl(t)**”

kL
= Bperalt) = T2t~ ol

Thus, (5) is satisfied for k¥ + 1 as well. The proof is completed.

Now, we estimate py(Des-1 A Des-2)(¢). Let n = [¢/30]|. Then, it follows from (1) that
agk—1(t) = bag(t) = ah,_,(t) = b, (t) = 0 for all k > n. Combining with (2) and (5), we have

pun (Des-1A Des-2)(t)
= > p=1(a2k-1(t )+bzk(t))
> Y (aby () + by (1) — 27295e(t) Y, (1 — p(t)F 1)
CZk 1p(t )k
= 1-2ee(0) (n— 1 - p525) — O
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or, more roughly,

un(Des-1A Des-2)(t) > 1-— 24 c@n_1_zk§%%i_puw)

(1)
1— n—1
> 1- 2l (2n —1- 22200

Therefore, for a fixed ¢ and a given probability A < 1, the formula Des-1 A Des-2 is satisfied
by the system in [0, ] with probability at least A if

pt) c<2n—1—21_p7(t)n_1) <1-A.
: <

1—p(t) —p(t)
We now suppose that the rate of becoming leak is
A = (10 x 24 x 3600)~* (in one second),

and determine ¢ such that the requirement Req-1 is satisfied by the system in one day (¢ =
24 x 3600 seconds) with the probability at least 0.99. In this case, we have

n =8 x 360,

p(t) =1—eMx Xt =0.1,

1— n—1
Pt <2n— 1—2#) < 1/9 x 16 x 360 x ¢ = 640c.

Thus, it is sufficient to have § such that ¢ < 0.01/640 =~ 0.000015. This means,

®(—0.5/1/9)

¢ =a®(—0.5/V4) = 1= (<0573

< 0.000015.

Or, equivalently,

&(—0.5//8) < 0.000015/(1 + 0.000015) = 0.000015.
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From the table of values of the function ®, it follows that
0.5/V3 > 4.2

which implies that § < 0.0142. This value characterises the precision of the components of the
system with which the system satisfies Req in one day with probability at least 0.99.

7 Conclusion

We have presented our approach to the problem of the verification of dependability. This paper
can be considered as a generalisation of [SNH93|. [SNH93] establishes forward equations to verify
whether a probabilistic automaton with transitions of exponentially distributed delays satisfies
a requirement concerning the time when the automaton reaches its failure state. With forward
equations, it is impossible to determine the satisfaction probability of a requirement with real-
time constraints on intermediate transitions. However, this paper derives probabilistic density
functions of timed transition sequences of a probabilistic automaton, and therefore can adopt
DC as a real-time functional specification language. Another difference is apparent: [SNH93|
only deals with exponential distributions, but our calculus can treat more distributions.

This paper is only the first of our attempts to combine DC with continuous time semi-Markov
processes. In our future work, we shall develop a computation-oriented theory based on this
calculus and more general probabilistic models.
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Appendix

Proof of Theorem 2.1 Proof: Since P(B,+) > 0, the series P(X) = >, cw P(By ) has sum
(which may be the infinity) independent of the order of the terms. For w # €, we have

m m
P(B :/ Pa(t) ) ugr (t— S t:) dty ... dt
(Bur) ST i<t Vit >0 (H(qalpal( 1))> an < ,; 1) '

=1

With the substitution of the function u,+ (¢ — 33i2; t;) by its definition, we have

P(Bw’t) - /E;’;lti<t,\ﬁ:t¢>0 (i:r[l(qaipai(ti)))

oy

aeA + m+1<

gaPa(tm+1 | dtmy1)dty ... dty,

Doimt)

Let Cy = fz’.’ilt¢<t,Vi:t¢>0(Hﬁ1(qaipai(ti)))dtl"'dtm for w € W, w # €. Then, from the
definition of the integrand, the previous equality implies

P(B'w,t) = Cw - Z C’we

weEW

From this and the prefix-closeness of X, it follows that P(X) = P(Bk) +3aca,, L gapa(R)dh =
1. This completes the proof. O

Proof of Theorem 5.5 Prooft As mentioned in Section 3, for each ¢ = (s, '), there exists
Ag > 0 such that

= Z A/ e P Xaea e
a’EAs

da = )\a/ Z Aa! ;
a’EAs

us(t) = e Learear Mo,
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Thus,

Co = A(s,sl) if s # s'
53 — Y aca, Aa otherwise

where (s o1y = 0 if (s, ') is not a transition. From the axioms and rules of DC, we have

true; [s] = [s] V ( \/ true; [s']; |—s-|)

s'€SNs#s’

Since &' # §" = (true; [s'];[s]) A (true; [s"]; [s]) = false, by AR 3 and Theorem 6 we have

(6)  psoltrue; [s1)(t) = D msoltrue; [s'T; [s1)(t) + pso([1)(2)

s'eSNs#s

t
(7) = Z / s, (true; [s'])(h)cs:,secw(t_h)dh +
s'€SNs#s 0

pso([s1)(2)

i
(® = % et [ pgltrue; [$T)(h)ep e o dh +
s'€SNs#s 0

pso([51)(2)

By taking the derivative of both sides (it can be seen easily that f4(t) is differentiable), we have

e 1s(t)
= Zs’ES/\s;és ecs’St fot Hso (true; [sl—| )(h)cs’,seics’shdh + %Mso([‘ﬂ )(t)
= Zs’ES/\s;és
(cs,sec“t Js o (trues; [8')(h)eg s Rdh + cq gpugy (true; [s'] )) +

+ s ([81)(2)
Since, by Theorem 5.2,

et if s =g,

so([81)(t) = { 0 otherwise

we have %,uso([s])(t) = Cg 5ltso([8])(t) for all s € S. With this substitution in the previous
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equality, taking into account the first equality (6), we obtain

d

%fs(t) = Cs,sfs(t) + Z cs’,s.fs’ (t)

s'€SNs#s
= Z Cs’,sfs’ (t)
s'esS

The proof is completed. o
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