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Abstract

Compositional reasoning about pointers and references is crucial to verification of contemporary soft-
ware. This paper introduces a pointer logic that extends Separation Logic with a fixpoint operator and
new compositions different from separating conjunction. Higher level of abstraction can be achieved if
the right compositions are used in the right places. In particular, if a relation is a ‘full unique decom-
position’ then the corresponding composition decomposes any given graph uniquely into two parts; an
example is the separation between the non-garbage and garbage parts of memory. The logic is proved to
be largely satisfaction-decidable in the sense that there is a finite procedure to determine whether or not
a program state satisfies a formula. The main technical result of the paper is that if only full unique de-
compositions are used in compositions, then a rather general fragment becomes validity-decidable. The
logic is axiomatized and, with the help of an infinitary inference rule, proved to be complete. Separation
Logic without pointer arithmetic is shown to be a fragment ofthe logic.
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Introduction 1

1 Introduction

Separation Logic (SL) [25, 26, 28] is currently state-of-the-art in pointer analysis. Instead of handling
individual pointer structures as program states like [20],SL supports reasoning about sets of pointer
structures (i.e. heaps). Separating conjunction, like many parallel compositions [9, 10, 17, 19], combines
two sets of heaps by merging individual heaps, provided theyare mergeable and pass some consistency
check for domain disjointness. Many interesting properties can be specified in SL and reasoned about
by embedding SL in Hoare Logic. Future developments facing SL include lifting reasoning to higher
level of abstraction, designing general but decidable fragments of SL and identifying complete axiom
systems.

In this paper, we propose a pointer logic that contains mergeand relational bond (filling a role like SL’s
separating conjunction), quantifiers, fixpoints (e.g.for expressing reachability) and projection (similar to
separating implication). SL without pointer arithmetic then becomes a sub-logical fragment of the new
logic (see Section 5).

Each property describes a set of object diagrams (under somename assignment of variables, similar to
storein SL). An object diagram is a snapshot of the object diagram at a particular time. In this paper, we
simply represent an object diagram as a graph,i.e. a finite set of edges. Each edge is a tuple of a source
name, a label name and a target name. The source can be viewed as the “address” of an object, the
label as an attribute of the object, and the target as the object (or constant value) stored for that attribute.
Such graph-based representation reflects the view of higher-level OO languages such as Java. In terms of
expressiveness, object diagrams and heap representation are essentially equivalent. Section 2 compares
the two representation methods in more detail. Three main contributions result from the design of this
logic.

Firstly, the logic allows creation of new compositions other than separating conjunction between prop-
erties. In some sense, it appears like a “dynamic SL”. Binaryrelations can be defined with connectives
and quantifiers and used to check consistency between objectdiagrams, which are mergeable to form
bigger graphs if they pass consistency checking. This meansabstract properties without free variables
can be combined to form a more advanced abstract property with the help of user-defined compositions.
Section 4 shows an example in which two abstract distinct acyclic edgeswithout free variablescan be
composed to form a loop using a composition that can not be replaced by separating conjunction unless
the acyclic edges keep their source, label and target observable as free variables. This bears some sim-
ilarity to the distinction between (binary) relational semantics and operational semantics of sequential
programs. In relational semantics, hiding happens immediately after every sequential composition, leav-
ing no observable intermediate state, while operational semantics leaves the hiding of all intermediate
states to the end, achieving a lower level of abstraction.

More importantly, we are now able to create compositions that satisfy some desirable properties. The
concept ofunique decompositionhas been introduced by Chen and Sanders [11]. An important operation
in compositional reasoning of pointers is merge,i.e. the set union of two graphs’ edges (or set union of
partial-function heaps). In general, there is implicit internal choice made by a merge: to obtain a setA
by union B∪C , we may choose various pairsB andC .
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Introduction 2

Such a merge operator distributes over disjunction but not conjunction. Suppose that a binary relation is
designed so that every graphA that is mergeable from two pairs(B1,C1) and (B2,C2) of related graphs
(i.e. A= B1∪C1 = B2∪C2) must satisfyB1=B2 and C1=C2 . In other words, the decomposition of
every graph into sub-graphs related by the relation is unique. Then the relation is called a unique decom-
position. It has been shown that this condition correspondsto conjunctivity of the composition [11]. A
typical example is the separation between non-garbage and garbage parts of the memory. For any pro-
gram state, the non-garbage part includes all memory cells reachable from some root access point of the
memory, leaving the garbage part uniquely fixed. In this paper we mostly use a variant notion calledfull
unique decomposition(or fud for short): a unique decomposition is a fud iff every graph can be uniquely
decomposed into related sub-graphs.

Any unique decomposition can be converted into a fud; and negation distributes into a fud. A composition
that merges graphs after checking their consistency with a fud is ‘passive’ and ‘transparent’ in the sense
that connectives and quantifiers can move freely in or out. A logical fragment using only fuds before
merges behaves much better in terms of compositionality anddecidability. In particular, we have obtained
the following technical results.

1. The logical fragmentS without projection is satisfaction-decidable in the sensethat there is a
decision procedure to check whether or not a given graph satisfies a formula. The fragment’s
validity problem is semi-decidable: given an invalid inputformula, there exists a procedure to
identify a counterexample in finitely-many steps.

2. The fragmentK with atom equality, singleton graph properties and arbitrarily expanded edges
closed under logical connectives is validity-decidable.

3. The fragmentT containingK as well as Cartesian product (a special kind of relational bond), fud
compositions, quantifiers and projection is validity-decidable. That result, the most important of
the paper, assumes that every composition is a merge after consistency checking by a fud.

Note that although SL’s separating conjunction∗ is not a fud, it is often used in a context in which it
essentially corresponds to a fud. Such predicates are knownas ‘precise predicates’ [26]. For example,
if the propertyP of a separating conjunctionP∗Q is a fixed singleton property (i.e. allowing only one
heap), then the combination ofP and∗ corresponds to a fud. The decidability ofT can be obtained if all
compositions are fud-based (see Section 6). Graph decompositions are also discussed extensively in var-
ious graph logics [12] and graph theory [13]. This paper focuses on user-created unique decompositions
at the level of graph properties.

The final major contribution is acomplete axiomatizationof the logic. We are able to obtain completeness
because of three characteristics of the logic. The first is that the most basic composition of our pointer
logic is no longer separating conjunction but the merge operator without any consistency checking. Any
graph can be represented syntactically as the merge of some edges. Such a singleton property is never
false, even if we try to merge the same edge with itself (whileseparating conjunction of the same cell
would lead to inconsistency false in SL). This makes such singleton graphs ideal candidates fornominals.
Modal logics with nominals are called hybrid logics [2] whose fundamental theory was developed by
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Introduction 3

Sofia School in the 1980’s [15]. Nominals are syntactical denotations of single-semantical possible
worlds in modal logic. Logics using nominals behave much better for completeness. This would be
equivalent to directly incorporating heaps inside SL.

The first decidability result for satisfaction shows that there is a decision procedure to determine whether
or not a given graph satisfies a given formula. We simply need to mimic what this decision procedure
does with axioms; then we will be able to prove in finitely-many steps whether or not a graph nominal
implies a given formula. If a formula is semantically valid,then satisfaction for every graph nominal can
be proved using a an infinitary inference rule.

The closest to our results are of the decidable fragments of SL [6, 7]. Both do not allow quantifiers.
Berdine el. [4] have studied a restrictive decidable fragment with linked lists but without disjunction or
quantifiers.

Monadic Second-Order Logics [14] use the simple merge operator without consistency checking and
allow quantifiers over graphs but do not permit creation of new compositions. The decidability results
for monadic second-order graph logic include low complexity associated with roughly tree-like behavior,
and high complexity with the containment of large grids [16]. Specific shape, and sometimes data-
dependent, properties of mutable data structures, however, have been captured by a corpus of material
using first-order logic. We mention the decidable logic for arestricted family of structures (lists and
trees) by the BRICS group [21]; the decidable logicLr of reachable expressions in arbitraryindividual
graphs (instead of composition of graph properties) by Benedikt et al [3]; the SL-influenced decidable
spatial logic by Calcagnoet al [5]; Graph Logic [8] with one merge operator; and the decidable logic TLL
expressing reachability in singly-linked lists by Ranise and Zarba [27] without separating conjunction
(and hence requiring more inequalities to avoid disjointness and circles).

Work that is similarly second-order, and also for graph types, is PALE (the pointer assertion logic en-
gine) by the BRICS group [24]. Structural invariants are described in a pointer assertion language PAL,
a monadic second-order logic, and verified with PALE using the tool MONA to evaluate assertions in
Hoare logic. PALE is appropriate for a moderately intermediate level of abstraction which still requires
explicitly-stated loop invariants. The quite different TVLA [23], on the other hand, executes fixpoint
iterations rather than capturing programs in PAL and so doesnot require explicit invariants. The more
general propositional logic over reachability constraints, LRP, and its fragment for mutable data struc-
tures,LRP2, by Yorshet al is also expressive enough to capture loop invariants and some data-type
invariants and decides satisfiability using a decision procedure for MSO logic on trees and reduction to
normal form.LRP2 is in some ways complementary to our work, being focused at the pointer level (and
extending the languageLr).

Kuncak and Rinard [22] also point out that many spatial conjunctions are possible and have established an
equivalence between first-order logic with a particular spatial conjunction and full second-order logic that
preserves satisfiability of formulae, although concrete compositions like that between non-garbage and
garbage are not on the agenda, neither is better decidability result benefiting from choosing compositions
with the desirable property (of unique decomposition). An interesting higher-order logic, HTT (for Hoare
type theory), has been explored by Birkedalet al [1]. It permits quantification over abstract predicates at
the level of terms, types and assertions and hence seems an ideal candidate to bridge concepts expressed
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Object diagram and heap representation 4

in the more specification-oriented notation of the present paper with the more low level concerns of the
first-order work.

Comparison with further work is made as appropriate throughthe paper.

2 Object diagram and heap representation

In UML, an object diagram is a snapshot of the object structure at a particular time. In this paper, we
simply represent an object diagram as a graph,i.e. a finite set of edges. Each edge is a tuple consisting
of a source name (an object’s address), a label name (an attribute) and a target name (the value stored
for that attribute). Such a graph-based representation reflects the view of states taken by higher-level OO
languages such as Java.

Heap representation, on the other hand, reflects the language C’s view of states. A heap is a (finite)
partial function from an (integer) address space to values.The domain of such a function represents
the allocated memory cells and the function maps each allocated address to a constant value or another
address. An object is stored in a heap using pointer arithmetic: the first attribute is stored at an address
x and other attributes are then stored atx+1 , x+2 , · · · . The value stored for each attribute of an object
is unique. SL’s separating conjunction∗ merges (i.e. with the union of partial functions) two heaps into
a bigger heap if they are domain disjoint so that the merged heap still maintains the uniqueness of value
at each address. Note that SL’s store is simply an assignmentof program variables to constants and
addresses in the heap.

In some sense, the heap representation reflects the memory model after compilation when the attribute
names of objects are transformed into+0,+1,+2, · · · , while a graph representation reflects the memory
model of higher-level languages like Java before compilation (or at UML level during software develop-
ment).

Despite the significant superficial difference in style, in expressiveness the object-diagram representation
is essentially equivalent to the heap representation; neither is more abstract than the other. For example
any heap can be transformed into an object diagram whose labels are always 1,2, · · · ,n and the edges
aredeterministic(a term derived from graph representation of labeled-transition systems) in the sense
that if two edges in a graph share the same source and label, then their targets differ.
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Object diagram and heap representation 5

The following figures compare the object diagram and heap of objectsx and y.

true falsex y

(a)

(b)x y

true false

1 12

2

Each object has two attributes. The first attribute of objectx is the constant boolean value true and the
second attribute is the objecty. The objecty instead stores false and the objectx. This object structure
is represented as a graph:

{(x,1, true),(x,2,y),(y,1, false),(y,2,x)}.

Two graphs can be merged into a bigger graph. Such merge is different from SL’s separating conjunction
as it does not include domain-disjointness. Any two graphs are mergeable using set union. Some other
logics such as Graph Logic [8] use multi-sets instead.

To define merges that include consistency checking (like domain disjointness), we need binary relations
between graphs. For example, the following relates two graphs iff they are disjoint at source or label:

{(A,B) | ∀xyz1z2 · (x,y,z1)∈A∧ (x,y,z2)∈B→ z1 6=z2}.

This is exactly SL’s domain disjointness relation that ensures consistency (i.e.determinacy) of the union
of two deterministic object diagrams.

In a more advanced representation of the same example, we canalmost entirely eliminate the role of
naming for sources and targets and use only the labels and thestructure to represent all the information.
The root ‘this’ is the only identifiable name indicating the point of access for the whole memory. Global
variables (as attributes of the root) are immediate edges from the root. The label ‘const’ marks a special
edge that is linked to all constant values. Each constant becomes the label of an edge. The value stored
at an attribute of an object is a specific constant iff the edgefor that attribute shares the same target with
the edge of the constant. For example, we no longer need to distinguish constant values and addresses;
they are already distinguished by structure. Such a representation is simpler to handle from a theoretical
point of view and convenient for OO program semantics in which unboundedly many program variables
may be needed in invoking recursive methods.

x y

true false

1 12

2

const

this
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Object diagram and heap representation 6

The set theory of object diagrams and their operators has been explored in [11] to which this paper is
related. Note that if we regardx, y and const as variables, the root ‘this’ can be removed too.

On the other hand, the two representation methods are indeeddifferent in style. The heap representation
naturally includes pointer arithmetic, while names in an object diagram are naturally independent (either
equal or not equal). This does not mean that the heap must havepointer arithmetic. Indeed, many
fragments with reasonable decidability results are free ofpointer arithmetic [6, 7] (i.e. by assuming that
each object has exactly two values and only the starting address of the object is accessible). Neither does
it mean that object diagrams cannot have arithmetic. Arithmetic relations (e.g.either Peano or Presburger
arithmetics) between source and target names (representing addresses) can always be added to the graph
representation later on.

Caution is needed when incorporating pointer arithmetics,since they confer unequal status on addresses.
Suppose that we store objects of varied lengths in memory. Then non-deterministicallocation (an as-
sumption of most formalisms including SL) of memory cells for a new object becomes problematic.
Where do we allocate the starting address of the object? If itis four cells down the first available ad-
dress, then henceforth those four cells will be unable to be used for a larger object. Thus all unallocated
addresses are distinct. The decision to choose a fresh address bears consequences for later allocation.
This can be further complicated by object release and modernlanguages’ internal memory operation that
moves objects around to vacate enough room for a new object when memory almost runs up. In sum-
mary, the concrete addresses of objects should not be subject to observation and may indeed be modified
unexpectedly by the language system.

Another serious problem with relying on pointer arithmeticfor representing objects of different sizes
is that it makes quantifiers undecidable. Consider the statement that ‘there exists an addressx from
which the numbers 7, 8 and 9 are stored’. A decision procedurethat analyzes the validity of a formula
containing the above statement, must test it against every free address, as all free addresses are different.
If the address space is infinite (a reasonable assumption of SL, as the memory bound is hard to predict),
then the procedure would not terminate.

This will not be a problem in object diagrams in which all names naturally have equal status, and no
name is better or worse than any other. That means in a validity decision procedure, a universal (or
existential) quantifier can be reduced to a finite conjunction (or disjunction) of substitutions with all
existing names as well as a fresh name. All fresh names have equal status. Finding a fresh name is the
same as creating a new object. Testing something with a particular fresh name has no essential difference
from testing it with another fresh name. That is exactly the reason quantifiers over an infinite set of names
(i.e. the address space) are decidable in this paper but not in SL. That meansobjects of varied sizes are
not a source of undecidability. This becomes apparent only in the object-diagram representation. After
pointer arithmetic (i.e. name arithmetic in graphs) is added, undecidability of the arithmetic may still
arise; but we are able to isolate the source of undecidability to the arithmetic itself (rather than blaming
the pointer logic).
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The pointer logic 7

3 The pointer logic

3.1 Syntax

Let N be a countable infinite set of names andX be a countable infinite set (disjoint withN ) of variables,
so that fresh names and variables are always available to a formula. The pointer logic has the following
syntax:

N ::= a | b | c | a1, | · · ·
X ::= x | y | z | x1 | · · ·
A ::= N | X
R ::= ⊤n | ∅ | (A,A,A) | A =A | ¬R | R∨R

| [R ] | R(R, · · · ,R) | ∃X ·R | R∝R | R@i

where A is the set of atoms (each as either a name or a variable), andR is the set of relations (among
graphs). We useu,v,w,u1, · · · to denote individual atoms,R,R1, · · · to denote individual relations and
P,P1, · · · to denote properties (i.e.unary relations). A subset ofR is also called afragment. For example,
R denotes the fragment of relations without free variables.

Negation, conjunction, and existential quantification have the standard meanings.⊤n denotes then-ary
full relation. The empty graph is denoted∅. Each edge(u,v,w) is a triple of atoms including a source
u, a labelv and a targetw. Each atom equality(v=u) is either a true property satisfied by all graphs or
a false property satisfied by none, depending on whetherv is equal tou. Every relation can be viewed
as a relation among graphs (under some name assignment to variables). The merge operator[R] merges
the graphs related by the relation into a larger graph as a setunion. Relational bondR(R1, · · · ,Rm) is a
certain kind of relational composition based on the merge operator. The result of a relational bond is a
relation with more arguments. The first arguments of the bondare actually the arguments ofR1 . The
merge (i.e.set union) of the graphs related byR1 will become the first argument ofR. All (merged graph)
arguments ofR must be related byR. Thus the whole relational bond is a relation among arguments of
all Ri whose merged graphs satisfyR. For example,⊤2(P1,P2) corresponds to the Cartesian product of
two properties, yielding a binary relation. The fixpointR1∝R2 expands a relationR1 recursively with
another relationR2 . We assume that the first relation is a property while the second is a binary relation.
Projection R@i projects a relation to itsi-th argument to form a property wherei is bounded by the
arity of the relation.

Let |R| denote the arity of a relation. We assume that both argumentsin a conjunction have matching
arity. In addition, the first argument of the fixpoint is a property, and its second is a binary relation.
The arity of a relation can be identified by|∅| = |(u,v,w)| = |v=u| = | [R] | = |P∝R| = |R@i| = 1 ,
|⊤n|= n, |¬R|= |∃x·R|= |R| , |R(R1, · · · ,Rm)|= ∑m

i |Ri | and |R1∨R2|= |R1|= |R2| .

SubstitutionR[v/u] replaces every free occurrence ofu with v (avoiding clashes). Note thatu (or v)
can be either a variable or a name. Substitution is also recursively definable. We useα(R) to denote the
set of names andφ(R) to denote the set of free variables. Both are recursively definable. A relation is
variable-lessif φ(R)={ } . We use overlined symbolse.g. R,R1, · · · to denote variable-less relations. In
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The pointer logic 8

the following sections, we shall discuss several fragments:

G fragment of all singleton graph properties

S satisfacton-decidable fragment without projection

K basic validity-decidable fragment for properties

F full unique decompositions inT

T advanced validity-decidable fragment for relations.

The simple syntax of the pointer logic is designed for the convenience of semantic studies. In real
applications we need more syntactical conventions, including the standard definitions of conjunction∧,
implication→, equivalence↔ and universal quantification∀ .

3.2 Semantics

Let the set of all edges beEdge =̂ (N×N×N), the set of all (semantical) graphs beGraph =̂ ℘f in(Edge),
and the set of alln-ary graph relations beRelationn =̂ ℘(Graphn). Under some name assignment to
variables, the semantics of a relation formula is a set of tuples of graphs. Each graph is a finite set of
edges. Each edge is a triple of names. An assignment is denoted by a mappingε :A→N from atoms to
names, which we assume preserves names:ε(a)=a. We write d |=ε R if a tuple d of graphs satisfies
a relationR under name assignmentε . The i-th graph of a tupled is denoted(d)i . We assume that
tuples are mergeable:(A1,(A2,A3)) = (A1,A2,A3) .

Definition 1 (Semantics)

d |=ε ⊤
n .

A |=ε ∅ iff A = { } .

A |=ε (u,v,w) iff A = {(ε(u),ε(v),ε(w)} .

A |=ε (v=u) iff ε(v)=ε(u) .

d |=ε ¬R iff d 6|=ε R.

d |=ε R1∨R2 iff d |=ε R1 or d |=ε R2 .

A |=ε [R] iff there exist A1, · · · ,An such that A=
Sn

i Ai and (A1, · · · ,An) |=ε R.

d |=ε R(R1, · · ·,Rm) iff for any i6m we have di |=ε Ri and (
S|R1|

j (d1) j , · · · ,
S|Rm|

j (dm) j) |=ε R where
d=(d1, · · · ,dm).

d |=ε ∃x·R iff there exists a∈N such that d|=ε†{x7→a} R wherein the assignmentε is overwritten to
map x to a .
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Pragmatics 9

d |=ε P∝R iff there exists k such that d|=ε P∝k R where P∝0R =̂ P and
P∝k+1R =̂ P∝kR∨ [R(P∝kR,⊤) ].

A |=ε R@i iff there exists d such that A=(d)i and d|=ε R.

The empty graph∅ is a singleton property satisfied by only the empty set (of edges). A syntactical
edge is a singleton edge property under the name assignment.Atom equality also depends on name
assignment. A graph satisfies a merge if it is the union of graphs related by the relation. The fixpoint
operator repeatedly extends a property with a binary relation. Any graph satisfying the fixpoint must
satisfy some finite iteration (see Law 2(5)). A graph satisfies a projection if it is among the graphs of
a tuple that satisfies the relation. Separating implicationcan be defined as a projected relational bond
(see Section 5). If a relationP has no free variables, then we writeA |= P for A |=ε P, as the name
assignment no longer has any effect.

Two relations aresemantically equal, denotedR1≡R2 , when d |=ε R1 iff d |=ε R2 . An n-ary relation
R is valid, denoted|= R, if d |=ε R holds for any assignmentε andn-tuple d of graphs. Two relations
areequivalid, denotedR1≡δ R2 , if they are either both valid or both invalid.

4 Pragmatics

4.1 More syntactical conventions

Let ⊤ =̂ ⊤n be the true property, let⊥ =̂ ¬⊤ be the false property and let⊥n =̂ ¬⊤n be then-ary
empty relation. The (syntactical) Cartesian productP×Q =̂ ⊤2(P,Q) creates a binary relation from
two properties. We use a shorthandP:Q =̂ [P×Q] to denote the merge of two properties (without
consistency checking).

A (syntactical) graph is the merge of a finite number of (syntactical) edges. A singleton graph property
is a property allowing only one possible graph (just like a singleton set). Syntactical graphs form the
fragment

G ::= ∅ | (A,A,A) | G :G .

We useG,H,G1, · · · to denote individual graph properties. For example, the property

(a1,b1,c1) : (a2,b2,c2)

allows only a graph containing exactly the two edges. Any twographs can be merged (just like with set
union). Unlike SL, there is no disjointness restriction; thus the property(a,b,c) : (a,b,c) is semantically
equal to(a,b,c) . Graph properties are never false, which allows them to be the nominals of the logic. We
useG to denote the fragment of variable-less graphs andγ :G→Graph to extract the semantical graph
from each syntactical one:γ(∅) =̂ { } , γ((a,b,c)) =̂ {(a,b,c)} , and γ(G1 :G2) =̂ γ(G1)∪ γ(G2) .

Let (u,v,w)◦ =̂ [(u,v,w)×⊤ ] denote the property that allows just graphs containing the edge (u,v,w) .
For example, the property(a1,b1,c1)

◦∧(a2,b2,c2)
◦ allows just graphs containing the two edges. We
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Pragmatics 10

use shorthand(x, ·,y) =̂ ∃z· (x,z,y) to denote an edge with sourcex and targety, cyc =̂ ∃x· (x, ·,x) to
denote a cyclic edge, and

acyc =̂ (·, ·, ·) ∧ ¬cyc

to denote an acyclic edge. Note that(x,y, ·)◦ denotes∃z· ((x,y,z)◦) instead of(∃z· (x,y,z))◦. When no
confusion is caused, we use a convention calledrelational composition, P1 R P2 , to denote the merge of
a relational bond[R(P1,P2) ] . We introduce two adjoint operators [18] involving properties P1 , P2 and
a binary relationR: the right factorization

P1/R P2 =̂ (P1 ∧ (⊤ R P2))@1

and the left factorization
P1\RP2 =̂ (P1 ∧ (P2 R⊤))@2.

If R is symmetric then the two factorization operators are equal. For example, separating implication
P2−∗P1 is expressed as eitherP1/∗ P2 or P1\∗P2 .

4.2 Useful binary relations

Why do we want to create various binary relations between graphs? There are two reasons: the first
is to build up the level of abstraction so that hiding (by quantifiers) is applied at the right places; the
second is to create advanced operators that hold desirable properties and lead to better compositionality
of reasoning and stronger decidability results (refer to Section 6).

We begin with some useful binary relations defined with quantifiers. For example, the following relation
represents source or label disjointness:

∗ =̂ ¬∃xy· (x,y, ·)◦×(x,y, ·)◦.

Two graphs are related by∗ if they do not have identical source and label. The relation corresponds to
the domain-disjointness checking of SL’s heap representation. If the target of every edge is unique for
given source and label (i.e.determinism, a property definable within the logic, see Section 4.3), then SL’s
domain disjointness also coincides with edge disjointness:

⋄ =̂ ¬∃xyz· (x,y,z)◦×(x,y,z)◦.

Two graphs are related by⋄ if they have no common edge.

Many more interesting relations are definable. For example,two graphs are related by

4 =̂ ¬∃x· (x, ·, ·)◦×(·, ·,x)◦

if the first graph has no source as a target of the second. The following table lists some useful composi-
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Pragmatics 11

tions.
¬∃x· ( × ) (x, ·, ·)◦ (·, ·,x)◦ ¬(x, ·, ·)◦ ¬(·, ·,x)◦

(x, ·, ·)◦ 6 4
−→
▽

−→
2

(·, ·,x)◦ 5 7
−→
3

−→
△

¬(x, ·, ·)◦ ←−
▽

←−
2 ⊥2 ⊥2

¬(·, ·,x)◦
←−
3

←−
△ ⊥2 ⊥2

The following table lists different combinations of the above binary relations. Relations placed together
are deemed to be in conjunction.

(a) (b) (c) (d) (e) (f)

6745 6
←−
△ 7

←−
▽ 4

←−
3 ⋄

←−
△
←−
▽ ⋄

←−
3
←−
2

For example, the compositionacyc (⋄
←−
3
←−
2) acyc requires that the distinct acyclic edges form a loop,

because the source of the right-hand edge must be a target of the left-hand edge, and the target of the
right-hand edge must be a source of the left.

The following figure demonstrates that the created binary relations can be used to combine two distinct
acyclic edges in all possible layouts.

(a) (b) (c) (d) (e) (f)

Here, the propertyacyc is abstract and has no free variables. The created binary relation combines
such variable-less abstract properties, while the separating conjunction ∗ of SL is not applicable in
this circumstance unless the source, label and target of theedges are observable from the outside as
free variables; but that lowers the level of reasoning. The mechanism of creating new binary relations
helps promote the level of reasoning by hiding at the right time (just like the denotational semantics
of sequential programs hides intermediate program states,hence increasing the level of abstraction of a
sequential composition) while operational semantics leaves the hiding to a later point. Of course, in the
pointer logic we may choose to make the source, label or target of an acyclic edge observable as free
variables.

In practice, we often need to reason about deadends (i.e. targets without outgoing edges) and deadheads
(i.e. sources without incoming edges). For example, to extend a linked list, we may add an edge to the
end (or symmetrically to the head) of the list so that the deadend of the list is the same as the deadhead
of the edge. The property that a targetv is a deadend can be captured asde(v) =̂ (·, ·,v)◦∧¬(v, ·, ·)◦.
Deadheadv is represented asdh(v) =̂ ¬(·, ·,v)◦ ∧ (v, ·, ·)◦. The concatenation relation between two
linked list segments can be defined as the existence of a common join point as the deadhead of the LHS
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Pragmatics 12

and the deadend of the RHS, and the targets of the RHS cannot reach into the sources of the LHS:

⊲⊳ =̂ ∃x· 4 (de(x), dh(x)) .

This binary relation is associative. For example, a linked list of length four is represented

acyc ⊲⊳ acyc ⊲⊳ acyc ⊲⊳ acyc.

Bracketing is irrelevant here because of associativity.

This definition is arguably more abstract and simpler than the corresponding expression in SL. Because
separating conjunction does not insist on the RHS not reaching into the LHS, in SL that property would
require ‘enough inequalities’ [4] between address variables in conjunction to prevent edges from forming
a circle. Those variables are then hidden with the same number of existential quantifiers at the outer-
most layer of the formula. The existential hiding in our representation is applied locally, making the
representation more abstract.

A general property on linked lists is either an empty graph orcomprises recursively⊲⊳-concatenated
acyclic edges:

list =̂ ∅ ∨ acyc∝ ⊲⊳(⊤,acyc).

This definition is so general that it contains no names or freevariables. Obviously, we havelist ⊲⊳ list =
list . A linked list from some atomv is simply defined aslist∧dh(v) .

4.3 Reasoning about object diagrams

The pointer logic itself does not assume determinism, but determinism can be specified in the logic as a
condition for edges from the same source and label to have distinct targets:

determinism=̂ ∀xyz1z2 · (x,y,z1)
◦∧ (x,y,z2)

◦→¬(z1=z2).

In a context that admits this assumption, we simply add the corresponding property as an axiom (or
invariant). The separating conjunction between two deterministic object diagrams is also deterministic:
determinism∗determinism≡ determinism. In the following discussions, we simply assumedeterminism
to be an invariant for every state of the program and do not mention it explicitly.

SL has a “global rule” for pointer assignment, reflecting theprogramming language C’s view of the
memory state:

{(x1,a, ·) ∗ P} x1.a:= x2 {(x1,a,x2) ∗ P}. (1)

If P has the free variablex1 as a source, the rule is then reduced to{⊥} x1.a:= x2 {⊥} , which is
still valid. Unfortunately, this rule fails in Java-like object-oriented languageswith automatic garbage
collection. For example, in Java, the virtual machine may non-deterministically call the garbage collector
during an assignment. What an assignment in Java actually does is the pointer swing together with a
nondeterministic choice between doing nothing and garbagecollection:

x1.a:= x2; (skip ⊓ gc).
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Pragmatics 13

The global rule (1) is invalid unless the propertyP does not specifically talk about what happens to the
part that turns from non-garbage to garbage by the pointer swing. To reveal what exactly happens in
Java-like assignments, we need to reason about reachability within the logic.

Reachability requires fixpoints. Unlike SL, here we have more binary relations to choose. That allows
us to express thegeneralreachability property without having to identify concretelocal structures of
memory. Any graph of edges reachable fromv can be generated from an edge fromv by repeatedly
adding new edges whose sources are the targets of the existing part:

reach(v) =̂ ∅ ∨ (v, ·, ·)∝←−3 .

The fixpoint part can be comprehended as a universal disjunction:

(v, ·, ·) ∨
(
(v, ·, ·)

←−
3 ⊤

)
∨

((
(v, ·, ·)

←−
3 ⊤

)
←−
3 ⊤

)
∨ ·· ·

This abstract property of reachability is not definable in SLor SL’s extension with fixpoints [29], as the
relation

←−
3 is not able to be replaced by∗ . Reachability becomes definable in SL only when we know

a priori the specific local structure of each object, for example, in abinary tree.

General reachability can be used to define the decompositionbetween the garbage and non-garbage parts
of memory. The garbage part contains all edges whose sourcesare not reachable from a given root node,
which represents the access point of the memory; the non-garbage part contains all edges reachable from
the root. The relation between non-garbage and garbage is defined:

≪v =̂ 5 (reach(v), ¬(v, ·, ·)◦) .

Note that the relation≪v implies source disjointness6, as the only source that may not be a target in the
v-reachable non-garbage part is the rootv, which cannot be a source of the garbage part. The following
figure shows the separation between the non-garbage part on the left and the garbage part on the right of
an object diagram.

v

non-garbage

garbage

v

after gc

If we have several program variablesx1, · · · ,xn , we may define a relation for reachability from all of
them:

≪ =̂ 5 (reach(x1)∗ · · · ∗ reach(xn),
Vn

i ¬(xi , ·, ·)
◦).

On the left-hand side, we have merged parts reachable from all program pointers, while the right-hand
part does not contain any program pointers as sources. The variables x1, · · · ,xn are now free in the
relation.
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Pragmatics 14

If we choose not to specify the garbage part and assume automatic garbage collection, then we obtain
the global rule:

{(x1,a, ·) ∗ (P≪⊤)}

x1.a:= x2; (skip ⊓ gc)

{(x1,a,x2) ∗ P}

(2)

whereP is anarbitrary property(without any syntactical restrictions). The corresponding frame condi-
tion would allow any arbitraryP′ to be conjoined withP on both sides simultaneously.

The rule appears pleasingly simple but requires a couple of cases to understand. If a subgraph satisfying
P is reachable from the program variables, then it can be part of a graph that satisfies the precondition,
given a non-reachable garbage part after the removal of the edge fromx1 via a. Note that although we
do not represent the garbage part, there is a ‘garbage-to-bepart’ that will become garbage if we perform
the assignment. In fact, that is exactly the part reachableonly from the target of the edge fromx1 via a.
The part is specified as⊤. If, on the other hand, a subgraph satisfyingP is not entirely reachable, then
the part is ignored (i.e. negated) by≪, and the rule still stands.

The original global rule and frame condition of SL would be incorrect here, as the garbage part (the
RHS of the composition≪) is removed, and any property about this part before the assignment is not
preserved. The only property-preserving part is the one left after removing both the edge fromx1

via a and the garbage-to-be part. Note that the precondition is subject to arbitrary strengthening, for
example, by replacing⊤ with any property. Since the object diagram is assumed to be deterministic, the
separating conjunction decomposes the graph uniquely, as there is at most one edge fromx1 with label
a. Backward reasoning is still possible using adjoints (Section 4.1):

wp.(x1.a:= x2; (skip ⊓ gc)).Q = (x1,a, ·)∗ (Q/∗ (x1,a,x2)≪⊤).

4.4 Full unique decompositions

The relation≪ decomposes any graph into a unique pair of disjoint non-garbage subgraph and garbage
subgraph, and every graph can be obtained by merging two subgraphs related by the relation (i.e. full-
ness). Formally this notion is defined:

Definition 2 (Fud)

1. An n-ary relation R is aunique decompositionif for any any assignmentε and

A,A1, · · · ,An,A
′
1, · · · ,A

′
n∈Graph

such that A=
Sn

i An =
Sn

i A′n and (A1, · · · ,An) |=ε R and(A′1, · · · ,A
′
n) |=ε R, we have Ai =A′i (for

any i6n).

2. The relation is afull unique decomposition(or fud), if in addition it satisfies[R]≡⊤ .
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Separation Logic as a fragment 15

There is no simple syntax to generates fuds; the distinctionbetween fuds and non-fuds is semantical.
Let F,F1, · · · denote individual fuds. Any unique decompositionR can be transformed into the fud
R∨ (¬ [R]×∅) . A property P is a fud iff it is valid: P≡⊤ .

A non-fud relation may be used in a context that it essentially becomes a fud.For example, the disjoint-
ness relation∗ is not a fud, but if either of its arguments is a fixed edge or empty, and the other argument
does not contain this edge, then it becomes a fud:

�u,v,w =̂ ((u,v,w)∨∅)×¬(u,v,w)◦.

Referring to the previous section, we now have

(x1,a,x2)∗P = ⊤ �x1,a,x2 P.

The reachability decompositions≪v and≪ are fuds too. This reflects the fact that the separation
between garbage and non-garbage parts in memory is unique. Although ⊲⊳ is not a fud, it is used in
the context for linked lists as a fud:⊲⊳ (list,acyc)∨ (∅×∅)∨ (¬list×∅)) , reflecting the fact that any
non-empty linked list can be uniquely decomposed as a shorter list and the last acyclic edge.

For anyn-ary fud F and fudsF1, · · · ,Fn , the relationF(F1, · · · ,Fn) is also a fud; it corresponds to the
further decomposition of each ofF ’s argument byFi. If F is a fud, so is the substitutionF[v/x] .

A fud is always “passive and transparent” in the sense that itdistributes over all connectives and quanti-
fiers, while a normal composition like∗ distributes over only disjunction and existential quantifier.

Law 1 (1) ¬ [F ∧R] ≡ [F ∧¬R]

(2) [F ∧R1 ]∧ [F ∧R2 ] ≡ [F ∧R1∧R2 ]

(3) [∀x· (F ∧R) ] ≡ ∀x· [F ∧R]

5 Separation Logic as a fragment

SL without pointer arithmetic has the syntax:

SL ::= ∅ | A 7→ A,A | A =A | ¬SL | SL∨SL | ∃X ·SL | SL∗SL | SL−∗SL

We assume, following standard practice in selecting decidable fragments [6, 7], that there are always
exactly two values stored at each memory cell.

SL can be embedded in the pointer logic as a fragment. Variables, equality, negation, disjunction and
existential quantifier are essentially identical in both logics. We restrict the names of the pointer logic to
be integers and apply the translation rules:

emp =̂ ∅

u 7→ v,w =̂ (u,1,v) : (u,2,w)
P1∗P2 =̂ [∗(P1, P2) ]

P1−∗P2 =̂ P2/∗ P1 ∧ determinism

Report No. 379, July 2007 UNU-IIST, P.O. Box 3058, Macao



Decidability 16

where determinism must be enforced when taking the adjoint.The following lemma shows that the
translated fragment of SL is closed for deterministic object diagrams:

Lemma 1 Let P be a formula inSL . Then the translated property P′ implies determinism: |=
P′→determinism.

Proof. By standard laws of predicate calculus and the fact that disjoint union of deterministic object
diagrams is still deterministic. �

Now the following result follows from the relevant definitions.

Theorem 1 (Separation-Logic Fragment)Let P be a formula inSL. Then P is valid inSL iff the
translated property P′ is valid in R . �

6 Decidability

The decidability results of this paper extensively use the technique of normal forms. In this section the
relevant notions are recalled.

6.1 Defining decidability and normal-form reduction

A fragment of the logic isdecidableif there is a decision procedure to transform each of its relations to
a equivalid normal form and hence decide its validity, in finitely-many steps.

Proposition 1 Two relations are semantically equivalent, R1≡R2 , iff |= R1↔R2 . An n-ary relation R
is valid iff it is semantically equivalent to⊤n, i.e. R≡⊤n.

Let W,W1, · · · denote arbitrary fragments of the logicR .

Definition 3 (Semantical reduction) A fragmentW1 can be semantically reduced to another fragment
W2, i.e.W1⇛W2, if for any relation W1∈W1 there exists W2∈W2 such that W1≡W2, and the syntactical
transformation takes finitely many steps.
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Note that if W′
1⊆W1 and W2⊆W′

2 , then W1 ⇛ W2 implies W′
1 ⇛ W′

2 . We further introduce
V

W
to denote the fragment containing all

Vn
i Wi whereWi ∈W . For example, we have

VW

W ⇛
WV

W ⇛
VW

W,

according to the mutual distributivity laws of disjunctionand conjunction. (Of course
VW

W there
denotes all

Vn
i

Wmi
j Wi j where the range of each inner index depends on the outer index.) We use

∏W =̂ ∏n
i Wi to denote Cartesian product. Conjunction of Cartesian products can be merged:

V

∏W ⇛ ∏
V

W ⇛
V

∏W,

although that fails for disjunction where only one direction still holds:

∏
W

W ⇛
W

∏W.

As W=
W1

i W=W , we always haveW ⇛
W

W . Similarly W ⇛
V

W andW ⇛ ∏W. BecauseW ≡
∃x·W if x is free inW , we also haveW ⇛ ∃x·W .

Definition 4 (Validity reduction) A fragmentW1 is validity-reducible to a fragmentW2 , W1⇛δW2 ,
if for any relation R1∈W1 there exists a relation R2∈W2 such that R1 ≡δ R2 , and the syntactical
transformation takes finitely many steps.

Obviously semantical reduction implies validity reduction.

6.2 Satisfaction decidability

Satisfaction decidability tests whether or not a graph tuple satisfies a given relation formula. In this
subsection, we consider the fragmentS without projection. Satisfaction decidability can be viewed as
validity decidability of the fragment∏G→S.

We first identify some key laws of validity equivalence. Universal quantifiers are assumed over all
variables for validity, which is defined to be for satisfaction of all graphs under all assignments. One
fresh name is no better or worse than any other. Thus validityof quantifiers is reduced to checking a
finite con/disjunction.

Law 2

(1) R ≡δ ∀x·R

(2) ∀x·R ≡δ R[c/x] ∧
V

a∈α(R) R[a/x] (c 6∈α(R))

(3) ∃x·R ≡δ R[c/x] ∨
W

a∈α(R) R[a/x] (c 6∈α(R))

(4) R[a/x] ≡δ R[b/x] (a,b 6∈α(R))

(5) G→(P∝R) ≡δ |= G→(P∝ kR) (k= |γ(G)|).
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Proof. For the nontrivial half of (5), suppose that|= G→(P∝mR) but not |= G→(P∝m−1R). Then
we obtain semantical graphsA0⊆ A1⊆ ·· · ⊆ Am−1⊂ Am = γ(G1) such thatAi |= (P∝ iR) . There exist
B0, · · · ,Bm−1 such thatAi ∪Bi =Ai+1 and(Ai ,Bi) |= R. Supposei <m−1 is such thatAi =Ai+1 . Then
Ai ∪Bi+1=Ai+2 and henceAi+2 |= P∝ i+1R, Ai+3 |= P∝ i+2R, · · · and finally Am |= P∝m−1R, which
contradicts the assumption. Thus|= G→(P∝mR) implies A0 ⊂ A1 ⊂ ·· · ⊂ Am = γ(G1) . At least one
new edge is added during each iteration. That means if a graphsatisfies a fixpoint, then it must also
satisfy P∝mR wherem= |γ(G)| . �

The following lemma shows the satisfaction decidability ofthe variable-less fragmentS. That means we
are always able to check whether a program state satisfies a property expressed inS. The proof has taken
advantage of the facts that each graph has a finite size (for merge), fresh names have equal status which
makes quantifiers reducible to connectives, and graph composition expands a graph by at least one edge
a time, rendering the necessary iteration of fixpoint finite for each given graph.

Lemma 2 The fragment∏G→ S is decidable.

Proof. Consider the satisfaction of ann-ary relation: ∏n
i Gi→S. We have

|=
n

∏
i

Gi→S

iff (γ(G1), · · · ,γ(Gn)) |= S and so prove decidability by induction over the structure ofS.

1. |= G1→G2 iff γ(G1)= γ(G2).

2. |= G1→(a=a) but |= G1→¬(a=b).

3. |= ∏n
i Gi→¬S iff 6|= ∏n

i Gi→S.

4. |= ∏n
i Gi→S1∨S2 iff |= ∏n

i Gi→S1 or |= ∏n
i Gi→S2.

5. |= G1→
[
S
]

iff there exist subgraphsA1, · · · ,An such that
Sn

i Ai = γ(G1) and (A1, · · · ,An) |= S.
The number of such subgraph tuples is finite.

6. |= ∏n
i ∏mi

j Gi j→S(S1, · · ·,Sn) iff for any i we have|= ∏mi
j Gi j→Si , and|= ∏n

i (Gi1 :Gi2 : · · · :Gimi )→S

wheremi =̂ |Si |.

7. ∏n
i Gi→∃x·S ≡ ∃x· (∏n

i Gi→S) as x is not free in∏n
i Gi . We therefore have

∃x· (∏n
i Gi→S) ≡δ ∏n

i Gi→
W

a∈M S[a/x]

whereM containsα(∏n
i Gi→S) as well as a fresh name.S has at most has free variablex. Thus

the case for existential quantifier is reducible to the case 4.

8. |= G1→(P∝S) iff |= G1→(P∝nS) wheren= |γ(G1| . Thus this case is also reducible to case 4
according to Law 2(5).
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Thus the variable-less fragment is decidable. �

The more general fragmentS with free variables is also satisfaction-decidable as quantification is re-
ducible to a finite con/disjunction. Fragments containing projection are discussed in Section 6.4.

Theorem 2 (Satisfaction decidability) The fragment∏G→S is decidable.

Proof. Assume thatx1,x2, · · · ,xk are all the free variables appearing in∏n
i Gi→S.

∏n
i Gi→S
≡δ Law 2(1)

∀x1x2 · · ·xk · (∏n
i Gi→S)

≡δ M containsα(∏n
i Gi→S) as well ask fresh names

V

a1∈M · · ·
V

ak∈M (∏n
i Gi→S)[a1/x1, · · · ,ak/xk]

After substitution, every conjunct now has the form∏n
i Gi → S. So Lemma 2 is applicable, and every

transformation step can be automated. �

The following corollary shows that if the sizes of graphs areknown to be bounded (as in bounded mem-
ory), then the fragmentS is validity decidable. The decision procedure essentiallymodel-checks all
possible structures.

Corollary 1 The fragment
W

∏G→ S is decidable.

Proof. Validity of conjunction requires checking the conjuncts. �

Satisfaction decidability leads to semi-decidability forvalidity:

Corollary 2 (Validity semi-decidability) There exists a procedure that terminates on every input re-
lation and outputs a counterexample if the relation is invalid, but does not terminate if the relation is
valid.

Proof. We first consider the (semi) decidability of properties. LetP be the input property with free
variablesx1, · · · ,xk . Consider instead a variable-free propertyP0 =̂ ¬∀x1 · · ·xk ·P. Then P is invalid
iff there exists an exampleG such that|= G→ P0 . Let a1,a2, · · · ,an, · · · be the fresh names not in
P0 . Variable-less minimal graphs (syntactical graphs without duplicated edges) can be enumerated and
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ordered by size. For each sizen, we only need 3n fresh names and just consider graphs using only
names inα(P0)∪{a1, · · · ,a3n} . If |= G1→P0 and G1 is of sizen, then we may substitute fresh names
from {a1, · · · ,a3n} and obtain an enumerated graphG2 such that|= G2→P0 . Thus the procedure can
identify a counterexample ofP if such a counterexample does exist. The case for multi-arity relations is
similar and involves enumerating tuples of minimal graphs. �

6.3 A basic validity-decidable fragment

We already know that the general fragmentS is semi-decidable and now study the decidability of a
simple fragmentK with true, singleton graphs and edge extension closed underconnectives:

L ::= ⊤ | G | A =A | (A,A,A)◦ | ¬L
K ::= L | K ∨K | K ∧K .

For example, we have¬(L ∧L) ⇛ (L ∨L) ⇛ K , which means that any relation¬(L1∧ L2) in the
fragment¬(L ∧ L) is semantically equivalent to¬L1∨¬L2 in the fragmentL ∨L (by De Morgan’s
law), which is further reducible toK by definition. Similarly we also have¬K ⇛ K . The fragment is
also closed under substitution:K [A/A] ⇛ K .

The following lemma forms the basis of induction of the most important validity result of this paper. The
proof consists essentially of establishing a bounded-model property: in order to find a counterexample to
an invalid property in the fragmentK , we need search only a finite number of graphs of bounded size.

Theorem 3 (Simple validity decidability) The fragmentK is decidable.

Proof. We first consider the decidability of
W

L . Variable-less equality is reducible to either⊤ or
⊥ . If ⊤ is one of Li , then K is valid. Ignore⊥ ’s as they do not affect validity unless everyLi is
⊥ in which caseK becomes invalid, and any graph is a counterexample. Let¬G1, · · · ,¬Gk be all
negated graph properties inLi . Semantical equalityγ(¬Gi) = γ(¬G j)between them can be decided
in finitely many steps. If all of them are equal then we consider ¬G1 ; otherwiseK is valid and has
no counterexample. With¬G1 being in disjunction, a graphG either validatesK if G≡ G1 or is
ignorable otherwise; edge extension(a,b,c)◦ either validatesK if G1 contains the edge(a,b,c) or the
edge extension is ignorable otherwise; negated edge extension ¬(a,b,c)◦ validatesK if G1 does not
contain (a,b,c) . If on the other hand, there is no negated singleton graph property, thenK is valid iff
there exist a pair of(a,b,c)◦ and ¬(a,b,c)◦ . Suppose that such a pair does not exist. LetG1, · · · ,Gk

be all singleton graph properties inLi and m be their maximum size (i.e. maximum number of edges).
Construct a counterexample graph of size max(m,n)+1 so that it contains all edges(a,b,c) of negated
edge extensions¬(a,b,c)◦ in all Li but does not contain edges(a,b,c) of edge extensions(a,b,c)◦ .
Such a graph must exist as there are infinitely many names and hence infinitely many edges to choose
from. Then this counterexample graph must be larger than anyG1, · · · ,Gk and does not satisfy the edge
extensions or negated ones. Finally, we haveK ⇛

VW

L . Every
Vn

i
Wm

j Li j is valid iff
Wm

j Li j is valid
for everyi 6n. Since

W

L is decidable, so isK .
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Now we are ready to considerK . For any K∈K , assume thatx1, · · · ,xk are all free variables ofK .
Then K ≡δ

V

a1∈M · · ·
V

ak∈M K[a1/x1, · · · ,ak/xk] where M containsα(K) and k fresh names. Each
conjunctK[a1/x1, · · · ,ak/xk] is a variable-less propertyK . Thus K is decidable. �

The following law will be used in Lemma 3. It shows that the negation of Cartesian product is reducible
to disjunction of Cartesian products and so leads to the reduction rule¬∏K ⇛

W

∏K . Cartesian product
is conjunctive, which leads to the reduction rule

V

∏K ⇛ ∏K .

Law 3 (1) ¬(R1×R2) ≡ (⊤|R1|×¬R2) ∨ (¬R1×⊤
|R2|)

(2) ∏n
i Pi ∧ ∏n

i P′i ≡ ∏n
i (Pi ∧P′i )

The following lemma shows that the fragmentK is closed under fud-based decomposition. The main
step takes advantage of the fact that a negated edge extension is reducible to the fud-composition of its
duplicates.

Lemma 3 A variable-less fudF can be used to decompose any variable-less simple properties:

K ⇛

[
F ∧

_

∏K
]

.

Proof. We argue by induction on the structure ofK∈K .

1. ⊤⇛
[
F ∧∏⊤

]
as a property of fud:⊤≡

[
F

]
.

2. G ⇛
[
F ∧∏G

]
as for anyG , there existG1, · · · ,Gn such thatG≡

[
F(G1, · · · ,Gn)

]
(i.e. full-

ness).

3. Name equality is reducible to⊤ or ¬⊤ .

4. Any graph G that does not contain an edge(a,b,c) , has a unique decompositionG1, · · · ,Gn

by F such thatG ≡ G1 : · · · :Gn . Obviously everyGi must not contain(a,b,c) . That means
|= ¬(a,b,c)◦→

[
F ∧∏n

i ¬(a,b,c)◦
]
. On the other hand, we have¬(a,b,c)◦ ≡ [∏n

i ¬(a,b,c)◦ ] .
Thus¬(a,b,c)◦ ≡

[
F ∧∏n

i ¬(a,b,c)◦
]
. This shows that¬(N,N,N)◦ ⇛

[
F ∧∏¬(N,N,N)◦

]
.

5. ¬
[
F ∧

W

∏K
]
⇛

[
F ∧¬

W

∏K
]
⇛

[
F ∧

W

∏K
]

according to Law 1(1).

6.
VW

[
F ∧

W

∏K
]
⇛

[
F ∧

VW W

∏K
]
⇛

[
F ∧

W

∏K
]

according to Law 1(2) and disjunctivity.

Thus the reduction is complete. �
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6.4 Handling free variables

In the previous subsection, we have obtained some results for variable-less fragments. To handle free
variables, we exploit the fact that there are only two possible relations between free variables: equality
or inequality. Each variable equals either one of the names in the context or a fresh name.

We now introduce a notation∂c
xR that represents a relationRunder all possible cases of name assignment

on x after identifying a fresh namec.

Definition 5 ∂c
xR =̂

W

a∈α(R) (x=a∧ R[a/x])∨
(

V

a∈α(R)¬(x=a) ∧ R[c/x]
)

where c6∈α(R) is a fresh name.

Thus the notation contains an additional namec: α(∂c
x R) = α(R)∪{c} . This notation has the following

‘restoration’ property. The proof follows by induction onR and the definition ofσ.

Law 4 R ≡ (∂c
xR)[x/c]. �

Thus if φ(R) = {x1, · · · ,xn} and c1, · · · ,cn 6∈α(R) are distinct fresh names, then all relationsR with
substitution in∂cn

xn
· · ·∂c1

x1
R are variable-less and

R ≡ (∂cn
xn
· · ·∂c1

x1
R)[x1/c1, · · · ,xn/cn].

Using the above technique we are now able to establish the reduction rule of Lemma 3 for fragments
allowing free variables.

Theorem 4 (Fud decomposition)A fud F can be used to decompose any simple properties:

K ⇛

[
F ∧

_

∏K
]

.

Proof. Consider anyK∈K with anyn-ary fud F . If φ(K)∪φ(F)= {x1, · · · ,xm} andc1, · · · ,cm 6∈α(K)
are distinct fresh names, then all relationsK with substitution in∂cm

xm
· · ·∂c1

x1
K are variable-less.

Note that every fud with variables substituted for concretenames is still a fud. Among all variables, some
are fixed on existing names for each conjunct in∂cn

xn
· · ·∂c1

x1
K , while other names are fresh. Consider a

conjunct with name-fixing atomic equalities:

Vm
i xi =ai ∧ K[c1/x1, · · · ,cm/xm,a1/xm+1, · · · ,an−m/xn].
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This is reducible to
Vm

i xi =ai ∧
[
F[c1/x1, · · · ,an−m/xn]∧

W

j ∏n
i K i j

]

according to Lemma 3. The variables substituted for fixed names can be restored in the environment
provided by the atomic equalities:

Vm
i xi =ai ∧

[
F[c1/x1, · · · ,cm/xm]∧

W

j ∏n
i K i j

]
.

Thus K ≡ (∂cm
xm
· · ·∂c1

x1
K)[x1/c1, · · · ,xm/cm] is decomposed withF , and merges with the same fud can

be unified and closed in the fragment. �

We already know that compositions of the same fud are mergeable (Law 1). In fact, compositions of
different fuds are mergeable too. This is because the relational bondF(F1, · · · ,Fn) of fuds F,F1, · · · ,Fn

is also a fud. We can decompose any fudF into F(F ′, · · · ,F ′) with another fudF ′ . This is similar
to applying more cuts to an already decomposed graph. The following law shows that the cuts of fuds
can be apply in either order. That means a finite number of fud-based compositions can be unified into
compositions with the same fud (but which could have a very high arity).

Law 5
[

F1(F2, · · · ,F2)∧∏|F1|
i ∏|F2|

j Pi j

]
≡

[
F2(F1, · · · ,F1)∧∏|F2|

j ∏|F1|
i Pi j

]

The following proposition uses the above law and unifies fud-based compositions into a single fud com-
position. Recall that the fragment

VW

[F∧
W

∏K ] contains all relations

V

i
W

j

[
Fi j ∧

W

k ∏l Ki jkl
]

with different fuds before unification.

Corollary 3
VW

[F∧
W

∏K ] ⇛ [F∧
W

∏K ] .

Proof. We first show that
V

[F∧
W

∏K ] ⇛ [F∧
W

∏K ] . Without loss of generality, we consider a
simple case of binary conjunction between two different binary fuds:

[F ∧
W

i(Ki1×Ki2) ]∧ [F ′∧
W

j(K
′
j1×K′j2) ]

≡
W

i
W

j [F(F ′,F ′) ∧ (Ki11×Ki12×Ki21×Ki22) ] ∧
[

F(F ′,F ′) ∧ (K′j11×K′j21×K′j12×K′j22)
]

⇛

[F∧
W

∏K ]

Similar reasoning is applicable to disjunction-led reduction. �
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6.5 An advanced validity-decidable fragment

We are now ready to study a more comprehensive fragment containing Cartesian product, fud-based
relational bonds, quantifiers and projection:

T ::= K | ¬T | T ∨T | T×T | [F∧T ] | ∃X ·T | T @i

where F is the fragment of all fuds inT. In a fud-based relation, every merge must be applied to a fud
conjunction. In normal forms, we use the notation∑Q to represent several quantifiers in sequence:

Q ::= ∀X | ∃X
∑Q ::= Q | ∑Q∑Q.

The following lemma reducesT to a normal form.

Lemma 4 T ⇛ ∑Q ·
W

∏ [F∧
W

∏K ]

Proof. We argue by induction over the structure of anyT .

1. K ⇛ ∑Q ·
W

∏ [F∧
W

∏K ] as⊤∈F .

2. Negation of the normal form:

¬∑Q ·
W

∏ [F∧
W

∏K ]

⇛ laws of quantifier negation and De Morgan’s law

∑Q ·
V

¬∏ [F∧
W

∏K ]

⇛ Laws 1(1) and 3(1)

∑Q ·
VW

∏ [F∧¬
W

∏K ]

⇛ reduction rules ofK

∑Q ·
W

∏ [F∧
W

∏K ] .

3. Quantifiers distribute over disjunction if the bound variables are fresh, avoiding name conflict.

4. Cartesian product of normal forms:

∏∑Q ·
W

∏ [F∧
W

∏K ]

⇛ quantifiers distribute over Cartesian product

∑Q · ∏
W

∏ [F∧
W

∏K ]

⇛ disjunctivity

∑Q ·
W

∏ [F∧
W

∏K ] .

5. Fud composition:
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[F∧∑Q ·
W

∏ [F∧
W

∏K ] ]

⇛ Law 1(3), disjunctivity and distributivity of∃

∑Q ·
W

[F∧∏ [F∧
W

∏K ] ]

⇛ disjunctivity and fud decomposition

∑Q · [F∧
W

∏K ]

⇛ reduced as a special case

∑Q ·
W

∏ [F∧
W

∏K ] .

6. Quantifiers over the normal form are directly mergeable.

7. If W is a fragment of properties, then it can be shown that

(∑Q ·
W

∏W)@i ⇛ ∑Q ·
W

W.

This guarantees the reduction for projection. �

The following lemma is one of the critical steps of Theorem 5 and handles the decidability of Cartesian
products in disjunction. Recall that a relation is valid iffit is a full relation. Thus every graph tuple must
satisfy one of the disjuncts. The key to the proof is to generate a finite number of test graph tuples for
checking satisfaction.

Lemma 5 Let W be a variable-less fragment of properties closed under negation, ¬W ⇛W , and dis-
junction,

W

W ⇛W. If the fragmentW is decidable, then so is
W

∏W.

Proof. Consider the validity of
Wm

j ∏n
i Wi j . A graph tuple(A1, · · · ,An) is a counterexample iff for

every j 6m there exists somei 6n such thatAi 6|= Wi j . We show that there exist no more than 2mn

tuples of graphs such that the relation is valid iff it is satisfied by all the tuples.

The propertiesWi1, · · · ,Wim partition the graph space into 2m classes. Letb1, · · · ,bm be Booleans. We
useb j •Wi j to denoteWi j if ¬b j and¬Wi j if b j . Each group of Booleans determine a class of graphs:
Vm

j b j •Wi j . All graphs in each class have the same satisfaction for allWi1, · · · ,Wim , and thus we need
find only one representative. BecauseW is decidable and closed under negation and disjunction, we
consider the validity of¬

Vm
j b j •Wi j . If it is valid, the class is empty and we do not need to choose any

representative; otherwise we can find a counterexample, which will be used to represent the class. For
each i , there are at most 2m classes and representatives. Thus we generate no more than 2mn tuples.
If there is any counterexample of

Wm
j ∏n

i Wi j , there must be one among the generated tuples. Thus the
fragment

W

∏W is also decidable. �

The following law provides a means to decide the validity of afud composition. A fud composition
[F ∧R] is valid if every graph satisfies it. As every graph has a unique decomposition into a tuple of
graphs by a fud, all the tuples allowed byF must be allowed byR too. The proof follows from the
definitions.
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Law 6 [F ∧R] ≡δ ¬F ∨R �

We are now ready to prove the main theorem of this paper.

Theorem 5 [Advanced validity decidability] The fragmentT is decidable.

Proof. A fud in T may be defined using other fuds inT . We reason by induction on the depth of such
nesting and define a sequence of increasingly larger fragments Tk and Fk =̂ F∩Tk :

T0 =̂ ∑Q ·
W

∏K

Tk+1 =̂ ∑Q ·
W

∏ [Fk∧
W

∏K ] .

Thus T =
S

k Tk . We first consider the validity ofT0 .

T0

= definition

∑Q ·
W

∏K
⇛δ Law 2(2)
VWW

∏K
⇛ distributivity and closure ofK
W

∏K

Thus, according to Lemma 5,T0 is decidable. Secondly, we assume the validity ofTk and consider the
validity of Tk+1 .

Tk+1

= definition

∑Q ·
W

∏ [Fk∧
W

∏K ]

⇛δ Law 2(2)(3)
VWW

∏
[
Fk∧

W

∏K
]

⇛ laws of predicate calculus and closure ofK
W

∏
[
Fk∧

W

∏K
]

For each fud composition, we have:

[
Fk∧

W

∏K
]

⇛δ Law 6

¬Fk ∨
W

∏K
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⇛δ
Tk .

As Tk is assumed to be decidable, the fragment
W

∏T is decidable, and so isTk+1 . Thus the whole
fragmentT is decidable. �

7 Axiomatization and completeness

All the (syntactical) graphsG form the nominals of the logic and can thus significantly simplify its
completeness proof.

We already know that the satisfaction problem for the pointer logic is decidable. Thus if we are able to
use an axiom system to mimic the decision procedure, then anyvalid formula in the form∏i Gi→R will
be provable. If a formulaR is valid, then all∏i Gi→R are valid and hence provable. ThusR becomes
provable if we have an infinitary inference rule that concludes so from the provability of all∏i Gi→R.

The axioms and inference rules are identified as follows.

Axiom 1 Standard axioms and inference rules of predicate logic.

An axiomatic inference ruleR1 ⊢ R2 should be understood as “the provability ofR1 implies the the
provability of R2 ”. The following inference rules state that the operators aresemanticalin the sense that
if formulas are semantically equal (or monotonically ordered), so are semantically equal operator-applied
formulas. In the proof theory, they ensure that if two formulas are already proved to be equivalent, then
one can be replaced with another inside an operator.

Axiom 2 Let i6 |R| .

(1) R→R′ ⊢ [R]→ [R′ ]
(2) R→R′ ⊢ R(R1, · · · ,Rm)→ R′(R1, · · · ,Rm)

(3) Ri→R′i ⊢ R(R1, · · · ,Ri, · · · ,Rm)→R(R1, · · · ,R′i, · · · ,Rm)

(4) P→P′ ⊢ (P∝R)→ (P′∝R)

(5) R→R′ ⊢ (P∝R)→ (P∝R′)
(6) R→R′ ⊢ (R@i)→(R′@i) .

The following axioms help establish the relations between individual graphs and the truth value of name
equality:
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Axiom 3 (1) ⊢ ⊤
(2) ⊢ G1→G2 (γ(G1) = γ(G2))
(3) ⊢ G1→¬G2 (γ(G1) 6= γ(G2))
(4) ⊢ (a=a)
(5) ⊢ ¬(a=b).

The following inference rules handle relational bond:

Axiom 4 ∏m1
j G1 j→R1, · · · ,∏mn

j Gn j→Rn,

∏n
i Gi1 : · · · :Gimi → R

⊣⊢ ∏n
i ∏mi

j Gi j → R(R1, · · · ,Rn).

The following axiom states that an existential quantifier isprovable iff the disjunction of various name
substitutions including one fresh name are provable:

Axiom 5 If c 6∈α(R) then R[c/x]∨
W

a∈α(R) R[a/x] ⊣⊢ ∃x·R.

The following axiom states that provability for satisfaction of fixpoint can be reduced to provability for
a finite approximation bounded by the size of the given graph:

Axiom 6 G→ (P∝nR) ⊣⊢ G→ (P∝R) where n= |γ(G)| .

The following axioms characterize some aspects of projection.

Axiom 7 (1) ⊢ (R1∨R2)@i→ (R1 @i ∨ R2@i)
(2) ⊢ (∃x·R)@i→∃x· (R@i)
(3) ⊢ (∏n

j Pj)@i ↔ Pi

Finally an infinitary rule links nominals with provability:

Axiom 8 If for any graph tuple∏n
i Gi we have⊢∏n

i Gi→R, then⊢R.

The soundness of the axioms is easy to establish from the definitions. Completeness is also obtained
readily:

Theorem 6 (Completeness)If a relation S without projection is valid,|= S, then it is provable:⊢ S.
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Proof. Let x1, · · · ,xk be the free variables of ann-ary relationS. Then |= S implies |= ∀x1 · · ·∀xk ·S
by definition. That means for every variable-less graph tuple ∏n

i Gi we have|= ∏n
i Gi →∀x1 · · ·∀xk ·S.

Thus⊢∏n
i Gi →∀x1 · · ·∀xk ·S. Hence⊢ S according to Axiom 8 and predicate logic. �

Note that many common axioms are not present here, because they are provable using the infinitary rule.
We are able to obtain completeness, because of three key characteristics of the logic: the presence of
nominals that help us pinpoint individual semantic denotations within the logic, the absence of pointer
arithmetic that makes the testing for quantifiers finite, andthe infinitary rule.

8 Conclusions

This work is to be viewed in the context of Separation Logic although the syntax is designed differently
to reflect object diagrams as the underlying semantics and the need to present the decidability results as
succinctly as possible. More conventional shorthands are needed for applications.

The separating conjunction of SL implicitly includes two operations: consistency checking and merging.
We have divided it into the merge operator and user-definablerelation that checks consistency before
merge. Such a division allows us to create new consistency-checking relations for new compositions.
A higher level of abstraction can be achieved by using the right compositions at the right places. For
example, the binary relation⊲⊳ in Section 4 can be used to connect acyclic edges to form a listwithout
a circle. In SL, a large number of variable inequalities would be needed to avoid circles. In the pointer
logic, hiding with existential quantifiers is often appliedas locally as possible. This helps increase the
level of abstraction.

The decidability results of this paper benefit from the design of the logic and makes extensive use of
normal-form reduction and the finite-model property. The most interesting fragmentT relies on the
assumption that the compositions are unique decompositions and all names have equal status. Generally,
a fragment without such restrictions is undecidable [7]. That corresponds to the requirement that all
separating conjunctions are used in precise predicates (a notion studied in [26]).

Fixpoints are undecidable in general. It is still an open problem to design a restricted decidable fragment
that includes fixpoints. Berdine el. [4] have studied a restrictive decidable fragment with linked lists but
without disjunction or quantifiers. It is unclear to what extent their technique will be useful in the general
fragmentT closed under disjunction and quantifiers. Other known decidable fragments such as [6, 7]
do not allow quantifiers and are special fragments ofT.

A major benefit of the approach promoted here is to raise the level of abstraction for reasoning about
mutable data structures. It might be expected to benefit in particular the active topic of concurrency. For
example, a garbage collector will not interfere with a process if the two work on different parts of the
memory partitioned by a fud.
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