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utionof Distributed Con
urrent Obje
tsAndreas Griesmayer, Bernhard Ai
hernig,Einar Bro
h Johnsen and Rudolf S
hlatteAbstra
tThis report extends dynami
 symboli
 exe
ution to distributed and 
on
urrent systems. Dynami
symboli
 exe
ution 
an be used in software testing to systemati
ally identify equivalen
e 
lassesof input values and has been shown to s
ale well to large systems. Although usually restri
tedto sequential programs, this s
alability makes it interesting to 
onsider the te
hnique in thedistributed and 
on
urrent setting as well. In order to extend the te
hnique to 
on
urrentsystems, it is ne
essary to obtain su�
ient 
ontrol over the s
heduling of 
on
urrent a
tivitiesto avoid ra
e 
onditions. Creol, a modeling language for distributed 
on
urrent obje
ts, solvesthis problem by abstra
ting from a parti
ular s
heduling poli
y but expli
itly de�ning s
hedulingpoints. This provides su�
ient 
ontrol to apply the te
hnique of dynami
 symboli
 exe
utionfor model based testing of interleaved pro
esses. The te
hnique has been formalized in rewritinglogi
, exe
utes in Maude, and applied to non-trivial examples, in
luding an industrial 
ase study.
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Introdu
tion 11 Introdu
tionDistributed and 
on
urrent systems, e.g. web servi
es, are be
oming in
reasingly important forlong-running infrastru
ture and appli
ations. They typi
ally 
onsist of loosely 
oupled 
ompo-nents whi
h 
ommuni
ate asyn
hronously, potentially running on di�erent hardware systems.For 
riti
al distributed systems, the use of formal methods, both for design and veri�
ation,remains a 
hallenge. In the general 
ase, the 
omplexity of su
h systems makes full veri�
ationseem impossible, even for medium sized examples. In this report we 
onsider model-based testingof distributed 
on
urrent systems.We present a tool whi
h identi�es adequate test 
ases from a formal model. In order to test thedi�erent 
ommuni
ation patterns, we fo
us on ar
hite
tural models whi
h re�e
t the distributednature of the systems under test. Hen
e, the models themselves are 
omplex in the sense thatthey have to 
apture distribution, 
on
urren
y, and asyn
hronous 
ommuni
ation. The 
hallengeis to �nd a test generation te
hnique that s
ales to the 
ombinatorial explosion in the numberof possible runs in su
h models. A promising te
hnique that seems to s
ale well to large systemsis dynami
 symboli
 exe
ution [2, 7, 14, 15℄. The idea is to 
al
ulate a symboli
 exe
ution inparallel with the 
on
rete test run of a given formal model. The result is a set of 
onditions oversymboli
 input values representing the path of the last run. The 
onjun
tion of these 
onditionsform the equivalen
e 
lass of inputs that 
ould take the same path.The problem is that dynami
 symboli
 exe
ution 
annot deal with 
ommon 
on
urren
y modelsas present in today's programming languages. The reason is that dynami
 symboli
 exe
utiondoes not work in the 
ontext of arbitrary non-deterministi
 interleavings of exe
utions. Hen
e, itsmain appli
ation so far has been limited to single-threaded (sequential) programs and to 
lient-server appli
ations with simple serialized 
ommuni
ation �ows. In this work we over
ome thislimitation by 
hoosing a modeling language that provides the appropriate level of 
on
urren
y
ontrol: Creol [9℄.Creol is an exe
utable obje
t oriented modeling language whose exe
ution model was designedto assist in the development of distributed systems. An obje
t in Creol des
ribes an exe
utionunit that exe
utes a dynami
 number of pro
esses, a single pro
ess at a time. Features likeasyn
hronous method 
alls and 
onditional release points allow to model 
omplex intera
tionsbetween distributed 
omponents or obje
ts.We have implemented the dynami
 symboli
 exe
ution te
hnique in Maude [3℄, whi
h is theexe
ution platform of Creol, allowing us to perform the symboli
 run dynami
ally while the
on
rete run is exe
uted. The tool 
omputes the equivalen
e 
lasses of test inputs 
overing thepaths already taken, allowing the tester to systemati
ally �nd new test stimuli for non-
overedparts. The generated test 
ases are used to 
he
k the 
onforman
e of implementations of the
on
urrent systems with their Creol models as presented in previous work in [1℄. The presentedte
hnique forms part of a new design pro
ess for distributed systems that has been developed inthe EU FP6 CREDO proje
t. It has been applied to the ASK system, an industrial distributedagent-based information system.Report No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Introdu
tion 2To summarize, the 
ontributions of this work are as follows:
• This is the �rst time dynami
 symboli
 exe
ution is applied to non-trivial 
on
urrent sys-tems involving non-deterministi
 s
heduling of interleaved pro
esses.
• The te
hnique has been formalized in terms of rewriting logi
 and implemented in theMaude rewriting system.
• It has been applied to an industrial 
ase study.In the remainder of this se
tion we give an overview of related work, followed by a short in-trodu
tion to dynami
 symboli
 exe
ution in the next se
tion and an introdu
tion to Creol inSe
tion 3. Dynami
 symboli
 exe
ution is extended to 
on
urrent systems in Se
tion 4 and ap-plied to testing in Se
tion 5, before showing examples in Se
tion 6. Finally, in Se
tion 7 we drawour 
on
lusions.1.1 Related WorkSymboli
 exe
ution is a widely used program analysis te
hnique that represents the values ofvariables as symboli
 expressions instead of 
on
rete data. An exe
ution of a program is per-formed by manipulating those expressions instead of 
omputing 
on
rete values. Appli
ation ofsymboli
 exe
ution to testing was already proposed in 1976 by King [11℄, who shows symboli
exe
ution for a simple sequential language and presents an intera
tive tool EFFIGY to traversethe exe
ution tree.Mu
h more re
ently, symboli
 exe
ution has been used for various appli
ations in the area oftesting. Khurshid et al. [10℄ perform sour
e to sour
e transformation on Java programs to allowexpli
it state model 
he
kers like the Java PathFinder [16℄ to exploit the su

in
t representation ofthe state spa
e by symboli
 representation. They generate test 
ases by 
he
king the rea
habilityof a testing 
riterion. Analysis of the 
ounter example gives the input for test 
ases similar to[17, 6, 8℄. In [18℄, Xie et al. introdu
e SYMSTRA, a tool that uses symboli
 exe
ution to exploredi�erent sequen
es of method 
alls in order to generate unit tests for obje
t oriented systems.These appli
ations use symboli
 exe
ution mainly to 
ompress the representation of the statespa
e while performing an exhaustive sear
h. However, there are limits to the feasibility ofexe
uting 
omplex 
on
urrent systems purely symboli
ally, due to the sheer number of possibleexe
ution paths indu
ed by non-determinism.There are basi
ally two possibilities to make the pro
ess feasible for large systems: (1) redu
ingthe amount of information whi
h needs to be tra
ked and (2) redu
ing the number of paths tosear
h. An example for the �rst kind are stati
 analysis tools like ARCHER from Engler et al.[19℄, whi
h very su

essfully 
on
entrate on 
ertain properties of interest for the analysis (memoryand array a

ess). To derive input values that drive a run to 
ertain areas in the program,however, we want to 
onsider all information available. We therefore redu
e the number of pathsReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



An Introdu
tion to Dynami
 Symboli
 Exe
ution 3that are sear
hed at the same time to make symboli
 exe
ution feasible. The latter te
hnique is
alled dynami
 symboli
 exe
ution.To our knowledge, the �rst to use symboli
 exe
ution on single runs were Boyer et al. in 1975 [2℄who developed the intera
tive tool SELECT that 
omputes input values for a run sele
ted bythe user. One of the �rst automated tools for testing was DART (Dire
ted Automated RandomTesting) from Godefroid et al. [7℄. DART automati
ally extra
ts a program's interfa
e andgenerates a test driver to perform random testing. While DART only evaluates integer variables,the CUTE and jCUTE tools from Sen at al. [14℄ extend this approa
h to in
lude pointersand generate dynami
 data stru
tures. Several extensions to these approa
hes exist, among themost notable the PEX tool from Tillmann et al. [15℄ for 
reating parameterized unit tests forsingle-threaded .NET programs.All these approa
hes use symboli
 exe
ution to derive runs on the implementation to dete
tassertion violations or program 
rashes, but show very limited support for 
on
urrent programs.In 
ontrast, we develop a model-based approa
h whi
h targets distributed and 
on
urrent systemsand deals with intera
ting pro
esses and asyn
hronous 
ommuni
ation between 
omponents. Weextend dynami
 symboli
 exe
ution to Creol's 
on
urren
y model, in
luding the treatment oflo
al s
heduling points in the 
on
urrent obje
ts.There are a number of te
hniques that help in testing of 
on
urrent systems by either 
ontrollingthe s
heduling to make the test results more deterministi
 [12℄ or by repeating test 
ases multipletimes with a di�erent (randomized) s
heduling to gain a good 
overage of the 
ode [5℄. Thesemethods are 
omplementary to the approa
h shown here as they handle the a
tual test exe
utionrather then the 
omputation of test 
ases. Our 
ases are tailored to 
he
k the 
onforman
ebetween an implementation and a model and 
an be 
ombined with those methods for testexe
ution. Our previous work [1℄ shows how to use a Creol model as an ora
le for a test run onthe implementation.2 An Introdu
tion to Dynami
 Symboli
 Exe
utionThis se
tion gives a brief introdu
tion to dynami
 symboli
 exe
ution (DSE) and its appli
a-tion to 
onventional test 
ase generation, before we pro
eed with extensions for distributed and
on
urrent systems. Conventional symboli
 exe
ution uses symbols to represent arbitrary valuesduring exe
ution. When en
ountering a 
onditional bran
h statement, the run is forked. Thisresults in a tree 
overing all paths in the program. In 
ontrast, dynami
 symboli
 exe
ution
al
ulates the symboli
 exe
ution in parallel with a 
on
rete run that is a
tually taken, avoidingthe usual problem of eliminating infeasible paths. De
isions on bran
h statements are re
orded,resulting in a set of 
onditions over the symboli
 values that have to evaluate to true for thepath to be taken. We 
all the 
onjun
tion of these 
onditions the path 
ondition; it representsan equivalen
e 
lass of 
on
rete input values that 
ould have taken the same path. Note, inthe 
ase of non-determinism, there is no guarantee that all inputs will take this path. For theappli
ation of DSE to systemati
 test 
ase generation, the symboli
 values represent the inputsReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



The Modeling Language Creol 4of a program; 
on
rete input values from outside this equivalen
e 
lass are sele
ted to for
e newexe
ution paths, and thereby new test 
ases.Consider the following pie
e of 
ode from an agent system 
al
ulating the number of threadsneeded to handle job requests (taken from Figure 3).1 amountToCreate:= tasks −idlethreads + . . . ;2 if (amountToCreate > (maxthreads−threads)) then3 amountToCreate:= maxthreads−threads;4 end;5 if (amountToCreate > 0) then . . . end;Testers usually analyze the 
ontrol �ow in order to a
hieve a 
ertain 
overage. For example, arun evaluating both 
onditions above to true is su�
ient to ensure statement 
overage. Bran
h
overage needs two 
ases at least and path 
overage all four 
ombinations. The symboli
 
om-putation 
al
ulates all possible 
onditions, expressed in terms of symboli
 input values. Wedenote the symboli
 value of an input parameter by appending S to the parameter's variablename. Let threads, idlethreads, and tasks denote the input parameters for testing, and
maxthreads being a 
onstant. Then statement 
overage (both 
onditions evaluate to true) isobtained for all input values ful�lling the 
ondition
(tasksS-idlethreadsS)>(maxthreads-threadsS)
∧(maxthreadsS-threadsS)>0Dynami
 symboli
 exe
ution 
al
ulates these input 
onditions for a 
on
rete exe
ution path. Thenext test 
ase is generated in su
h a way that the same path is avoided by negating the input
onditions of the previous paths and 
hoosing new input values satisfying this new 
ondition.For example, inputs satisfying
(tasksS-idlethreadsS)≤(maxthreads-threadsS)
∧(maxthreads-threadsS)>0will avoid the �rst then-bran
h, resulting in a di�erent exe
ution path.One immediately realizes that the 
hoi
e of whi
h sub-
ondition to negate determines the kind of
overage obtained. Note that the 
overage that a
tually 
an be a
hieved depends on the a
tualprogram and the symboli
 values used. For example, the presen
e of unrea
hable 
ode obviouslymakes full statement 
overage impossible. The 
on
rete test values from symboli
 input ve
tors
an be found by, e.g., using a 
onstraint solver.3 The Modeling Language CreolCreol is a high-level exe
utable modeling language targeting distributed systems in whi
h 
on-
urrent obje
ts 
ommuni
ate asyn
hronously [9℄. The language de
ouples 
ommuni
ation fromReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



The Modeling Language Creol 5syn
hronization. Furthermore, it allows lo
al s
heduling to be left underspe
i�ed but 
ontrolledthrough expli
itly de
lared pro
ess release points. The language has a formal semanti
s de�nedin rewriting logi
 [13℄ and exe
utes on the Maude platform [3℄. In the remainder of this se
tion,we present Creol and point out its essential features for DSE.A 
on
urrent obje
t in Creol exe
utes a number of pro
esses that have a

ess to its lo
al state.Ea
h pro
ess 
orresponds to the a
tivation of one of the obje
t's methods; a spe
ial method runis automati
ally a
tivated at obje
t 
reation time, if present, and 
aptures the obje
t's a
tivebehavior. Obje
ts exe
ute 
on
urrently: ea
h obje
t has a pro
essor dedi
ated to exe
uting thepro
esses of that obje
t, so pro
esses in di�erent obje
ts exe
ute in parallel. In 
ontrast to, e.g.,Java, ea
h Creol obje
t stri
tly en
apsulates its state; i.e., external manipulation of the obje
tstate happens via 
alls to the obje
t's methods only.Only one pro
ess 
an be a
tive in an obje
t at a time; the other pro
esses in the obje
t aresuspended. We distinguish between blo
king a pro
ess and releasing a pro
ess. Blo
king 
ausesthe exe
ution of the pro
ess to stop, but does not let a suspended pro
ess resume. Releasinga pro
ess suspends the exe
ution of that pro
ess and lets another (suspended) pro
ess resume.Thus, if a pro
ess is blo
ked there is no exe
ution in the obje
t, whereas if a pro
ess is releasedanother pro
ess in the obje
t may exe
ute. The exe
ution of several pro
esses within an obje
t
an be 
ombined using release points within method bodies. At a release point, the a
tive pro
essmay be released and some suspended pro
ess resumes. This way, (non-terminating) a
tive andrea
tive behavior are easily 
ombined within a 
on
urrent obje
t in Creol.Communi
ation in Creol is based on method 
alls. These are a priori asyn
hronous; methodreplies are assigned to labels (also 
alled future variables, see [4℄). There is no syn
hronizationasso
iated with 
alling a method. Reading a reply from a label, however, is a blo
king operationand allows the 
alling obje
t to syn
hronize with the 
allee. A method 
all that is dire
tlyfollowed by a read operation models a syn
hronous 
all. Thus, the 
alling pro
ess may de
ideat runtime whether to 
all a method syn
hronously or asyn
hronously. The lo
al s
heduling ofpro
esses inside an obje
t is given by 
onditions asso
iated with release points. These 
onditionsmay depend on the value of the lo
al state, allowing 
ooperative s
heduling between the pro
esseswithin an obje
t, but may also depend on the obje
t's 
ommuni
ation with other obje
ts in theenvironment. Guards on release points in
lude syn
hronization operations on labels, so the lo
als
heduling 
an depend on both the obje
t's state and the arrival of replies to asyn
hronousmethod 
alls.To sum up: only one pro
ess is exe
uting on ea
h obje
t's lo
al state at a time, and interleavingof pro
esses is �exibly 
ontrolled via (guarded) release points. Together with the fa
t that obje
ts
ommuni
ate ex
lusively via messages (stri
t en
apsulation), this gives us the 
on
urren
y 
ontrolne
essary for extending DSE to the distributed paradigm.Syntax. The language syntax of the subset of Creol used in this report is presented in a Java-like style in Figure 1. In this overview, we omit some features of Creol, in
luding interfa
es,inheritan
e, non-deterministi
 
hoi
e and many built-in data types and their operations. Fora full overview of Creol, see for example [9℄. In the language subset used in the examplesReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



The Modeling Language Creol 6
T::= C | Bool | Void L ::= class C(v) begin var f : T ; M end

| Int | String | ... M::= op m(in x : T out x : T ) == var x : T ; s end
v::= f | x e ::= v | new C(v) | null | this | v + v | ...

b ::= true | false | v s ::= l!e.m(e) | !e.m(e) | l?(v) | e.m(e; v) | await g

g ::= b | v? | g ∧ g | v := e | skip | release | await e.m(e; v)

| while g do s end | if g then s endFigure 1: Language syntax of a subset of Creol.of this report, 
lasses L are of type C with a set of methods M.Expressions e over variables
v (either �elds f or lo
al variables x) are standard. Statements s are standard apart fromthe asyn
hronous method 
all l!e.m(e) where the label l points to a referen
e to the reply,the (blo
king) read operation l?(v), and release points await g and release. Guards g are
onjun
tions of Boolean expressions b and syn
hronization operations l? on labels l. Whenthe guard in an await statement evaluates to false , the statement is disabled and be
omes a
release, otherwise it is enabled and be
omes a skip. A release statement suspends thea
tive pro
ess and another suspended pro
ess may be res
heduled. The guarded 
all await
e.m(e; v) is a typi
al pattern whi
h suspends the a
tive pro
ess until the reply to the 
all hasarrived and abbreviates l!e.m(e);await l?; l?(v).3.1 Representation of a RunA run of a Creol system 
aptures the parallel exe
ution of pro
esses in di�erent 
on
urrentobje
ts. Su
h a run may be per
eived as a sequen
e of exe
ution steps where ea
h step 
ontainsa set of lo
al transitions on a subset of the system's obje
ts. However, only one pro
ess maybe a
tive at a time in ea
h obje
t and di�erent obje
ts operate on disjoint data. Therefore, thetransitions in ea
h exe
ution step may be performed in a truly 
on
urrent manner or in anysequential order, so long as all transitions in one step are 
ompleted before the next exe
utionstep 
ommen
es. For the purposes of dynami
 symboli
 exe
ution the run is represented as asequen
e of statements whi
h manipulate the state variables, together with the 
onditions whi
hdetermine the 
ontrol �ow, as follows.The representation of an assignment v := e is straightforward: Be
ause �elds and lo
al variablesin di�erent pro
esses 
an have the same name and statements from di�erent obje
ts are inter-leaved, the variable names are expanded to a unique identi�er by adding the obje
t id for �eldsand the 
all label for lo
al variables. This expansion is done transparently for all variables andwe will omit the variable s
ope in the following.An asyn
hronous method 
all in the run is re�e
ted in four exe
ution steps (the label value luniquely identi�es the steps that belong to the same method 
all): o1

l
⇀ o2.m(e) representsthe 
all of method m in obje
t o2 from obje
t o1 with arguments e; o1

l
⇁ o2.m(v) representswhen the 
alled obje
ts starts exe
ution, where v are the lo
al names of the parameters for

m; o1

l
↼ o2.m(e) represents the emission of the return values from the method exe
ution; and

o1

l
↽ o2.m(v) represents the 
orresponding re
eption of the values. These four events fullyReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Dynami
 Symboli
 Exe
ution of Con
urrent Obje
ts 7des
ribe method 
alling in Creol. In this exe
ution model the events re�e
ting a spe
i�
 method
all always appear in the same order, but they 
an be interleaved with other statements.Obje
t 
reation, new C(v), is similar to a method 
all. The a
tual obje
t 
reation is redu
edto generating a new identi�er for the obje
t and a 
all to the obje
t's init and run methods,whi
h 
reate the sequen
es as des
ribed above.Conditional statements in Creol are side e�e
t free and therefore only represented in form ofthe statements of the bran
h that was a
tually exe
uted. For the sake of 
omputing the inputvalues, however, the 
ondition of the taken bran
h is re
orded as 〈g〉. Remark that statements
await g requires 
areful treatment: if it evaluates to false, no 
ode is exe
uted. To re�e
t theinformation that the interpreter failed to exe
ute a pro
ess be
ause the 
ondition g of the awaitstatement evaluated to false, the negated 
ondition 〈¬g〉 is re
orded.4 Dynami
 Symboli
 Exe
ution of Con
urrent Obje
tsThis se
tion presents the rules to a
tually 
ompute the symboli
 values for a given run. Theformulas given in this se
tion very 
losely resemble the rewrite rules of Creol's simulation en-vironment [9℄, de�ned in rewriting logi
 [13℄ and implemented in Maude [3℄. A rewrite rule
t =⇒ t′ may be interpreted as a lo
al transition rule allowing an instan
e of the pattern t in the
on�guration of the rewrite system to evolve into the 
orresponding instan
e of the pattern t′.When auxiliary fun
tions are needed in the semanti
s, these are de�ned in equational logi
, andare evaluated in between the state transitions [13℄. The rules are presented here in a slightlysimpli�ed manner to improve readability.Denote by s the representation of program statements. Let σ = 〈v1 � e1, v2 � e2, . . . vn � en〉 =
〈v�e〉 be a map whi
h re
ords key�value entries v�e, where a variable v is bound to a symboli
value e. The value assigned to key v is a

essed by vσ. For an expression e and a map σ, de�nea parallel substitution operator eσ whi
h repla
es all o

urren
es of every variable v in e withthe expression vσ (if v is in the domain of σ). For simpli
ity, let eσ denote the appli
ation ofthe parallel substitution to every expression in the list e. Furthermore, let the operator σ1 ⊎ σ2
ombine two maps σ1 and σ2 su
h that, when entries with the same key exist in both maps,the entry in σ2 is taken. These operators are de�ned as equations in rewriting logi
 and areevaluated in between the rewrite steps. In the symboli
 state σ, all expanded variable names arebound to symboli
 expressions. However, operations for method 
alls do not 
hange the valueof the symboli
 state, but generate or re
eive messages that are used to 
ommuni
ate a
tualparameter values between the 
alling and re
eiving obje
ts. Similar to the expressions bound tovariables in the symboli
 state σ, the symboli
 representations of these a
tual parameters arebound in a map Θ to the a
tual and unique label value l provided for ea
h method 
all by Creol'soperational semanti
s. Finally, the 
onditions of 
ontrol statements along an exe
ution path are
olle
ted in a list C; the 
on
atenation of a 
ondition c to C is denoted by C ĉ.The 
on�gurations of the rewrite system for dynami
 symboli
 exe
ution are given by s

[

Θ, σ, C
],Report No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Dynami
 Symboli
 Exe
ution of Con
urrent Obje
ts 8
v := e; s

[

Θ, σ, C
]

=⇒ s
[

Θ, σ ⊎ 〈v � (eσ)〉, C
] (assign)

o1

l
⇀ o2.m(e); s

[

Θ, σ, C
]

=⇒ s
[

Θ ⊎ 〈l � eσ〉, σ, C
] (
all)

o1

l
⇁ o2.m(v); s

[

Θ, σ, C
]

=⇒ s
[

Θ, σ ⊎ 〈v � lΘ〉, C
] (bind)

〈g〉; s
[

Θ, σ, C
]

=⇒ s
[

Θ, σ, C 〈̂gσ〉
] (
ond)Figure 2: Rewrite rules for symboli
 exe
ution of Creol statements.where s is a run represented as a sequen
e of statements, Θ and σ are the maps for messagesand symboli
 variable assignments as des
ribed above, and C is the list of 
onditions. Re
allthat the run s (as des
ribed in Se
tion 3.1) is in fa
t generated on the �y by the 
on
rete rewritesystem for Creol exe
uted in parallel with the dynami
 symboli
 exe
ution. Thus, the rules ofthe rewrite system have the form

s
[

Θ, σ, C
]

=⇒ s′
[

Θ′, σ′, C′
]The primed versions are updated results from the exe
ution rule. The rules are given in Figure 2and explained below.Rule assign de�nes the variable updates that are performed for an assignment. All variablesin the right hand side are repla
ed by their 
urrent values in σ, whi
h is then updated by thenew expressions. Note that we do not handle variable de
larations, but work in the runtime-environment. We expe
t that a type 
he
k already happened during 
ompile time and insertvariables into σ the �rst time they appear. A method call as de�ned by Rule 
all emits amessage that re
ords the expressions that are passed to the method. Be
ause of the asyn
hronousbehavior of Creol, the 
all might be re
eived at a later point in the run (or not at all if theexe
ution terminates before the method was sele
ted for exe
ution) by Rule bind, whi
h handlesthe binding of a 
all to a new pro
ess and assigns the symboli
 representation of the a
tualparameter values to the lo
al variables in the new pro
ess. The emission and re
eption of returnvalues are handled similarly to 
all statements and 
all re
eption.Obje
t 
reation is represented as a 
all to the 
onstru
tor method init of the newly 
reatedobje
t. In this 
ase there is no expli
it label for the 
all statement, so the obje
t identi�er is usedto identify the messages to 
all the init and run methods, whi
h are asso
iated to the newstatement. For 
onditionals, the lo
al variables in the 
ondition are repla
ed by their symboli
values (Rule 
ond). This pro
ess is identi
al for the di�erent kinds of 
onditional statements(if, while, await). The statement itself a
ts as a skip statement; it 
hanges no variablesand does not produ
e or 
onsume messages. The resulting expression gσ dire
tly 
hara
terizesthe equivalen
e 
lass of input values that rea
h and ful�ll the 
ondition. The 
onjun
tion of all
onditions found during symboli
 evaluation give the set of input values that 
an perform thatrun. The tool re
ords the 
ondition that evaluated to true during runtime. Therefore, if the

else bran
h of an if statement is entered or a disabled await statement with g approa
hed,the re
orded 
ondition will be ¬g.Report No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Appli
ation to Testing 95 Appli
ation to TestingApproa
hes to test 
ase generation for stru
tural 
overage intend to �nd test sets that performruns in the system for a spe
i�
 
overage 
riterion. Two runs that 
over the same parts ofa system 
an be 
onsidered equivalent. A good test set should maximize the 
overage, whileminimizing the number of equivalent runs in order to avoid super�uous e�orts in exe
uting thetests.The exe
ution of a 
on
urrent system is not fully 
ontrollable through its interfa
e. One andthe same test 
ase 
an lead to arbitrarily di�erent runs on the system under test (SUT). Inpra
ti
e, tools like ConTest [5℄ are used to exe
ute single test 
ases multiple times on the SUTwith di�erent s
hedulings. For the model, on the other hand, it is straightforward to introdu
eadditional variables to resolve the nondeterminism for the sake of examining all possible pathsto build the optimal set of test 
ases. These te
hniques are 
omplementary to the 
omputationshown in this report and should be applied additionally.It is the responsibility of a testing engineer to write test obje
ts (analogous to unit tests) thatset up the system and perform intera
tions that will drive an interesting exe
ution of the system.Presupposing this test s
enario, we enhan
e the 
overage by introdu
ing symboli
 values tS inthe test obje
t and 
ompute new values su
h that new, non-equivalent runs are performed.Constru
ting the Test Set. Dynami
 symboli
 exe
ution on a run gives the set of 
onditions thatare 
ombined to the path 
ondition C =
∧

1≤i≤n
ci (for n 
onditions), 
hara
terizing exa
tly theequivalen
e 
lass of tS that 
an repeat the same exe
ution path. Only one test 
ase that ful�lls

C is required. A new test 
ase is then 
hosen to spe
i�
ally avoid that a parti
ular bran
h istaken by violating the respe
tive ci. To maximize de
ision 
overage (DC), for instan
e, test 
aseshave to be 
reated su
h that for ea
h of the 
onditions ci, there is also a test 
ase that violatesthis 
ondition. The pro
ess of generating new test 
ases ends after all 
ombinations required forthe 
overage 
riteria are explored.In the 
ase of 
on
urrent distributed systems, however, we frequently deal with s
enarios inwhi
h the naive approa
h does not terminate. Most importantly, 
on
urrent systems usually
ontain a
tive obje
ts that do not terminate and thus 
reates an in�nite run. In this 
ase,exe
ution on the model has to be stopped after ex
eeding some threshold (ideally after dete
tinga loop). The 
omputation of the 
ondition 
an be performed as before and will prohibit thesame partial run in future 
omputations. Creol also supports in�nite datatypes. Therefore, fora 
ode sample like while (i > 0) do i := i - 1 end, there is a �nite run for ea
h i,but there are in�nitely many of them. To make sure that the approa
h terminates, an arti�
iallimiting 
ondition has to be introdu
ed, e.g., by 
reating an equivalen
e 
lass for all i greaterthan a 
onstant k.Running a Test Case. A test 
ase as generated in this report is used to test implementationsof 
on
urrent systems by 
he
king if the implementation under test 
omplies to the model asdes
ribed in previous work [1℄. The test exe
ution approa
h of that report handles the di�
ultiesReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Examples 10of testing a 
on
urrent system by de�ning a set of a
tions and events that are used to 
ontrolthe implementation as well as the model, and to monitor the behavior of the implementation. Sofar the exe
ution has not been monitored online, rather a log is generated that has been veri�edby using the model. A run of the implementation is 
onsidered su

essful if the model is able toreprodu
e the run.The model is a dire
t spe
i�
ation of the implementation, and both systems share their internal
ontrol stru
ture. Test 
ases optimized for stru
tural 
overage in the model will therefore alsoimprove the stru
tural 
overage in the implementation.6 ExamplesThis se
tion shows the feasibility of the approa
h by means of two examples: The peer to peerexample presents the exploration of existing test 
ases with respe
t to 
overage, during whi
han important spe
ial 
ase was dis
overed. The se
ond example demonstrates how to derive newtest 
ases on example of the ASK system, an industrial 
ase study.The dynami
 symboli
 interpreter allows to identify variables that are treated as normal variablesfor the 
on
rete run, and as a symboli
 value for the dynami
 symboli
 exe
ution. These variablesare identi�ed by a spe
ial naming s
heme, here denoted by the subs
ript S . This enables the�exible monitoring of symboli
 values of variables at any arbitrary level in the 
ode. This is in
ontrast to PEX [15℄ whi
h uses parameterized unit tests.6.1 Peer to PeerA peer to peer system 
onne
ts several 
oequal 
omponents (peers) with the aim to share databetween them. Ea
h peer works both as 
lient and as server holding lo
al �les. A 
lient 
ansear
h the network to �nd the lo
ation of a �le, 
onne
t to the respe
tive server and downloadthe do
ument. Communi
ation between the 
omponents is established via 
hannels. We usea sophisti
ated model des
ribing su
h a system, whi
h is stems from the CREDO proje
t todemonstrate various te
hniques for modeling of distributed systems. It 
onsists of 23 
lasses (notshown in this report due to la
k of spa
e) and already 
omes with a small set of test 
ases thatmodel a net 
onsisting of three nodes with some �les ea
h. User intera
tion is modeled by a 
lass
Tester that 
ommuni
ates with one of the Peers and simulates 
ommuni
ation from the userinterfa
e. In the following example, Class Tester models an intera
tion sequen
e where theuser sear
hes for a �le do
ument named "f1" and the result is stored in the variable reply.1 class Tester(cl :Client, b :Peer) contracts User2 begin3 var reply :Data4 op run == await cl.search("f1";reply)5 endReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Examples 11Symboli
 evaluation is used to 
he
k the paths this test 
ase 
reates by repla
ing the 
onstant
"f1" by reqkeyS, with the e�e
t that the assignment in Line 6 is only exe
uted to generatethe 
on
rete run, the symboli
 exe
ution passes the symboli
 value reqkeyS to the method
cl.search.1 class Tester_new(cl :Client, b :Peer) contracts User2 begin3 var reply :Data4 op run ==5 var reqkeyS :Data;6 reqkeyS := "f1" ;7 await cl.search(reqkeyS;reply)8 endRunning our tool on the example gives us two de
isions that depend on reqkeyS:
{"ifthenelse" : not( in(reqkeyS, ["f2"])) }
{"ifthenelse" : in( reqkeyS, ["f1"]) }The 
alled server 
onta
ts its peers and 
he
ks the stored list of �les if "f1" is present. The�rst server does not 
ontain the key "f1" but �le "f2" only. (Condition 1), but a 
he
k at these
ond server is su

essful (Condition 2). Examination of all prede�ned test 
ases showed thatthis pattern repeats for ea
h test 
ase. For proper 
overage we are interested in 
on
rete valuesof reqkeyS not satisfying the already taken de
isions. In our example this means that we needa value exe
uting a path that does not end in �nding a �le. Hen
e, a new 
on
rete value (e.g.

"f0") that is not 
ontained in any of the three servers was assigned to reqkeyS, what led tothe following path 
ondition:
{"ifthenelse" : not(in(reqkeyS,["f2"])) }
{"ifthenelse" : not(in(reqkeyS,["f1"])) }
{"ifthenelse" : not(in(reqkeyS,["f1", "f2", "f3"])) }This new test 
ase represents the important 
ase that ensures that all servers are 
onta
ted andthe 
lient performs properly even if no �le was found.6.2 The ASK SystemASK is an industrial software system for 
onne
ting and organizing people, developed by the re-sear
h 
ompany Almende and marketed by ASK Community Systems. The ASK system providesme
hanisms for mat
hing users requiring information or servi
es with potential suppliers and isused by various organizations for appli
ations like workfor
e planning and emergen
y response.The number of people 
onne
ted varies from several hundred to several thousands.A Creol referen
e model for ASK systems has been developed by Almende [1℄. The ASK system
onsists of a number of 
omponents to re
eive and pro
ess requests. Ea
h of these 
omponentsis itself multi-threaded. The threads inside a 
omponent a
t as workers in a thread pool, theReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Examples 121 op createThreads ==2 var amountToCreate : Int;3 var idlethreads : Int:= threads −busythreads;4 await ((threads< maxthreads)5 ∧ ((idlethreads −tasks)< (threads/ 2)));6 amountToCreate:= tasks −idlethreads +(threads/ 2);7 if (amountToCreate > (maxthreads−threads)) then8 amountToCreate:= maxthreads−threads;9 end;10 if (amountToCreate > 0) then11 await threadpool.createThreads(amountToCreate);12 end;13 createThreads();Figure 3: Model of thread pool balan
ing 
ode in the ASK system. The �elds threads,
idlethreads and tasks are updated by outside method 
alls, so the 
onditions in the awaitstatements 
an be
ome true.exe
uting tasks are put into a 
omponent-wide shared task queue. A balan
er is used to 
reateand destroy worker threads depending on a given maximal number of threads, the 
urrentlyexisting number of threads and on the number of remaining tasks. Figure 3 shows one 
entralpart of this balan
ing task: the tail-re
ursive method createThreads. This method and itsopponent in the model, killThreads, are responsible for 
reating and killing threads whenappropriate. The balan
er is initialized with the symboli
 value maxthreadsS, the maximumnumber of threads that are allowed in the thread pool. Inside the balan
er, the lo
al variable
maxthreads is then set to maxthreadsS + 1 to a

ount for the balan
er thread itself, whi
halso runs inside the thread pool. The balan
er has a

ess to the number of threads that area
tive (threads), the number of threads that are pro
essing some task (busythreads), andthe number of tasks that are waiting to be assigned to a worker thread (tasks).The await statement in Line 4 suspends the pro
ess if it is not ne
essary to 
reate further workerthreads, i.e. if the maximal number of threads is already rea
hed or half of the threads are withouta task (they are neither pro
essing a task, nor is there a task open for pro
essing). The ifstatement in Line 7 makes sure there are not more tasks 
reated than allowed by maxthreads.Finally, the thread pool is ordered to 
reate the required numbers of threads in Line 11.We instantiate the model with a �xed number of tasks (10 in our example) and with a variablemaximum of threads maxthreadsS, with the goal of �nding di�erent values for maxthreadsSto optimize the 
overage of the 
ode in Figure 3. In the following, we show only the relevantparts of the 
al
ulated path 
onditions, leaving out 
onditions pertaining to other parts of themodel (killThreads, the thread 
reation 
ode inside threadpool, et
.).For a �rst run we 
hoose maxthreadsS==0. Dynami
 symboli
 exe
ution with this startingvalue results in the path 
ondition:
{"disabled await" : not( 1< (maxthreadsS +1) & true) }After a little simpli�
ation it be
omes 
lear that the path was taken be
ause 0 >= maxthreadsS.Report No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au



Con
lusions 13Any other start value will lead to a di�erent run. A start value maxthreadsS==15 generates
{"enabled await" : (1< (maxthreadsS +1) & true) }
{"ifthenelse" : not(10 > maxthreadsS ) }The number 10 re�e
ts the number of tasks we 
reated. The path 
ondition re�e
ts that allinputs with maxthreadsS >= 10 lead to the same path be
ause in ea
h 
ase only the numberof threads is 
reated, whi
h is 10 due to the 10 tasks with whi
h the model was initialized. Thereis no 
ondition for the if in Line 10 be
ause the amount to 
reate does not ex
eed maxthreadsSand therefore is not dependent on it. A third run, 
reated with maxthreadsS==5, results in
{"disabled await" : (1< (maxthreadsS +1) & true) }
{"ifthenelse" : 10 > maxthreadsS }
{"ifthenelse" : maxthreadsS > 0 }In this test 
ase the amount of tasks to 
reate ex
eeded the maximal allowed number of tasks andtherefore was re
omputed in Line 8. The new value depends on maxthreadsS, whi
h 
ausesthe if statement in Line 10 to 
ontribute to the path 
ondition. The new path 
ondition doesnot further divide the input spa
e, so the maximal possible 
overage a

ording to the 
hosen
overage 
riterion is rea
hed.7 Con
lusionsThe main 
ontribution of this work is the novel extension of dynami
 symboli
 exe
ution tonon-trivial distributed and 
on
urrent obje
t models. This has been a
hieved by exploitingthe properties of the Creol modeling language; in parti
ular lo
al s
heduling 
ontrol of thepro
esses and stri
t en
apsulation of the obje
t state. This report demonstrates how dynami
symboli
 exe
ution, 
ombined with the exe
utable ar
hite
tural models of Creol, 
an be used tosystemati
ally derive interesting test 
ases, while avoiding the 
ombinatorial explosion inherentin distributed 
on
urrent systems. Our approa
h has been formalized in rewriting logi
 andimplemented in Maude. A peer to peer example and an industrial 
ase study of an agent systemserve to illustrate the te
hnique.The 
urrent version of the tool reports the equivalen
e 
lasses to the user, but does not auto-mati
ally sele
t and exe
ute new test runs. Immediate future work will be an automation of thispro
ess by means of 
onstraint solving te
hniques. Others have shown that this is feasible inpra
ti
e, e.g. in [15℄.Dynami
 symboli
 exe
ution, as presented in this report, should be appli
able to other obje
t-oriented languages with 
on
urren
y by enfor
ing serialization of pro
esses in the obje
t as well asstri
t en
apsulation. In a multi-threaded 
on
urren
y model as found in Java, dynami
 symboli
exe
ution 
ould in prin
iple be a
hieved by de
laring all methods as syn
hronized and all �eldsas private. However, su
h severe restri
tions seem undesirable. It would be interesting if lighterReport No. 408, Mar
h 18, 2009 UNU-IIST, P.O. Box 3058, Ma
au
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