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Abstract

A set-theoretic formalismAOG, is introduced to support automated verification of pointer progr&os.
targets pointer reasoning for source programs before compildateréfore removal of field names).
Pointer structures are represented as object graphs instead of Hesqis property inAOG is a rela-
tion between object graphs and name assignments of program variatdespexifications result from
composing propertie®OG extends Separation Logic’s compositions of address-disjoint sepacating
junction to more restrictive compositions with different disjointness conditithesextension is shown
to be strict when fixpoints are present. A composition that is a “unique deusitigm” decomposes any
given graph uniquely into two parts. An example is the separation betweaotihgarbage and garbage
parts of memory. Althoug®OGis in general undecidable, it is used to define the semantics of specific
decidable logics that support automated program verification of speqgifidagies of pointer structure.
One logic studied in this paper describes pointer variables located on multipléepbinked lists. The
logic contains quantifiers and fixpoints but is nonetheless decidable; ipiedo the example of in-
place list reversal for automated verification. The Schorr-Waite markguayithm is also considered.
The technique of unique decomposition is particularly useful for estabdjshims of such logics.
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Introduction 1

1 Introduction

In the standard approach of Formal Methods, in order to achieve atatse programs the program-
mer is expected to specify and verify code. Even aided by automationxdonme in the context of

Hoare’s verifying compiler [19], that is a challenging task requiring etige not normally attributed to

programmers. Is it inevitable for accountable programs?

In this paper an alternative approach is considered, in which the pnogeais expected to know enough
about the properties of the program to be able to issue (meta-level) gaittaasmart type checker that
consequently uses library routines to check properties of the progrhat.géneral idea has been con-
sidered by Chen [11]. Here we concentrate on the case of prograhactian mutable data structures,
and support the programmer by considering the design of useful sbkgted properties for which there
is a decision procedure that can as a result be incorporated in a smawxthgpker performing static
analysis.

Suppose the programmer is occupied with a program involving pointers -thasit is to perform in-
place list reversal. Some of the most common errors in pointer programedatexito incorrectly ordered
pointer assignments; yet common type systems do not detect such erowvevet, if the programmer
can identify the overall topology of the pointer structures (of which thgmmer is normally aware),
the compiler will be able to perform in-depth verification to identify or confirra #ibsence of such
errors.

Now, in this case the programmer is fully aware that all pointer programhblasare located on parallel
lists and should be free of loops and aliasing. That knowledge is notitegloy the standard C or
Java type systems; but it could be. The programmer seeks confirmatibpdihir variables are indeed
constrained in parallel lists and free of loops and aliasing) and also thalbjeots are lost as a result
of pointer assignments. If those properties are formalised as annotaée@ims, the standard two-line
program for in-place list reversal becomes

inv ParLists(a) in
y:=null; z:=null;
inv NoMemoryLeak in
while (X# null) do (z:=x.a; x.a:=Yy; y:=X; X:=2).

In real applications, pointer structures have diversified overall tgiesosuch as parallel lists, rings,
trees and even general graphs. With some assistance from the ptogdemtify the overall topology, a
compiler can perform much more precise analysis. Naturally the applicatiogsagpmer is not expected
to write the routines invoked by the compiler. That is the task of the systemsapnager who in turn
is not expected to establish decision procedures for properties ofgntditeat is our task. The present
paper makes a start.

What support is already available for the programmer, and what more tmégbkpected? Currently
the most popular tool for reasoning about pointers is Separation Lobjc[23, 24]. At the level of
explicit memory locations, spatial conjunction provides an expressivepeguivalent to a second-order
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Abstract Object Graphs 2

logic, as shown by Kuncak and Rinard [20]; indeed there it is showrthigaaddition of (unrestricted)
spatial conjunction to a decidable logic can lead to an undecidable logic.t@oating support for the
programmer to reason about pointers using SL must be done carefullysW@cess, due to Calcagno,
Yang and O'Hearn [5], is the decidability of a quantifier-free languagetaining separating conjunction
and its adjoint, for expressing shape of pointer structures (withouteptiep of data). Another is a
custom-crafted logic, due to Rakan@mBingham and Hu [26], with a decision procedure for verification
of heap-manipulation programs (for further work, see the literatureweni§26]); the kinds of property
decided include reachability (a node reachable from the root initially is akschable from the root on
termination — referred to above HsMemoryLeak), cyclicity, acyclicity and double-linkedness of a list.
Further work is mentioned in Section 5. We conclude that there is scopeefdietiign of logics that at
once express properties of interest concerning shape, and éaliec

The approach taken here is to consider a range of such spatial logmst-tAeoretic formalismAOG,
(for Abstract Object Graphds given in which pointer structures are represented, like severabll@mms
studied by the denotational and algebraic-semantic community (for detailSextien 5) as object
graphs (with the presence of pre-compilation field names). Unlike thos&fisms that directly manip-
ulate individual graphs%0Ghandlessetsof object graphs. That facilitates a higher level of abstraction by
constraining only certain areas of the pointer structure (allowing otheesrtain flexible) AOG contains
‘properties’ and ‘constructs’. Each property describes a set jgicblyraphs (under certain node-name
assignment to variables). Constructs combine properties to generateopbrstisated properties, and
include the fixpoint operator to express transitively-closed compositibme.examples provided to il-
lustrate its application: in-place list reversal (as above), and the Séaite marking algorithm. Both
are standards and so facilitate comparison of our approach with thateséoth

2 Abstract Object Graphs

A graph is a finite set of edges, each a triple containing a source nhame| adabe and a target name.
An object graphis a graph whose nodes represent objects and whose directed aldgesa(ledabely
represent fields. The label of an edge in every object is uniquectiatighe fact that the object stored
at each field is unique.

Such graph-based representation reflects the states taken by highdbd® languages such as Java
before compilation The heap representation of SL, on the other hand, reflects the pdintetuses
after compilation An object is stored in a heap using pointer arithmetic: the first field is stdrad a
addressx and other fields are stored following &1, x+2, ---. The figure below (from our earlier
paper [10]) compares the object graph and heap of two mutually refedenbjectsx andy. Heap
representation naturally includes pointer arithmetic, although many decidalitaginents are free of
pointer arithmetici(e. by assuming that each object has exactly two values and only the startirgadd
is accessible); see for example those due to Calcagno, Gardner and 4agnd Calcagno, Yang and
O’Hearn [5]. Arithmetic relations between numeric labels can always bedattdobject graphs.
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EachAOGproperty is a relation between name assignments of the pointer variadlea¢h is a mapping
from variables to node names) and object graphs. This is very similar t@l®se formulae correspond
essentially to relations between name assignméetstacks) and heaps.

2.1 Definitions

Let N={a,b,c,a;,---} be a countably infinite set afamesand X={x,y,z,x;,---} be a countably
infinite set (disjoint fromN) of variables Let the symbolsu,v,w,us,--- denoteatoms each either a
name or a variable, and := NUX be the set of all atoms. Aedgeis a triple (a,b,c) of names where
a is called the sourceh the label andc the target. Arobject graph denotedG,H, G, --, is a set of
edges such that for a(la, b,c) and (a,b,d) in the set, we have=d. Let G denote the set of all object
graphs. An (atom) assignment functienA — N maps variables to names, fixing namesga) =a for
everya:N.

A property(denotedP, Q, Py, - - -) is a binary relation between an assignment and an object graph, while a
compositiondenotedr, s, r1, - - -) corresponds to a triadic relation between an assignment and two object
graphs.

Let T denote the largest propertyt (€,G) is true for everye:A—N and GeG. Let u=v denote
variable equality: (u=V)(e,G) iff £(u)=¢(v). For example,a=a equalsT. Let u—w denote the
edge property:(u—w)(g,G) iff G={(g(u),e(v),e(w))}. The empty-graph propertg(e,G) is true
iff G={}. If P and Q are properties and is a composition, the following constructs exhaust all
properties:

-P|PVQ|PrQ|P/Q|P\\Q|3xP|PLQ.

The complement property:P(g,G) is true iff P(g,G) is not true, and(PV Q)(g,G) is true iff either
P(g,G) or Q(g,G) is true. The merge operat¢P r Q) (g, G) is true iff there existG1, G, € G such that
G=G1UG; and P(g,G1), Q(g,G2) andr(g,G1,Gp) are true. It merges therelated graphs froniP
and Q as union collection of edges under the same assignment. The left weadeinfer characterised
with a Galois connection, is the weakest propextysuch thatX r Q C P. The right weak inverse of
r is the weakesX such thatQ r X C P. The existential quantifie(3x- P)(g,G) is true iff there exist
aeN and¢' =et{x+— a} such thatP(¢/,G) is true (where T {x— a} overwritese to take the valua
atx). The fixpoint recursiorP [, Q is the transitive closureP; Q := \/, POXQ whereP0Q := P
andPOK1Q := (POKQ) rQ.

To ensure that any composition of two properties is still a property, evdation must imply the
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Abstract Object Graphs 4

largest edge disjointness compositierwhere x(¢,G,H) is true iff there do not exista,b,c) €G and
(a,b,d) eH with the same source and label. Compositions can be constructed as follows:

PxQ|T|rus|r|x

where the Cartesian produ@® x Q)(g,G,H) is true iff P(g,G), Q(g,H) and x(¢,G,H) are true. The
complement composition(e, G,H) is true iff r(e,G,H) is not true butx(e,G,H) is true. The union
composition(r Us)(g,G,H) is true iff eitherr(e,G,H) or s(¢,G,H) is true. The hiding(r|x)(¢,G,H)
is true iff there existae N and &' =et{x— a} such thatr(¢/,G,H) is true.

The following proposition guarantees the closure of the space of firepére. the soundness #0G).

Proposition 1 Every composition r in AOG is a sub-relation-gfand every merge P r Q of properties
P and Q with composition r is again a property.

2.2 Simple examples

Let L := =T be the false property. We shall ugenQ := —~(=PV —-Q) andrNs := TUS to repre-
sent conjunction and intersection respectively and iétdenote the propertyT r T). Let P? denote
P x P. A (syntactical) graph is the merge of a finite number of edge propertigsexample, the prop-

erty (alﬂcl) * (azgcz) allows only a graph containing exactly the two edges. However, the merge
(ag C) * (a—b> d) is equal to_L, since the two sides have edges sharing the same source and label.

Let P" := P« T denote the arbitrary extension Bf For example, the properl(yalﬁcl)T A (azﬁcz)T
allows just graphs containing at least the two edges. We use shofthang := 3z- (x—z>y) to denote an
edge with source and targey, cyc:= 3x- (x—X) to denote a cyclic edge, aratyc:= (e —e) A —CyC
to denote an acyclic edge (with the obvious extension of bullets to sourdeargets!). Leacyda) de-
note an acyclic edge with label A name is anodeif it is either a source or a targetoddv) :=
(vHe)l v (ev) .

The operators ofOG satisfy various algebraic laws, most of which can be found in [9]. Fampte,

the propertiesT, L, v, A, - and 3 satisfy the formation of a Boolean complete lattice and the laws
of predicate calculus; so do the operaters.?, U, N, () and|. The top composition is = T2 which
relation contains all other compositions. The bottom compositiéidsL x P=P x L. The restrictions
imposed by the propertieB and Q in a compositionP r Q can be integrated into the composition:
PrQ=[rn(PxQ]) as a Cartesian product. Compositions distribute over set urfofr:us) Q =
(PrQ)Vv(PsQ and hiding: [r|x] = 3x- [r]. BothPand(P O, Q) r Q are included (as sub-relations)
in the fixpointP O, Q. Other distributivity laws of the Cartesian product are listed below:
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Abstract Object Graphs 5

Law 1 (Pl\/Pz)XQ: (Ple)U(szQ)
Px(Qi1VQz) = (PxQ1) U (PxQy)

)
)
) (PLx Q1) N (P2xQ2) = (PLAP) x (Q1AQ2)
)
)

PxQ = (-PxT)U(Tx-Q)

AOG extends SL without pointer arithmetic and is thus undecidable [4]. In Se®iansl 4 we use it to
define specific logics that support automated verification of certain pgirtgrams.

2.3 Useful compositions

AOG properties can be combined into more sophisticated properties using vesiop®sitions. A com-
position is a triadic relation among name assignments, left properties and nogierles. The resulting
property relates name assignments with the mergedbly set union) object graphs from the left and
right properties respectively (under the same name assignment). Noti¢edlst union of two object
graphs may not necessarily be an object graph. Thus certain congisteatks must be performed be-
fore the merge. In graph-based representation, SL's address tlisgsrcorresponds to the condition that
requires the object graphs not to contain edges sharing the same andrlzdel. Besides SL's spatial
conjunction, there exist many different useful compositions that satigyctndition. When fixpoints
are present, having multiple different compositions is strictly more expeeisan having only spatial
conjunction.

Novel user-defined compositions, other than separating conjunctiorhecareated imMOG using op-
erators like union, complement and quantifiers. In some se¥X&js like a ‘dynamic SL’ similar to
dynamic modal logic and the technique of parallel-by-merge from HoarélarsdUTP [17]. We intend

to create various binary relations between graphs for two reasonsfirghis to build up the level of
abstraction so that hiding (by quantifiers) is applied at the right placessétond is to create advanced
operators that hold desirable properties and lead to better compositionalégsafning. For example,
two graphs are related by := —((x— )" x (e >x) "|x) if the first graph has no source as a target of
the second. The following table lists some useful compositions.

(2% ?2X) [(x>=0)T (e 5X)T =((x>e)T) ~((ex)T)
(xZe)l @ S) v 3
(oe5x)T = ) c Y

~(x>e))| T S 12 12

“((e5x)T)| & s 12 12

The following table lists different important combinations of the above binglations.

(a) (b) (©) (d) (e) ()
(@nonens) (@na) (enTY) (eNs) (eNan¥) (enen9)
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Abstract Object Graphs 6

For example, the compositioacyc (oﬂgm?)) acyc requires that the distinct acyclic edges form a
loop. Note that all compositions imply the source-label disjointness condittmms 8cyc (® N V) acyc
will require the two source-sharing edges to have different labelsfdllogving figure (again from [10])
demonstrates that the created binary relations can be used to combine twt disyitiic edges in all
possible layouts (to within obvious symmetry).

ITAVAOO

(a) (b) (c (e) ()

Here, the propertycycis abstract, having no free variables. Similar structures can be speciftdifin
the source, label and target of the edges are observable from tideagdree variables with inequalities
between them and existential quantifiers applied outside.

2.4 List, parallel lists and reachability

In practice, we often reason about deadendstargets without outgoing edges) and deadhelaglspurces
without incoming edges). For example, to extend a list, we may add an edgectodiier symmetrically
to the head) of the list so that the deadend of the list meets the source ofjtheFedmally, a node is

a deadend if it is the unique non-source target:

de(v) == =3x- (e 2x) T A=(x>e)" AXH£V)

wherex is a fresh variable different from That definition stipulates that there does not exist a node
different thanv such thatx is the target of some edge but not the source of any edge. Dead et
unique non-target source:

dh(v) := =3x- (=(e>X) T A (X e)T A XA£V).

Let o := 3x- (de(x) x dh(x)) denote the composition that joins, under some assignment, the deadend of
one graph with the deadhead of another; if either the deadend or thieedebdoes not existe.g.in &
andcycetc.), therv behaves the same as

The concatenation relation between two list segments can be defined asstha@xof a common join
point as the deadend of the LHS and the deadhead of the RHS, and #is tHrthe RHS cannot reach
into the sources of the LHSx := (© N ¢). This binary relation is associative. For example, a list of
length four is defined:

acy¢ := acyc > acyc b acyc < acyc.

Because separating conjunction does not insist on the RHS not reataiige LHS, in SL that property
would require “enough inequalities” [1] between variables in conjunctigréeent edges from forming
a cycle. Those variables are then hidden with the same number of existeatigifigrs at the outermost
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Abstract Object Graphs 7

layer of the formula. The existential hiding in our representation is appliealypenaking the repre-
sentation more abstract. Using separating conjungtigmote that exactly four edges should be spatially
conjoined with a designated label):

acyqa)® = IxyXoXaXaXs - (X1 Xo) * (X2 > Xa) * (X3 Xa) * (Xa—>X5) A A% #X.

Without the inequalities, the list could form a cycle wa The definition using= is arguably more
abstract and simpler than the corresponding expression usingL. The hiding of the outermost free
variables reflects the fact that the compositieris not abstract enough. This problem becomes more
significant when fixpoints are present.

Let us first define a general property on lists comprising recursi¥elyoncatenated acyclic edges:
list ;= @ 0. acyc which can be comprehended as a universal disjunction:

list = @ v acycv (acyciacyQ V ---.

The definition is so general that it contains no names or free variablest getisnentlist(u,v) from
some atonu to another atonv is simply defined:

list(u,v) := (listAdh(u) Ade&Vv)) V (U=VA D).
However, the following two properties are very different:
list(u,v) x list(v,w) and list(u,v) © list(v,w).

The property on the left connects a list segment fioto v with a list segment fronv to w, but the
merge operator does not disallow the formation of a loop frwninto some intermediate node in the
list segment fromu to v; while the property on the right not only links them but also disallows the end
nodew to reach any nodes betweearandv (hence forming a longer list segment). All free variables
can be avoided using ther composition:list x list = list. It is impossible to connect two general list
segments to form a longer segment in SL, as this would require an unlboodwer of free variables

to be placed in inequalities and existentially quantified. Thus the mechanismate oewv compositions

is strictly more expressive than SL's separating conjunction when exddndeclude fixpoints, as done
by Sims [31].

Although separating conjunction is not abstract enough for merging kigheets, it is just right for
forming multiple parallel lists which meet only at the enplists := @ [, list. A node u can reach
another nodev if there exists a pathi.g. list) from u to v: reachu,v) := list(u,v)". Graphs reach-
able from a nodev form a property such that no node in the graph is not path-reachabte vr
reachablév) := - 3x-(noddx) A —reach(v,x)) where x is a fresh variable. Unlike the extension
of SL with fixpoints, the general reachability property here does notiigethe concrete local pointer
structure.

General reachability can be used to define the decomposition betweemtibggand non-garbage parts
of memory. The garbage part contains all edges whose sourcestaeaciwable from a given root node,
which represents the access point of the memory; the non-garbageptains all edges reachable from
the root. The relation between non-garbage and garbage is defined:

<y = &N (reachablgv) x = (v->e)").
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The following figure illustrates the garbage-non-garbage decomposition.

a a ®

K T

non-garbage garbage

For more program variables, - - - , x,, we define reachability from all of them:
<xx, = O N (reachabléx;)  --- % reachabléx,) x Al —(x —e)T).

The reachable part from multiple variables are mergeable, and the ggrhagmust not contain these
variables as sources.

2.5 Unique decomposition

The formation of new compositions leads to the important concept of ‘unigaendpositions’ [9]. A
composition is ainique decompositioifithe decomposition of any graph into sub-graphs related by the
relation is unique. It has been shown that this condition corresponds wwotienctivity law [9]. A
typical example is the separation between non-garbage and garb&gefithe memory. A logic using
only unique decompositions behaves well compositionally, satisfying strarsg Fthough spatial con-
junction is not a unique decomposition, if one of its arguments is fixed as@sprpredicate’, as defined
by O’Hearn, Reynolds and Yang [24], then it is essentially strengthee@ unique decomposition.

Any given graph’s decomposition into a non-garbage part (reacfalnlesome node) and a garbage part
is unique. Another simple example of unique decomposition is the separatioedreasiges labeled as
a and those with other labels:

H#a = (—Eix‘(oln)T/\X;é a) Xﬁ(oio)T.

The following figure illustrates how a graph is uniquely decomposed into tws.pa

T

o—2se

Defl Acompositionris ainigue decompositioififor any assignment and object graphs G5',H,H’
such that GJH = G'UH’ and both ¢,G,H) and r(¢,G,H’) and true, we have &G’ and H=H’.
The relation is &ull unique decompositiofor fud), if in addition it satisfiegr] = T.
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Logic-Based Automated Verification I: List Reversal 9

The false compositiorx is a unique decomposition (but not a fud). The intersection of two unique
decompositions is also a unique decomposition. Any unique decomposittan be transformed into
the fudr U (=[r] x @) (recall that[r ] is defined to béT r T)).

A fud is always “passive and transparent” in the sense that it distrilowesall connectives and quanti-
fiers, while a normal composition like distributes over only disjunction and existential quantification.
Here we list only laws specific to fuds

Law2 (1) |rns = =|rNs|
(2) rnsiNsy| = [rNsy| A [rNs|

A precise predicateorresponds, idOG, to a property (€, G) such that for any assignmeatis related

to a unique object grapls. Let Py, Qo,--- denote precise predicates. For example, the empty-graph
property is precise, so is any edge property. The composition of twésprpoedicates is either or a
precise predicate of the merged graph.

A non-fud relation may be used in a context in which it essentially corredgptuna fud (strengthened by
its arguments). The disjointness relatiens not a fud, but if either of its arguments is precise and not
an empty-graph property, and the other argument does not containkitpeaph, then it becomes a fud:
<p, = (PoV@)x—P, . The arbitrary graph extensioR] is representable as@ <p, T (or equally

as Py <p, T). This suggests that compositions of precise predicates {amae special cases of unique
decompositions. Althougk itself is not a fud, it corresponds to a fud in the context of lists:

< = (©@Nonlistxacyg U (—listx @) U (& x ).

3 Logic-Based Automated Verification I: List Reversal

3.1 Logic for parallel lists

Many pointer algorithms such as in-place list reversal maintain an overalbiipal structure of several
linked lists meeting at the deadend null. To check this invariant propertynaiter must eliminate all
pointer alias and pointer loops.

The in-place list reversal algorithm uses three pointer variables. Eatelisan object graph. We assume
that the pointer variables always point to objects that contain adielld each state of the program, the
a-edges reachable from the variables form parallel lists sharing thedéaull. Other nora fields can
form arbitrary pointer structures. Each state may also contain arbitrerage

Letx, y andz be the pointer variables used in the program. The following function mapsksioape of
parallel lists to a property of program state:

UP) = ((PAplistshde(null)) #, T) <x T
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where X={x,y,z} . The following figure shows how a graph is uniquely decomposeekhy, and
then #.

) a ! ) a ’ )
y‘,o L .ZN Yo—4->e2 y}. ° zx
X, % V. = | Xg 4 #a Yo c <KX, V,7 V.
Xo e/bf° k‘o null ) .QLQ

garbage

Notice that the definitior?(P) contains quantifiers, fixpoints and compositions likeand <y ,. Al-
thoughAOG containing these is not decidable, the logic for parallel lists is much more tlac@ice we
have established the laws of the logic, we can then forget about the defiaittbuse the logic directly.

The function¢(P) satisfies some elegant distributivity laws, which are conveniently provied tise
laws of unique decomposition.

Law3 (1) 6(=P) = —£(P) A ¢(T)
(2) {(PLV P2) = £(P1) V £(Py)
(3) £(PL A P2) = £(P1) A L(P2).

The syntax of the logic for parallel lists is:

Xi=x|y|x|-]z
V= null | X
Lu=tue| VLV | ~L [LVL | L*L|3X-L

where X is finite, null is the deadend of all linked lists, atrde := ¢(T). The interesting property
u-L v describes the distance from atamto atomv on the parallel lists and should not be confused with

the edge property. The skis a set of natural numbers. For example, the proplei{tgys}y states that
the variablesx andy are on the same linkeatlist, and we have eithex.a=y or x.a.a=y. If the two

variables are not on the same linked list, we wv&fe“ﬁy, or x—v for short (a similar shorthand applies
to other singleton sets). If the distance between the two variables on the sa&elist is unknown,

their relation is represented aéo’—oi)y or x—y for short. Atom equality is captured with v (or
v u):

udvi= L(u=vV)

uv = £(acy@ Adh(u) Ade(V))

u>v = ¢(-reachx,v)).

For example, the full object graph in the previous figure satisfies theegsop

(x5 null Ay-Sz5null A xS y)

where xSy = X SyAy-SX.
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The definitions of disjunction, conjunction and quantification in the logic arestdme as inAOG.
Negation in the logic must be enforced bye: ~P := —PAtrue. False is the negation of true:

false:= ~true= L =u-2v. The propositional laws fov and ~ are established using the laws of fuds.

. . .. . ul
Set union of corresponds to logical disjunctiomn: Wy —uls V\/u—>V intersection to conjunction, and

complement to negatioru[ Py~ (ul>v). The distances between atoms satisfy simple arithmetic

laws. Every atom inXU{null} can reach the end node null. Any distance ranges wi@jr] (an
interval including). The distance sets are addable. The deadend null does not rganbranull
variable.

Law 4 (1 u—>nu|| = true

(1)
(2) u2ly = true

B uBvAviw= u™"w
(4) u2null v null S u = true

The above laws, as propertiesplfsts, eliminate negation and transform any formula without quantifiers
to a disjunctive or conjunctive normal form. To handle quantifiers, wel mesonstructive normal form:

ViM; chain(Xij, lijz, - Xijk, lijk, Xi) )

where [ denotes universal separating conjunctiéndepends on and j, each X or X denotes

a non-empty set of aliased pointer variables, eaghis either {n} or [n,0) wheren>0, and the
deadend node null is always in eveXy. Each propertychain(Ys, lq, - -+, Yk, Ik, Yk+1) describes a linked
list with k segments. All pointer variables in eath (1<t <k+1) are equal and aliased. The head of
the list is referenced by all pointer variables¥p. The list ends at the node ndllvi. 1. All variables in
Yi.1 are equal to null. Chains are defined as follows:

Chair(Ylu |l7 T 7Yk7 Ikak-‘rl) = /\t<k /\U UEY S VVEY 11 u_>u _>V \/

where we assume nulYi, 1. The definition implies that two pointer variables are aliased iff they are
in the sameY;. Parallel chains conjoined by imply disjointness between variable sets from different
chains except for the endnode.

For example, if there are only two pointer variableandy, the propertytrue can be decomposed to a
constructive normal form with seven disjuncts:

true = chain({x},1",{y},1* {null}) v chain({y}, 17, {x},1", {null})

v chain({x},1%,{null}) x chain({y},17,{null})
v chain({x},1",{y,null}) v chain({y},1",{x,null})
v chain({x,y},1",{null}) v chain({x,y,null }).

Note that the normal form is not unique: each rafieo) can be further decomposed infd } U [2, ).
However each property has a simplest normal form.
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3.2 Normal form reduction

Every property can be transformed to the normal form (1). To show Wasneed laws to eliminate
negations, conjunctions, quantifiers and separating conjunction. €kmps laws are already capable
of removing negations and conjunctions. Two chains

c; := chain(Xy,l1,..., X, Ik, X) and ¢ = chain(Xj,lg,.... X/, 1{,X")

conjoined with separating conjunction is false iff some variable sets from thehains are not disjoint.
However, if they are indeed disjoint, then they do not reach each other:

C1%C2 = QACAAyeiyuun Ayelju-uyf yey.
The following laws help eliminate quantifiers.

Law 5 (1) 3x-chain(Xg,lq,-- -, X, Ik, X)
= chain(Xg,l1,--, X\ {x} i, X 6 X) (xeX; # {x})
(2) Ix-chain(Xg, 1, -, i, {x}, lit1,, - X, Ik, X)
= chain(Xg,l1,---, X, li +liga, Xit1, -+, X, Ik, X)
(3) HX-Chair(Xl,h_,--' ,Xk,lk,XU{X}) = chain(Xl,Il,--~ ,Xk,|k,X\{X}).

Theorem 1 (Normal form and validity) Every property in the logic is semantically equal to a property
in constructive normal form, and validity of the normal form is decidable.

3.3 Automated program verification

We now apply static symbolic execution over logical formulas as abstracs stte language that we
consider is similar to the Guarded Command Language containing pointerrassitg conditionals (as
well as nondeterminism), sequential composition and loops, though a difsgnetax is adopted. Pointer
assignments have four forms. Lete.U denote the condition under which an assignméntan proceed
safely without generating errors or destroying the overall structupaudllel lists ¢ is either a variable

or null):

pre.(x:=v) = true

(x
1+
pre.(x:=y.a) := y=null
N
pre.(xa:=y.a) = (xgy\/ yinull) A x5 null
+
pre.(xa:i=v) = x5null AVEXA A, (Zz2vV 22V v v null v 25 X).

The programskip, that does not change program state, is the same-ax. Non-pointer arithmetic
assignments are regarded sksp. More precise analysis that takes arithmetic variables into account
is possible but requires extension of the logic (see, for example, Chah®iaal's paper [7]). Note
that v can be either a variable or the null pointer. Direct pointer assignmeatv does not change
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the pointer structure and hence requires no checking. The assigmmegia requiresy not to be the
null pointer. The assignmenta:=y.a requires not onlyx £ null andy # null but also requirex=y
unlessy.a=null, because null is the only name that can be aliased. The assigmaesatv requires
that x#£null, v is not path-reachable to (forming a loop), and a non-null pointer should be either at
the start of a different chain or reachable from

We usepre to eliminate pointer-related dynamic errors statically. Non-pointer erronsareandled by
this logic. The evaluation of expressions may also generate errorpréet denote the condition for an

expressiore to be safely evaluatecpre.e := A,y (g x 2 nul whereV (e) is the set of free variables
such thatx.a appear ire.

Let sp.SP denote the strongest postcondition restricted to propeRiés the logic. In other words,
sp.S.P holds at just those states in which computati®ns sure to terminate when started in a state
satisfying propertyP (in the logic). Errors detectable hyre rendersp.SP unimportant:

v).P = x2vA3Ix-P

sp.(x:=
sp.(x:=y.a). (P/\y—>nu|l) = in/\ Ix-P

sp.(x.a:=y.a). (P/\y—>nuII) = yinull A sp.(x.a:=null).P

sp.(x.a:= ya) (PAx=y=#null) := PAx=y#null.

The assignmengx.a:= null) is a special case ofa:= v. The effect of the assignmeRrita:= v depends

on the pointer structure before the assignment.=¥ null points to the start of another non-empty chain
then the chain containing will break into two parts with the first segment ioconnected to the chain
starting fromy. If v happens to be the next from(with no variables between them) then the assignment
shortens the chain so thatdirectly points tov. If v is null then the chain breaks into two segments;
and if v is null and no variables are betwegrand v then the chain is shortened at the end so #igt
a-field is null. Other initial pointer structures are prohibited e :

sp.(x.a:=v). chalr‘(XLIl, XU - X)) s chain( XU { v 17, X1, X) % P)
;= chain(Xi;1, lit1,---,X) * chain(Xy, Iy, -+, X U{x},L,X{U{v}1{,--- . X/, 1], X) « P
sp.(x.a:=Vv).(chain(Xy, 1, , X U{x},li,, - . X U{V},1j, -, X, Ik, X) * P)

= chain(Xg, 11, , X U{x}, L, X U{V}, 1}, X, Ik, X) * P
sp.(x.a:=v).(chain(Xg, 11, -+ , X U{x}, li,- -+, X, Ik, XU{V}) x P)

= Chail”(XHl,thl,"'Xk |k,XU{V}) * chain(X1,I1,~~~ X U{X},l,XU{V}) * P
sp.(x.a:=V) (chalr‘(Xl,Il, L X U{XT g, XU{V}) * P)
= chain(Xg, l1, -+, % U{x}, L, XU{v}) « P

A program Boolean expressiana=y corresponds to a formulaix.a=y| := xi>y. Some Boolean
expressions may contain sub-expressions not expressible in the logicex&mple, the expression
(x.a=y A n>1) contains an arithmetic expressian- 1. This is handled by substituting every unknown
proposition withtrue and false respectively and take the overall disjunction:

xa=yvn>1 = (x—l>y\/ true) v (xiyv false) = true.
Note that| ~b| # ~|b| in general, although we do hayb| V | ~b| = true. For example

xa#yAn<l| = xgyv x 25! y.
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A conditional statemenif (n>1) then Selse T essentially becomes a nondeterministic choice. The
proof obligation forif b then Selse T is in the annotational style:

{P (checkP C pre.b)}
ifb then {PA|b|} S {spS(PAlb])}
else {PA|~bl} T {spT.(PA|~b|)}
{sp.(if bthen Selse T).P (:= spS(PA|b) VspT.(PA|~b]))}

where the final abstract state is defined to be the disjunction of the finad sfdtee two branches.

Program loop(while b do S) is handled by statically simulating its iteration in abstract states and
checking the structure at every step. Here we are using a wideningtopBrf . The space of abstract
states is infinite. We use the technique of widening to force the static iteratiomdh eefixpoint in
finitely-many steps. In the constructive normal form, the widening opelidfttoevery singleton range

{n} to [n,) (or written asn andn™ respectively). For exampléyixg null) T= (yz—txg null) :

{Py (checkP C pre.b)}
//{P1 (= PyTA~Py, checkP, C pre.b andP, Z |b|)}

//.:{Er'n;rl (== PLyTA~PnA---A ~Pg,checkPn;1 C pre.b andPny1s € ~|b|)}
while b do {PoAlbl} //{PLA[DI}// - [/ {PmA[b]}

S R}/ P}/ /) P}
{sp.(whilebdo §).Py (= (PoV---VPn)A|~Db])}.

where P’ := sp.S(R A|b|). The initial abstract stat® must allowb to be evaluated. The abstract
state P, at the beginning of the second iteration is the widened result of the firstigierzegatingP, .
Previous checking does not need to be repeated, 1§ inconsistent withb| (i.e. B C ~|b|)) thenin
the real execution the program will terminate at this point, which requiresinloer static iteration. If
P1 A |b] is not invalid, the iteration continues until the abstract sRe; is inconsistent with/b|, and
the final abstract state is the disjunction of Bliconjoined with| ~b| .

The following theorem guarantees termination of the verification:

Theorem 2 For any program, the parallel-list verification terminates in finitely-manyste

3.4 Automated verification of list reversal

The logic can be used to verify that a program maintains the structurealfgddists and to detect errors
like dereferencing a null pointer. See Figure 1. Note that we show theaabstates in the restrictive
form succinctly, although they should be represented in the construadireal form for automated
verification.

As pointed out in the Introduction, some of the most common errors in poinbgrams relate to in-
correctly ordered pointer assignments and our aim here is to provide comgiport to pick up such
errors. For example, if the last two assignments in the loop body are wrenglgped, the compiler
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inv ParLists(a) in
{true}
y:=null; z:= null;

{ygzg null} //{yl—txgzg null v y 5 nutl A x2 25 null A xgygz}
while (x # null) do {nggzg null //{ yE null A x2 225 null A x&y&z}
z=xa; Ixtzhy2 null}
//{yl—tnull AxSz%null AxEy v yl—tnull A x5 Z5 null A x&yﬁ»z}
xa=y; 1x5y%z%null v xiygnullAzgnull /\x&z}
//{ x2yE 2% nul v x 2y null A 25 null A x«ﬁz&y}
yi=X; {xgyizg null v x2y 2 null A 25 null A xgzgy}
//{ xgygzg null v xgyg null A 25 null A x&z&y}
X:=1z; {yixgzg null vy null A xS 25 null A x &y Sz

2* 0 _0 2+ 0 _1t
//{y—>x—>z—>nu|l vV ySnull A x—=z=null /\x&ygz}
0_0

{x—>z—>nu|l}

Figure 1: Verification of properties for the program performing in-plésteaeversal.

will pick up this error in the second static iteration when the program may fquoirger loop fromy to
itself:

inv ParLists(a) in {true}
o R . 0.0 0 0 _1*
y:=null;zz=null; <y—=z—=null X—y—z= null
+
while (x#£null)do {x=y>z%null //{nggzg null}

1 0
Z:=Xx.a; x—>zi>y—>null}//{xgy—l>zinull}

oy 1.0_0 1.0 it .
Xa:=y, Xx=y—=z—null v x—>y—>nu|l/\z—>nu|l/\x<f>z}/ Error: loop
N 0 0
X:=12, X—z—y— null

. 0.0 _=x
y=X; X—y—z—null

Another feature that we can verify using the logic concerns memory leakagen if a pointer swing
x.a:=V maintains the structure of parallel lists, it may still lose objects unless the chpds null
or referenced by another pointer variable (a condition represent&d, as> u). The assignment to a
variablex, on the other hand, must maintain the structure and check that the object imifallgnced
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by x is still reachable from other variables:

pre’.(x:=v) = v3xV Vug{x) U—X
pre’.(x:=y.a) = pre.(x:=y.a) A Vyg(x} U=X
pre’.(x.a:=y.a) := pre.(xa:=y.a) AV, x5 u
pre’.(x.a:=v) := pre.(xa:=Vv) vV, xS u.

For in-place list reversal, if the first two assignments in the loop body apagly swapped, then the
assignmenk.a:=y will shortcut the linked list fromx and set the object.a to be null immediately. If
x.a is initially a non-null object, then the shortcut assignment will lose the referémthat object. This
error is detectable in the first static iteration:
inv Parlists(a) in {true}
: o : 0_0
y:=null; z:= null; {y—>z—> null}
inv NoMemoryLeak in

.
while (x# null) do {xl—>yﬂ> 2% null} Error: loss of objects

Xai=V;Z:=Xa,y:=X; X:= Z.

4 Automated Verification Il: Schorr-Waite Graph Marking

Abstraction of general object graphs can be achieved with differeglislef precision. Here, we consider
the abstraction that describes the rough distances between objgctg/ - - -) and their immediate fields

(e.g. xl,y.r,---). There are three possibilities:gvfor pointer equalityuiv for unequal reachability
andu-—=v for non-reachability in the logic. Here we discuss the logic more briefly.

N:=null|a|b|c|a |-
Xi=x|yl|z

Vi=N|X|XI|Xr

L:=true| V=V |V5V | ~L|LVL.

For simplicity, we consider only three variables and assume that everyt bbgtwo fieldd andr. The
following function maps a shape property to a graph-abstraction property

E(P) = ( 3X0Y020X1Y121' P[X0>XlaYO>Y1, ZO-Zl/X'I  X.I, yI Nar Z.I,Z.r]
A XD AXD X AY S Yo AY Dy Az 2o A 25 71) oyr T

The quantified variables are fresh and point to Ithefields of the objectsx, y and z. Objects not
reachable fronx, y andz are subject to garbage collection. The propértye := ¢(T) is the largest
property. Equalityu=v corresponds té(u=v). Unequal reachability is

uSv 1= ¢(=(u=V) Areachu,v)).
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Non-reachability is the negation of equality and unequal reachability:

U3V = ~U=Vv)A ~(Uu-5v).

. . . . lij
Itis easy to see that negation is closed in the normal fgfim\; uij —‘>vij .

Note that in this particular logic, the equality betweehr andy is represented asl i>y, which means
the latter is not equal to but reachable from the former. It turns out tichtabstraction is already precise
enough to verify the safety property of Gries’s Schorr-Waite codg & pointer manipulations do not
cause memory leakage. See Figure 2.

Assume that at the beginning of the algorithm, ltHield of zis x, andy=z. In the first round of iteration,
the predicate-abstract state reacKesfter pointer assignment and conditional test of the counter
being 3 or 0. Note that the logic does not handle arithmetic variables. Tlditiomal essentially
becomes a nondeterministic choice under such logical analysis. The otftitienal branch reaches the
abstract statX] instead. The disjunctively accumulated predicate-abstract states redotpthint after
four iterations (separated by double backslashes). The inva&taphAnalysis instructs the compiler
to perform the analysis according to the above logic, while the other intaidiemoryLeak insists that
no command converts to garbage that is reachable xgnor z

Interestingly, although the two branches of the conditional are veryrdiffethe resulting assertions are
entirely symmetric (with the positions afandy swapped).

The compiler does not verify the functional correctness of the codeheltks the safety property that
useful contents are not lost. This will significantly increase the confelénits correctness.

5 Related work

The work presented in this paper uses a pointer-gnaptielas the basis for thiwrmalism AOGn which
to definelogicsthat are appropriately expressible yet siéicidable In this section we consider work
related to each of those italicised points.

A productive vehicle for formalising various aspects of object orientadiwh pointers has been Hoare
and He's UTP [17]. UTP provides a framework in which the healthinesditions satisfied by a binary-
relational model (initial/final state) are imposgeriatim enabling features in a relatively complex com-
putational paradigm to be appreciated incrementally. Thus novel fegteiresning to object-orientation
are combined in a structured manner with standard features. Such amaeippgrelds a model, but not
necessarily explicit laws (although healthiness conditions can usuallyableaelaws) nor logics or a
decision procedure.
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{zl=xAy=2 (X))}

inv GraphAnalysis in inv NoMemoryLeak in

Davx) [ DeVX) [ eV} /) (X v xe)
while (X # 2) and (X # null) do
{y=z#zl=x#null} //{zl=y#yr=z#x#null vV zl =x#xr=z}
Xm:=xm+1;
if (xm=3or xm=0)
then X, x|, x.r,y:=xI, x.r,y, x {zl=y#£yr=z (X1)}

// z£yr=zlSz4y Vv zl=y#£yl=2 (Xz)}

yrozlSz£ziny#£zV zyl=z15z4y  (X)
V x=z#zl=y#null (X4)

X3\/X1\/yl—>zl—>27ézl ANY#2Z
else xI,xr y:=xry,xl {zl=x#xr=z (X{)}

// z#xr_zl—>27éxvzl_x7éx|_z (Xﬁ)}

xr5zl Sz£zI Ax#£zV z# X =21 5z4£x (X3)
V x=2z%# zl=x4null (X2)

X3\/X1VXI—>zI—>z;ézI/\x;éz (Xg)}
{(x:z\/x:null) (Xo V V?Pg X.\/X,’)}.

a1
—
—

Figure 2: Verification of properties for the Schorr-Waite marking algorithm.

5.1 Models

The model we use derives from the traces model of Hoare and He [i&3evbenefit is that it avoids
explicit enumeration of memory (a feature of earlier, and some currentelos¥: models but which
is inappropriate for current object-oriented programming). Therdededge-labeled directed graphs
are used as a formalism for reasoning about pointers (amongst othgs)thiA canonical model is
constructed in which each node is the set of all ‘traces’, or sequeridabels on paths to it from the
root. Then traces replace explicit memory enumeration.

The use of abstract object graphs, properties and combinators esenped by the authors in [9]. The
same model forms the basis of the Abstract Location Trace Graph (AL$&) by Smith and Gibbons
[33] who give healthiness conditions and achieve a UTP treatment of lasatibhey model not just

shareable locations (those able to be dereference by a pointer) babatsinable locations, reasoning
that both are necessary in a theory sufficient to reason afoiar @xample. Their extension attributes
meaning to pointer values, so that a value of a location can be a pointer teealsledocation and hence
to a ‘handle’ (or pointer to a pointer).

An abstraction of the traces model is used by Paige and Ostroff [25] asisdf a refinement calculus
for Eiffel. They introduce an ‘entity group’ to be a partitioning of path nainéssets of path names that
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access the same value. ‘Entity groups’ are called ‘path groups’ bylczata Harwood and Woodcock
[16] and used in a carefully justified model of object-orientated programrhiagmodels shareable
pointers without being tied to explicit memory enumeration, and being uncoedewrith classes or
visibility. A UTP approach is used to unify that work with termination.

The approach of UTP relies on binary-relation semantics. Predicatsfdrarer models of object orien-
tation have been considered by Naumann [23] and Cavalcanti and NaU6jamd have been progres-
sively developed by Sampaio and Boditaal,, see for example [2] and [3].

A model that uses traces for navigation is also used by Liu, Liu and Zhgarjzanalysing refinement
of UML-inspired directed labelled graphs. They use graph surgemyrindlise the relationship between
changes in class declarations and method definitions. Subsequently Ké/drnig and Zhao have used
the model to give a small-step operational semantics of object-orientateipr®§B4].

5.2 Formalisms

We have concentrated on therificationof decidable shape-related properties. But there is a substantial
branch of Formal Methods that takes the more comprehensive routevidling laws powerful enough

to facilitate the development of code by a sequence of refinements fronet#isation. Exploitation

of that approach requires much more of the programmer than specificaibuesification of code:
development is demanded.

In that setting, treatments of pointers have been given by Borba, Sammubioarelio [2], and Sampaio

and Borba [28], where the language ROOL is introduced to model ségludsva with a copy seman-
tics. In [30] Silva, Sampaio and Liu consider aliasing with a reference sireaand in [29] Santos,

Cavalcanti and Sampaio take a UTP approach to the semantics of objetatioien

In [32] Smith and Gibbons model the object calculus of Abadi and Cardagdltionally in the style of
UTP.

5.3 Logics and decidability

Graph decompositions are discussed extensively in various graph;legied$or example the work of
Courcelle [12]. This paper focuses on user-created unique desiops. Results related to ours
include the decidable fragments of SL studied by Calcagno, Gardner agdeH4], Calcagno, Yang
and O’Hearn [5], and Distefano, O’'Hearn and Yang [14] in whichrdifi@rs are not allowed. Berdine,
Calcagno and O’Hearn [1] have studied a restrictive decidable fraigwigm linked lists but without

disjunction or quantifiers. Monadic Second-Order Logics (see Da@andiner and Ghelli’'s work [13])

use the simple merge operator without consistency checking and allow gerardifer graphs but do not
permit creation of new compositions. Work that is similarly second-order,aéso for graph types, is
PALE (the pointer assertion logic engine), due to Mgller and Schwartzl22¢h Chang and Rival [7]

introduced inductive types for shape analysis. Unfolding.@ list) of a structure may occur at different
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positions (near head or tail) and need different rules to handle diffeoéms of breaking in the structure.
By comparisonA0G does not rely on a specific inductive formation for lists.

Compared with the approaches related to DG is different not only for its set-theoretic and algebraic
presentation but also for two important aspects: firstly, it describegpiep about object graphs instead
of post-compilation heaps €. each of which is a mapping from addresses to addresses/valuesixliseco
SL uses just one composition (the separating conjunction of address utisgsh whileAOG allows
creation of more restrictive compositions that are strictly more expressive.

6 Conclusions

A key challenge for pointer analysis and verification is the design of udeftidable logical fragments.
Such fragments should be general enough to suit a range of pointettalgpand, at the same time,
intuitive enough for programmers to understand. Designing a logic withistigated syntactical restric-
tions (to ensure decidability) or relying on uncertain feedback from arémegrover can undesirably
complicate the programmer’s understanding of what are expressibleeaifidhle. Our suggestion is
not to design one single pointer logic, but to define a collection of logicéy kardling a specific class
of pointer algorithms. The programmer inserts compilation commands in the googam to choose

appropriate logics and their corresponding analysis and verificationtalgs. The laws of new logical

operators are proved using thoseXafG.

Automated verification of legacy pointer code is restricted by the lack of nmdition about the role
of pointer variables in source programs. In a standard C/Java progiartype of a pointer variable
determines only its object type and does not indicate whether it points to artesene position in a
cycle; but that information can be extremely useful for a compiler in catityithe most appropriate
static analysis. On the other hand, manual reasoning can establish thecemteness of a program
with respect to some formal specification, but the general formalism uségdisundecidable.

We have adopted an alternative tradeoff approach to require theesorgrammer to provide a small
amount of information about how the variables are used in the progranehtifidng the overall topol-
ogy of the pointer structures. With such information, the compiler can théarpemuch more in-depth
analysis. Instead of designing a large expressive logic, we propadesign many small logics and
organise the verification procedures in a type library.

Singly-linked lists have been studied intensively in the literature. In factubeess of some previous
approaches already relies on compositions different from the spatipiragion of SL. For example, the
SL fragment studied by Distefano, O’'Hearn and Yang [14] usg&, F) to denote a recursively defined
list segment from addreds to F and the spatial conjunction for concatenatiar(E,F) « 1s(F,G).
However, what is intended to be applied here is actuallgr < instead of, because does not prevent
G from forming a loop with some address intermediate betweandF. Similar phenomena occur to
1s(E,F) x (F—G). Such unsoundness is not a problem if all composition and decompositanady
when the first segment is a single address @#-F ) « 1s(F,G) in which case an additional inequality
E # G can prevent loop formation. To facilitate correct composition and decatiggro$rom varied
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positions, we need® (or >, which is slightly more abstract than the former for not identifying the
end nodes of concatenation). Using these new compositions will also saexigtentially quantified
auxiliary variables used in added inequalities [14] that prevent loop ftiema

We have used strongest-postcondition-style forward reasoning. lwlaad weakest-precondition-style
reasoning scheme could make the inverse operators useful. Assertiomsdramples are generated,
but they can be inserted by programmers too. An interesting future direstsbndy of the interactions
between various verification methods based©&as well as their interaction with other logical methods
on arithmetics. One obvious advantage of running two analysis methodssatrtieetime is to improve
the precision of static evaluation of Boolean expressions in conditionairetats.
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A Proof outlines

Theorem 1 Every property in the logic is semantically equal to a property in construativeal form,
and there is a decision procedure to determine the validity of the normal form.

Proof outline. Let X := {xi,...,X:} be the set of variables. For the propettye, we need to enu-
merate all possible layouts of these variables on parallel lists. This canhimved by enumerating

all partitions of X and, for each part in each partition, identifying all possible (total) orderargong
variables, assigning 0 ar" to the distances between adjacent variables, creating multiple chains, and
finally using disjunction and separating conjunction appropriately to carisimormal form. The num-

ber of disjuncts is estimated to be of orde(2") (by Rademacher’s series expansion for the partition
function).

Law 4 guarantees that any quantifier-free sublogical property hegation-free non-constructive normal
form:

lij
ViAj Uij = Vij - 2
This transformation take®(2™) steps wheram is the maximum of the numbers of negations and dis-
junctions. Each disjunct

lij
/\J Uij —J>V|j (3)
is logically conjoined with the constructive normal form wéie. Only those (constructive) disjuncts of

. . . lij .
true that are consistent with all conjuncts —vi; are collected to form the constructive normal form
of (3). The constructive normal form of (2) is the disjunction of the ¢autdive normal forms obtained
above. This phase is estimated to h@@"™) steps.

If the formula is 3x- P, with a single is one outermost existential quantifier, then Law 5 can be used
to eliminate the quantifier over the constructive normal formPof Thus the overall reduction takes
O(2™™M) steps wherem is the maximum of the numbers of negations, disjunctions and existential quan-
tifiers.

A property in the normal form is valid if it is semantically equalttoe. To check its validity, we con-
join the property with the canonical normal form tfie in which the intersection between every pair
of distinct disjuncts is false, reflecting distinct relative positions of vargbldne disjuncts of the given
normal form are grouped by their relative positions, with their distancevialteicombined by union.
The given normal form is valid if and only if for every position layout, theammrenders every non-zero
distance 1 (like true itself). This validity checking take®©(2") steps. O

Law3 (1) 4(~P) = ~{(P) AL(T)
(2) L(PLV P) = £(Py) vV I
(3)L(PLAP) = L(P) NY

Proof. Notice that # and <x are fuds. Letf(P) := (P#, T) <x T. According to Law 2(1), we
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have f(~P) = ~ f(P). Then by Law 2(2), we have

L(P) = f(P) AL(T).
Again Law 2(2) guarantee$(P. AP,) = f(P1) A f(P2), which leads tol(PL AP,) = £(P1) A 4(P) as
well as Law 3(1). O

Theorem 2 For any program, the parallel-list verification terminates in finitely-many steps.

Proof outline. Law 1 guarantees that all validity proof obligations terminate. Other operatarh
as |b| and P17 have finite evaluation. The widening operator forces static verificatiompfi@p to
terminate in 3 iterations. The overall verification complexity is estimated 1@ (e- 2") wheren is the
number of variables, andh is the length of the code. O

Report No. 413, May 2009 UNU-IIST, P.O. Box 3058, Macao



References 24

References

[1] J.Berdine, C. Calcagno and P. W. O’Hearn. A decidable fragrakeséparation logic. IFSTTCS
97-109, 2004.

[2] P.Borba, A.Sampaio and M. Cazlio. A refinement algebra for object-oriented programming.
ECOOP 2003457-482, 2003.

[3] P.Borba, A. Sampaio, A. Cavalcanti and M.,Celin. Algebraic reasoning for object-oriented pro-
gramming.Science of Computer Programmm;ji@:53—-100, 2004.

[4] C.Calcagno, P. Gardner and M. Hague. From separation logisteofider logic. IlFFoSSaCS395—
409, 2005.

[5] C.Calcagno, H. Yang and P. W. O’Hearn. Computability and compleritults for a spatial asser-
tion language for data structures. APLAS 289-300, 2001.

[6] A.L.C.Cavalcanti and D. A. Naumann. A weakest precondition sgiosfor renement of object-
oriented programd4EEE Transactions on Software Engineeri2@(8):713—728, 2000.

[7] B.Y.E.Chang and X. Rival. Relational inductive shape analysi®®PL '08: Proceedings of the
35th annual ACM SIGPLAN-SIGACT symposium on Principles of progrmg language247—
260, ACM, 2008.

[8] Y.Chen and J. W. Sanders. Logic of global synchrohM Transactions on Programming Lan-
guages and Systen6(2):221-262, 2004.

[9] Y.Chen and J.W. Sanders. Compositional reasoning for pointectates. In8th International
Conference on Mathematics of Program Construction (MPC'Q6)CS4014115-139. Springer,
2006.

[10] Y.Chen and J. W. Sanders. A pointer logic for object diagrduiéU-IIST Technical Repor379,
July, 2007.

[11] Y.Chen. Seminar presented at UNU-IIST, Macao, 11 April, 2008

[12] B. Courcelle. Graph decompositions definable in monadic secatet-twrgic.Electronic Notes in
Discrete Mathematics7th International Colloquium on Graph Theo22(15):13-19, 2005.

[13] A.Dawar, P.Gardiner and G. Ghelli. Expressiveness and codityplef graph logic.Information
and Computation205:263-310, 2006.

[14] D.Distefano, P.W.O’Hearn and H. Yang. A local shape analpsised on separation logic. In
TACAS 287-302, 2006.

[15] D. Gries. The Schorr-Waite graph marking algorithhata Informatica11:223-232, 1979.

[16] W.Harwood, A. Cavalcanti and J. Woodcock. A theory of poisfer the utp. INCTAC, 141-155,
2008.

[17] C.A.R.Hoare and J. H&Jnifying Theories of Programmingrentice Hall, 1998.

Report No. 413, May 2009 UNU-IIST, P.O. Box 3058, Macao



References 25

[18] C.A.R.Hoare and J. He. A trace model for pointers and objec8CIOOP’99 LNCS16281-17,
1999.

[19] C.A.R.Hoare. The verifying compiler: A grand challenge for cariqpg researchlournal of the
ACM, 50(1):63-69, 2003.

[20] V.Kuncak and M. C. Rinard. On spatial conjunction as secomlgologic. MIT CSAIL Technical
Report970, October, 2004.

[21] X.Liu, Z.Liuand L. Zhao. Object-oriented structure renement &gdrtransformational approach.
UNU-IIST Technical Repo24Q, July 2006.

[22] A.Mgller and M. |. Schwartzbach. The pointer assertion logic emgimProgramming Language
Design and Implementation’0221-231, 2001.

[23] D.A.Naumann. Predicate transformer semantics of a higher orderatine language with record
subtypesScience of Computer Programmirtfl(1):1-51, 2001.

[24] P.W.O’'Hearn, J.C.Reynolds and H.Yang. Separation andrrirdtion hiding. In POPL'04,
2142268-280, ACM, 2004.

[25] R.F.Paige and J. S. Ostroff. Erc: an object-oriented renenadmilas for Eiffel.Formal Aspects of
Computing 16(1):51-79, April 2004.

[26] Z.Rakamait, J.Bingham and A.J.Hu. An inference-rule-based decision groeefor verica-
tion of heap-manipulating programs with mutable data and cyclic data structu®sCook and
A. Podelski (Editors)VMCAI 2007 LNCS4349106-121, Springer Verlag, 2007.

[27] J.C.Reynolds. Separation logic: a logic for shared mutable datetwtes. InLICS’02 55-74,
IEEE Computer Society, 2002.

[28] A.Sampaio and P.Borba. Transformation laws for sequential bbjgented programmind?SSE
2004 18-63, 2004.

[29] T.L.V.L.Santos, A. Cavalcanti and A. Sampaio. Object-orientaticthe UTP.UTP 2006 18-37,
2006.

[30] L. Silva, A. Sampaio and Z.Liu. Laws of object-orientation with refere semantics. ISEFM
2008 217-226, 2008.

[31] E.-J. Sims. Extending separation logic with fixpoints and postponestitution. Theoretical Com-
puter Science351(2):258-275, 2006.

[32] M. A. Smith and J. Gibbons. Unifying theories of objects. In Jim Daeied Jeremy Gibbons, edi-
tors, Integrated Formal MethodsNCS4591599-618, Springer-Verlag, 2007.

[33] M. A.Smith and J. Gibbons. Unifying theories of locations. In A. Buigd (editor),Unifying The-
ories of ProgrammingSeptember, Dublin, 2008.

[34] W.Ke, Z.Liu, S.Wang and L. Zhao. A graph-based operatigeahantics of OO programs. May,
20009.

Report No. 413, May 2009 UNU-IIST, P.O. Box 3058, Macao



