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Abstract

A set-theoretic formalism,AOG, is introduced to support automated verification of pointer programs.AOG
targets pointer reasoning for source programs before compilation (i.e. before removal of field names).
Pointer structures are represented as object graphs instead of heaps. Each property inAOG is a rela-
tion between object graphs and name assignments of program variables, and specifications result from
composing properties.AOGextends Separation Logic’s compositions of address-disjoint separatingcon-
junction to more restrictive compositions with different disjointness conditions;the extension is shown
to be strict when fixpoints are present. A composition that is a “unique decomposition” decomposes any
given graph uniquely into two parts. An example is the separation between thenon-garbage and garbage
parts of memory. AlthoughAOG is in general undecidable, it is used to define the semantics of specific
decidable logics that support automated program verification of specific topologies of pointer structure.
One logic studied in this paper describes pointer variables located on multiple parallel linked lists. The
logic contains quantifiers and fixpoints but is nonetheless decidable; it is applied to the example of in-
place list reversal for automated verification. The Schorr-Waite marking algorithm is also considered.
The technique of unique decomposition is particularly useful for establishing laws of such logics.
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Introduction 1

1 Introduction

In the standard approach of Formal Methods, in order to achieve accountable programs the program-
mer is expected to specify and verify code. Even aided by automation, for example in the context of
Hoare’s verifying compiler [19], that is a challenging task requiring expertise not normally attributed to
programmers. Is it inevitable for accountable programs?

In this paper an alternative approach is considered, in which the programmer is expected to know enough
about the properties of the program to be able to issue (meta-level) guidance to a smart type checker that
consequently uses library routines to check properties of the program. That general idea has been con-
sidered by Chen [11]. Here we concentrate on the case of programs that act on mutable data structures,
and support the programmer by considering the design of useful shape-related properties for which there
is a decision procedure that can as a result be incorporated in a smart type checker performing static
analysis.

Suppose the programmer is occupied with a program involving pointers — saythat it is to perform in-
place list reversal. Some of the most common errors in pointer programs are related to incorrectly ordered
pointer assignments; yet common type systems do not detect such errors. However, if the programmer
can identify the overall topology of the pointer structures (of which the programmer is normally aware),
the compiler will be able to perform in-depth verification to identify or confirm the absence of such
errors.

Now, in this case the programmer is fully aware that all pointer program variables are located on parallel
lists and should be free of loops and aliasing. That knowledge is not exploited by the standard C or
Java type systems; but it could be. The programmer seeks confirmation (that pointer variables are indeed
constrained in parallel lists and free of loops and aliasing) and also that noobjects are lost as a result
of pointer assignments. If those properties are formalised as annotated invariants, the standard two-line
program for in-place list reversal becomes

inv ParLists(a) in

y:= null ; z:= null ;
inv NoMemoryLeak in

while (x 6= null) do (z:= x.a; x.a:= y; y:= x; x:= z).

In real applications, pointer structures have diversified overall topologies such as parallel lists, rings,
trees and even general graphs. With some assistance from the programto identify the overall topology, a
compiler can perform much more precise analysis. Naturally the applications programmer is not expected
to write the routines invoked by the compiler. That is the task of the systems programmer who in turn
is not expected to establish decision procedures for properties of interest. That is our task. The present
paper makes a start.

What support is already available for the programmer, and what more mightbe expected? Currently
the most popular tool for reasoning about pointers is Separation Logic (SL) [27, 24]. At the level of
explicit memory locations, spatial conjunction provides an expressive power equivalent to a second-order
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Abstract Object Graphs 2

logic, as shown by Kuncak and Rinard [20]; indeed there it is shown thatthe addition of (unrestricted)
spatial conjunction to a decidable logic can lead to an undecidable logic. So automating support for the
programmer to reason about pointers using SL must be done carefully. One success, due to Calcagno,
Yang and O’Hearn [5], is the decidability of a quantifier-free language,containing separating conjunction
and its adjoint, for expressing shape of pointer structures (without properties of data). Another is a
custom-crafted logic, due to Rakamarić, Bingham and Hu [26], with a decision procedure for verification
of heap-manipulation programs (for further work, see the literature review in [26]); the kinds of property
decided include reachability (a node reachable from the root initially is also reachable from the root on
termination — referred to above asNoMemoryLeak), cyclicity, acyclicity and double-linkedness of a list.
Further work is mentioned in Section 5. We conclude that there is scope for the design of logics that at
once express properties of interest concerning shape, and are decidable.

The approach taken here is to consider a range of such spatial logics. Aset-theoretic formalism,AOG,
(for Abstract Object Graphs) is given in which pointer structures are represented, like several formalisms
studied by the denotational and algebraic-semantic community (for details, seeSection 5) as object
graphs (with the presence of pre-compilation field names). Unlike those formalisms that directly manip-
ulate individual graphs,AOGhandlessetsof object graphs. That facilitates a higher level of abstraction by
constraining only certain areas of the pointer structure (allowing others to remain flexible).AOGcontains
‘properties’ and ‘constructs’. Each property describes a set of object graphs (under certain node-name
assignment to variables). Constructs combine properties to generate more sophisticated properties, and
include the fixpoint operator to express transitively-closed compositions.Two examples provided to il-
lustrate its application: in-place list reversal (as above), and the Schorr-Waite marking algorithm. Both
are standards and so facilitate comparison of our approach with that of others.

2 Abstract Object Graphs

A graph is a finite set of edges, each a triple containing a source name, a label name and a target name.
An object graphis a graph whose nodes represent objects and whose directed edges (also calledlabels)
represent fields. The label of an edge in every object is unique, reflecting the fact that the object stored
at each field is unique.

Such graph-based representation reflects the states taken by higher-level OO languages such as Java
before compilation. The heap representation of SL, on the other hand, reflects the pointer structures
after compilation. An object is stored in a heap using pointer arithmetic: the first field is stored at an
addressx and other fields are stored following atx+1 , x+2 , · · · . The figure below (from our earlier
paper [10]) compares the object graph and heap of two mutually referenced objectsx and y. Heap
representation naturally includes pointer arithmetic, although many decidable SL fragments are free of
pointer arithmetic (i.e.by assuming that each object has exactly two values and only the starting address
is accessible); see for example those due to Calcagno, Gardner and Hague [4] and Calcagno, Yang and
O’Hearn [5]. Arithmetic relations between numeric labels can always be added to object graphs.
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EachAOGproperty is a relation between name assignments of the pointer variables (i.e.each is a mapping
from variables to node names) and object graphs. This is very similar to SL,whose formulae correspond
essentially to relations between name assignments (i.e.stacks) and heaps.

2.1 Definitions

Let N={a,b,c,a1, · · ·} be a countably infinite set ofnamesand X ={x,y,z,x1, · · ·} be a countably
infinite set (disjoint fromN ) of variables. Let the symbolsu,v,w,u1, · · · denoteatoms, each either a
name or a variable, andA := N∪X be the set of all atoms. Anedgeis a triple (a,b,c) of names where
a is called the source,b the label andc the target. Anobject graph, denotedG,H,G1, · · · , is a set of
edges such that for all(a,b,c) and (a,b,d) in the set, we havec=d . Let G denote the set of all object
graphs. An (atom) assignment functionε :A→N maps variables to names, fixing names:ε(a)=a for
every a : N .

A property(denotedP,Q,P1, · · · ) is a binary relation between an assignment and an object graph, while a
composition(denotedr,s, r1, · · · ) corresponds to a triadic relation between an assignment and two object
graphs.

Let ⊤ denote the largest property:⊤(ε,G) is true for everyε :A→N and G∈G . Let u=v denote
variable equality:(u=v)(ε,G) iff ε(u)=ε(v). For example,a=a equals⊤ . Let u

v
→w denote the

edge property:(u
v
→w)(ε,G) iff G={(ε(u),ε(v),ε(w))} . The empty-graph property∅(ε,G) is true

iff G={ } . If P and Q are properties andr is a composition, the following constructs exhaust all
properties:

¬P | P∨Q | P r Q | P/r Q | P\r Q | ∃x·P | P∝r Q.

The complement property¬P(ε,G) is true iff P(ε,G) is not true, and(P∨Q)(ε,G) is true iff either
P(ε,G) or Q(ε,G) is true. The merge operator(P r Q)(ε,G) is true iff there existG1,G2∈G such that
G=G1∪G2 and P(ε,G1) , Q(ε,G2) and r(ε,G1,G2) are true. It merges ther-related graphs fromP
andQ as union collection of edges under the same assignment. The left weak inverse of r , characterised
with a Galois connection, is the weakest propertyX such thatX r Q ⊆ P. The right weak inverse of
r is the weakestX such thatQ r X ⊆ P. The existential quantifier(∃x·P)(ε,G) is true iff there exist
a∈N and ε′=ε†{x 7→ a} such thatP(ε′,G) is true (whereε†{x 7→ a} overwritesε to take the valuea
at x). The fixpoint recursionP∝r Q is the transitive closure:P∝r Q :=

W

k P∝k
r Q whereP∝0

r Q := P
and P∝k+1

r Q := (P∝k
r Q) r Q .

To ensure that any composition of two properties is still a property, every relation must imply the
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Abstract Object Graphs 4

largest edge disjointness composition∗ where∗(ε,G,H) is true iff there do not exist(a,b,c)∈G and
(a,b,d)∈H with the same source and label. Compositions can be constructed as follows:

P×Q | r | r ∪s | r|x

where the Cartesian product(P×Q)(ε,G,H) is true iff P(ε,G) , Q(ε,H) and ∗(ε,G,H) are true. The
complement compositionr(ε,G,H) is true iff r(ε,G,H) is not true but∗(ε,G,H) is true. The union
composition(r ∪s)(ε,G,H) is true iff either r(ε,G,H) or s(ε,G,H) is true. The hiding(r|x)(ε,G,H)
is true iff there exista∈N and ε′=ε †{x 7→ a} such thatr(ε′,G,H) is true.

The following proposition guarantees the closure of the space of properties (i.e. the soundness ofAOG).

Proposition 1 Every composition r in AOG is a sub-relation of∗, and every merge P r Q of properties
P and Q with composition r is again a property.

2.2 Simple examples

Let ⊥ := ¬⊤ be the false property. We shall useP∧Q := ¬(¬P∨¬Q) and r ∩ s := r ∪s to repre-
sent conjunction and intersection respectively and let[ r ] denote the property(⊤ r ⊤) . Let P2 denote
P×P. A (syntactical) graph is the merge of a finite number of edge properties. For example, the prop-

erty (a1
b1→c1) ∗ (a2

b2→c2) allows only a graph containing exactly the two edges. However, the merge

(a
b
→c) ∗ (a

b
→d) is equal to⊥ , since the two sides have edges sharing the same source and label.

Let P⊤ := P∗⊤ denote the arbitrary extension ofP. For example, the property(a1
b1→c1)

⊤∧(a2
b2→c2)

⊤

allows just graphs containing at least the two edges. We use shorthand(x
•
→y) := ∃z· (x

z
→y) to denote an

edge with sourcex and targety, cyc := ∃x· (x
•
→x) to denote a cyclic edge, andacyc:= (•

•
→•) ∧ ¬cyc

to denote an acyclic edge (with the obvious extension of bullets to sources and targets!). Letacyc(a) de-
note an acyclic edge with labela. A name is anode if it is either a source or a targetnode(v) :=
(v
•
→•)⊤ ∨ (•

•
→v)⊤.

The operators ofAOGsatisfy various algebraic laws, most of which can be found in [9]. For example,
the properties⊤, ⊥, ∨, ∧, ¬ and∃ satisfy the formation of a Boolean complete lattice and the laws
of predicate calculus; so do the operators∗, ⊥2, ∪, ∩, ( ) and|. The top composition is∗=⊤2 which
relation contains all other compositions. The bottom composition is∗=⊥×P= P×⊥ . The restrictions
imposed by the propertiesP and Q in a compositionP r Q can be integrated into the composition:
P r Q = [ r ∩ (P×Q]) as a Cartesian product. Compositions distribute over set union:P (r ∪s) Q =
(P r Q)∨ (P s Q) and hiding: [ r|x] = ∃x· [ r ] . BothP and(P ∝r Q) r Q are included (as sub-relations)
in the fixpointP ∝r Q. Other distributivity laws of the Cartesian product are listed below:
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Abstract Object Graphs 5

Law 1 (1) (P1∨P2)×Q = (P1×Q) ∪ (P2×Q)
(2) P×(Q1∨Q2) = (P×Q1) ∪ (P×Q2)
(3) (P1×Q1) ∩ (P2×Q2) = (P1∧P2)×(Q1∧Q2)
(4) P×Q = (¬P×⊤) ∪ (⊤×¬Q)
(5) (∃x·P)×(∃x·Q) = (P×∃x·Q)|x = (∃x·P×Q)|x

AOGextends SL without pointer arithmetic and is thus undecidable [4]. In Sections3 and 4 we use it to
define specific logics that support automated verification of certain pointerprograms.

2.3 Useful compositions

AOGproperties can be combined into more sophisticated properties using variouscompositions. A com-
position is a triadic relation among name assignments, left properties and right properties. The resulting
property relates name assignments with the merged (i.e. by set union) object graphs from the left and
right properties respectively (under the same name assignment). Notice that the set union of two object
graphs may not necessarily be an object graph. Thus certain consistency checks must be performed be-
fore the merge. In graph-based representation, SL’s address disjointness corresponds to the condition that
requires the object graphs not to contain edges sharing the same sourceand label. Besides SL’s spatial
conjunction, there exist many different useful compositions that satisfy this condition. When fixpoints
are present, having multiple different compositions is strictly more expressive than having only spatial
conjunction.

Novel user-defined compositions, other than separating conjunction, can be created inAOG using op-
erators like union, complement and quantifiers. In some sense,AOG is like a ‘dynamic SL’ similar to
dynamic modal logic and the technique of parallel-by-merge from Hoare andHe’s UTP [17]. We intend
to create various binary relations between graphs for two reasons. Thefirst is to build up the level of
abstraction so that hiding (by quantifiers) is applied at the right places. The second is to create advanced
operators that hold desirable properties and lead to better compositionality ofreasoning. For example,
two graphs are related by4 := ¬((x

•
→•)⊤×(•

•
→x)⊤|x) if the first graph has no source as a target of

the second. The following table lists some useful compositions.

¬(?× ?|x) (x
•
→•)⊤ (•

•
→x)⊤ ¬((x

•
→•)⊤) ¬((•

•
→x)⊤)

(x
•
→•)⊤ 6 4

−→
▽

−→
2

(•
•
→x)⊤ 5 7

−→
3

−→
△

¬((x
•
→•)⊤)

←−
▽

←−
2 ⊥2 ⊥2

¬((•
•
→x)⊤)

←−
3

←−
△ ⊥2 ⊥2

The following table lists different important combinations of the above binary relations.

(a) (b) (c) (d) (e) (f)

(6∩7∩4∩5) (6∩
←−
△ ) (7∩

←−
▽ ) (4∩

←−
3) (⋄∩

←−
△ ∩
←−
▽ ) (⋄∩

←−
3 ∩
←−
2)
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Abstract Object Graphs 6

For example, the compositionacyc (⋄∩
←−
3 ∩
←−
2) acyc requires that the distinct acyclic edges form a

loop. Note that all compositions imply the source-label disjointness condition. Thusacyc(7∩
←−
▽ ) acyc

will require the two source-sharing edges to have different labels. Thefollowing figure (again from [10])
demonstrates that the created binary relations can be used to combine two distinct acyclic edges in all
possible layouts (to within obvious symmetry).

(a) (b) (c) (d) (e) (f)

Here, the propertyacyc is abstract, having no free variables. Similar structures can be specified inSL if
the source, label and target of the edges are observable from the outside as free variables with inequalities
between them and existential quantifiers applied outside.

2.4 List, parallel lists and reachability

In practice, we often reason about deadends (i.e.targets without outgoing edges) and deadheads (i.e.sources
without incoming edges). For example, to extend a list, we may add an edge to theend (or symmetrically
to the head) of the list so that the deadend of the list meets the source of the edge. Formally, a nodev is
a deadend if it is the unique non-source target:

de(v) := ¬∃x· ((•
•
→x)⊤∧¬(x

•
→•)⊤∧ x 6=v)

wherex is a fresh variable different fromv. That definition stipulates that there does not exist a nodex
different thanv such thatx is the target of some edge but not the source of any edge. Deadheadv is the
unique non-target source:

dh(v) := ¬∃x· (¬(•
•
→x)⊤∧ (x

•
→•)⊤∧ x 6=v).

Let ⋄ := ∃x· (de(x)×dh(x)) denote the composition that joins, under some assignment, the deadend of
one graph with the deadhead of another; if either the deadend or the deadhead does not exists (e.g.in ∅

andcycetc.), then⋄ behaves the same as∗ .

The concatenation relation between two list segments can be defined as the existence of a common join
point as the deadend of the LHS and the deadhead of the RHS, and the targets of the RHS cannot reach
into the sources of the LHS:⊲⊳ := (4 ∩ ⋄). This binary relation is associative. For example, a list of
length four is defined:

acyc4 := acyc ⊲⊳ acyc ⊲⊳ acyc ⊲⊳ acyc.

Because separating conjunction does not insist on the RHS not reachinginto the LHS, in SL that property
would require “enough inequalities” [1] between variables in conjunction toprevent edges from forming
a cycle. Those variables are then hidden with the same number of existential quantifiers at the outermost
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Abstract Object Graphs 7

layer of the formula. The existential hiding in our representation is applied locally, making the repre-
sentation more abstract. Using separating conjunction∗ (note that exactly four edges should be spatially
conjoined with a designated label):

acyc(a)4 = ∃x1x2x3x4x5 · (x1
a
→x2)∗ (x2

a
→x3)∗ (x3

a
→x4)∗ (x4

a
→x5) ∧

V4
i=1xi 6=x5.

Without the inequalities, the list could form a cycle viax5. The definition using⊲⊳ is arguably more
abstract and simpler than the corresponding expression using∗ in SL. The hiding of the outermost free
variables reflects the fact that the composition∗ is not abstract enough. This problem becomes more
significant when fixpoints are present.

Let us first define a general property on lists comprising recursively⊲⊳-concatenated acyclic edges:
list := ∅ ∝⊲⊳ acyc, which can be comprehended as a universal disjunction:

list = ∅ ∨ acyc∨ (acyc⊲⊳ acyc) ∨ ·· · .

The definition is so general that it contains no names or free variables. A list segmentlist(u,v) from
some atomu to another atomv is simply defined:

list(u,v) := (list∧dh(u)∧de(v)) ∨ (u=v∧∅).

However, the following two properties are very different:

list(u,v) ∗ list(v,w) and list(u,v) 4 list(v,w).

The property on the left connects a list segment fromu to v with a list segment fromv to w, but the
merge operator does not disallow the formation of a loop fromw into some intermediate node in the
list segment fromu to v; while the property on the right not only links them but also disallows the end
nodew to reach any nodes betweenu andv (hence forming a longer list segment). All free variables
can be avoided using the⊲⊳ composition: list ⊲⊳ list = list . It is impossible to connect two general list
segments to form a longer segment in SL, as this would require an unbounded number of free variables
to be placed in inequalities and existentially quantified. Thus the mechanism to create new compositions
is strictly more expressive than SL’s separating conjunction when extended to include fixpoints, as done
by Sims [31].

Although separating conjunction is not abstract enough for merging list segments, it is just right for
forming multiple parallel lists which meet only at the end:plists := ∅ ∝∗ list . A node u can reach
another nodev if there exists a path (i.e. list) from u to v: reach(u,v) := list(u,v)⊤ . Graphs reach-
able from a nodev form a property such that no node in the graph is not path-reachable from v:
reachable(v) := ¬ ∃x· (node(x) ∧ ¬reach(v,x)) where x is a fresh variable. Unlike the extension
of SL with fixpoints, the general reachability property here does not identify the concrete local pointer
structure.

General reachability can be used to define the decomposition between the garbage and non-garbage parts
of memory. The garbage part contains all edges whose sources are not reachable from a given root node,
which represents the access point of the memory; the non-garbage partcontains all edges reachable from
the root. The relation between non-garbage and garbage is defined:

≪v := 5 ∩ (reachable(v)×¬(v
•
→•)⊤).
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The following figure illustrates the garbage-non-garbage decomposition.
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a

a

c

b

= <<x
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b
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For more program variablesx1, · · · ,xn , we define reachability from all of them:

≪x1···xn := 5 ∩ (reachable(x1) ∗ · · · ∗ reachable(xn)×
Vn

i ¬(xi
•
→•)⊤).

The reachable part from multiple variables are mergeable, and the garbage part must not contain these
variables as sources.

2.5 Unique decomposition

The formation of new compositions leads to the important concept of ‘unique decompositions’ [9]. A
composition is aunique decompositionif the decomposition of any graph into sub-graphs related by the
relation is unique. It has been shown that this condition corresponds to theconjunctivity law [9]. A
typical example is the separation between non-garbage and garbage parts of the memory. A logic using
only unique decompositions behaves well compositionally, satisfying strong laws. Although spatial con-
junction is not a unique decomposition, if one of its arguments is fixed as a ‘precise predicate’, as defined
by O’Hearn, Reynolds and Yang [24], then it is essentially strengthenedinto a unique decomposition.

Any given graph’s decomposition into a non-garbage part (reachablefrom some node) and a garbage part
is unique. Another simple example of unique decomposition is the separation between edges labeled as
a and those with other labels:

#a := (¬∃x· (•
x
→•)⊤∧x 6= a) ×¬(•

a
→•)⊤.

The following figure illustrates how a graph is uniquely decomposed into two parts.

x

a

a

a

c

b

x

a

a

a

= #a x c

b

Def 1 A composition r is aunique decompositionif for any assignmentε and object graphs G,G′,H,H ′

such that G∪H = G′∪H ′ and both r(ε,G,H) and r(ε,G′,H ′) and true, we have G=G′ and H=H ′ .
The relation is afull unique decomposition(or fud), if in addition it satisfies[ r ] =⊤.
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The false composition∗ is a unique decomposition (but not a fud). The intersection of two unique
decompositions is also a unique decomposition. Any unique decompositionr can be transformed into
the fud r ∪ (¬ [ r ]×∅) (recall that[ r ] is defined to be(⊤ r ⊤)).

A fud is always “passive and transparent” in the sense that it distributesover all connectives and quanti-
fiers, while a normal composition like∗ distributes over only disjunction and existential quantification.
Here we list only laws specific to fudsr:

Law 2 (1) |r ∩s| = ¬|r ∩s|
(2) |r ∩s1∩s2| = |r ∩s1| ∧ |r ∩s2|

A precise predicatecorresponds, inAOG, to a propertyP0(ε,G) such that for any assignmentε is related
to a unique object graphG. Let P0,Q0, · · · denote precise predicates. For example, the empty-graph
property is precise, so is any edge property. The composition of two precise predicates is either⊥ or a
precise predicate of the merged graph.

A non-fud relation may be used in a context in which it essentially corresponds to a fud (strengthened by
its arguments). The disjointness relation∗ is not a fud, but if either of its arguments is precise and not
an empty-graph property, and the other argument does not contain the subgraph, then it becomes a fud:
�P0 := (P0∨∅)×¬P⊤0 . The arbitrary graph extensionP⊤0 is representable as¬∅ �P0⊤ (or equally
as P0 �P0⊤ ). This suggests that compositions of precise predicates (and⊤) are special cases of unique
decompositions. Although⊲⊳ itself is not a fud, it corresponds to a fud in the context of lists:

⊲⊳ = (4 ∩ ⋄ ∩ list×acyc) ∪ (¬list×∅) ∪ (∅×∅).

3 Logic-Based Automated Verification I: List Reversal

3.1 Logic for parallel lists

Many pointer algorithms such as in-place list reversal maintain an overall topological structure of several
linked lists meeting at the deadend null. To check this invariant property, a compiler must eliminate all
pointer alias and pointer loops.

The in-place list reversal algorithm uses three pointer variables. Each state is an object graph. We assume
that the pointer variables always point to objects that contain a fielda. In each state of the program, the
a-edges reachable from the variables form parallel lists sharing the deadend null. Other non-a fields can
form arbitrary pointer structures. Each state may also contain arbitrary garbage.

Let x, y andzbe the pointer variables used in the program. The following function maps a local shape of
parallel lists to a property of program state:

ℓ(P) := ((P∧plists∧de(null)) #a⊤)≪X⊤
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where X ={x,y,z} . The following figure shows how a graph is uniquely decomposed by≪x,y,z and
then #a.

x

garbage

a

a

a

a

b

c

b

b
= <<x,y,z

a

b
b

x

a

a

a

#a x c

b

null

zyy z y z

Notice that the definitionℓ(P) contains quantifiers, fixpoints and compositions like⊲⊳ and≪x,y,z. Al-
thoughAOGcontaining these is not decidable, the logic for parallel lists is much more tractable. Once we
have established the laws of the logic, we can then forget about the definition and use the logic directly.

The function ℓ(P) satisfies some elegant distributivity laws, which are conveniently proved using the
laws of unique decomposition.

Law 3 (1) ℓ(¬P) = ¬ℓ(P) ∧ ℓ(⊤)
(2) ℓ(P1 ∨ P2) = ℓ(P1) ∨ ℓ(P2)
(3) ℓ(P1 ∧ P2) = ℓ(P1) ∧ ℓ(P2).

The syntax of the logic for parallel lists is:

X ::= x | y | x1 | · · · | z
V ::= null | X

L ::= true | V I
→V | ∼L | L ∨L | L ∗L | ∃X ·L

where X is finite, null is the deadend of all linked lists, andtrue := ℓ(⊤). The interesting property

u
I
→v describes the distance from atomu to atomv on the parallel lists and should not be confused with

the edge property. The setI is a set of natural numbers. For example, the propertyx
{1,2}
→ y states that

the variablesx and y are on the same linkeda-list, and we have eitherx.a=y or x.a.a=y. If the two

variables are not on the same linked list, we writex
{∞}
→ y, or x

∞
→y for short (a similar shorthand applies

to other singleton sets). If the distance between the two variables on the same linked list is unknown,

their relation is represented asx
[0,∞)
→ y or x

∗
→y for short. Atom equality is captured withu

0
→v (or

v
0
→u):

u
0
→v := ℓ(u=v)

u
n
→v := ℓ(acycn∧dh(u)∧de(v))

u
∞
→v := ℓ(¬reach(x,v)) .

For example, the full object graph in the previous figure satisfies the property

(x
1
→null ∧ y

1
→z

1
→null ∧ x

∞
↔y)

where x
∞
↔y := x

∞
→y∧y

∞
→x .
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The definitions of disjunction, conjunction and quantification in the logic are thesame as inAOG.
Negation in the logic must be enforced bytrue: ∼P := ¬P∧ true. False is the negation of true:

false := ∼true=⊥= u
/0
→v. The propositional laws for∨ and∼ are established using the laws of fuds.

Set union ofI corresponds to logical disjunction:u
I1∪I2→ v= u

I1→v∨u
I2→v, intersection to conjunction, and

complement to negation:u
[0,∞]\I
→ v = ∼(u

I
→v) . The distances between atoms satisfy simple arithmetic

laws. Every atom inX∪{null} can reach the end node null . Any distance ranges within[0,∞] (an
interval including ∞ ). The distance sets are addable. The deadend null does not reach any non-null
variable.

Law 4 (1) u
∗
→null ≡ true

(2) u
[0,∞]
→ v ≡ true

(3) u
m
→v∧ v

n
→w⇒ u

m+n
→ w

(4) u
0
→null ∨ null

∞
→u ≡ true

The above laws, as properties ofplists, eliminate negation and transform any formula without quantifiers
to a disjunctive or conjunctive normal form. To handle quantifiers, we need a constructive normal form:

W

i ∏ j chain(Xi j1, Ii j1, · · · ,Xi jk , Ii jk ,Xi) (1)

where ∏ denotes universal separating conjunction,k depends oni and j , eachXi jt or Xi denotes
a non-empty set of aliased pointer variables, eachIi jt is either {n} or [n,∞) where n>0 , and the
deadend node null is always in everyXi . Each propertychain(Y1, I1, · · · ,Yk, Ik,Yk+1) describes a linked
list with k segments. All pointer variables in eachYt ( 16 t 6k+1 ) are equal and aliased. The head of
the list is referenced by all pointer variables inY1 . The list ends at the node null∈Yk+1 . All variables in
Yk+1 are equal to null . Chains are defined as follows:

chain(Y1, I1, · · · ,Yk, Ik,Yk+1) :=
V

t6k
V

u,u′∈Yt ;v,v′∈Yt+1
u

0
→u′

It→v
0
→v′

where we assume null∈Yk+1 . The definition implies that two pointer variables are aliased iff they are
in the sameYt . Parallel chains conjoined by∗ imply disjointness between variable sets from different
chains except for the endnode.

For example, if there are only two pointer variablesx and y, the propertytrue can be decomposed to a
constructive normal form with seven disjuncts:

true ≡ chain({x},1+,{y},1+,{null}) ∨ chain({y},1+,{x},1+,{null})
∨ chain({x},1+,{null}) ∗ chain({y},1+,{null})
∨ chain({x},1+,{y,null}) ∨ chain({y},1+,{x,null})
∨ chain({x,y},1+,{null}) ∨ chain({x,y,null}) .

Note that the normal form is not unique: each range[1,∞) can be further decomposed into{1}∪ [2,∞) .
However each property has a simplest normal form.
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3.2 Normal form reduction

Every property can be transformed to the normal form (1). To show this,we need laws to eliminate
negations, conjunctions, quantifiers and separating conjunction. The previous laws are already capable
of removing negations and conjunctions. Two chains

c1 := chain(X1, I1, . . . ,Xk, Ik,X) and c2 := chain(X′1, I
′
1, . . . ,X

′
l , I
′
l ,X
′)

conjoined with separating conjunction is false iff some variable sets from the two chains are not disjoint.
However, if they are indeed disjoint, then they do not reach each other:

c1 ∗ c2 ≡ c1∧c2∧
V

y∈I1∪···∪Ik

V

y′∈I ′1∪···∪I ′l
y

∞
↔y′.

The following laws help eliminate quantifiers.

Law 5 (1) ∃x·chain(X1, I1, · · · ,Xk, Ik,X)

≡ chain(X1, I1, · · · ,Xi \{x}, Ii , · · · ,Xk, Ik,X) (x∈Xi 6= {x})
(2) ∃x·chain(X1, I1, · · · , Ii ,{x}, Ii+1, , · · ·Xk, Ik,X)

≡ chain(X1, I1, · · · ,Xi , Ii + Ii+1,Xi+1, · · · ,Xk, Ik,X)

(3) ∃x·chain(X1, I1, · · · ,Xk, Ik,X∪{x}) ≡ chain(X1, I1, · · · ,Xk, Ik,X \{x}).

Theorem 1 (Normal form and validity) Every property in the logic is semantically equal to a property
in constructive normal form, and validity of the normal form is decidable.

3.3 Automated program verification

We now apply static symbolic execution over logical formulas as abstract states. The language that we
consider is similar to the Guarded Command Language containing pointer assignments, conditionals (as
well as nondeterminism), sequential composition and loops, though a different syntax is adopted. Pointer
assignments have four forms. Letpre.U denote the condition under which an assignmentU can proceed
safely without generating errors or destroying the overall structure ofparallel lists (v is either a variable
or null):

pre.(x:= v) := true

pre.(x:= y.a) := y
1+

→null

pre.(x.a:= y.a) := (x
0
→y∨ y

1
→null) ∧ x

1+

→null

pre.(x.a:= v) := x
1+

→null ∧ v
∞
→x∧

V

z(z
0
→v∨ z

∞
→v∨ v

0
→null ∨ z

∗
→x).

The programskip, that does not change program state, is the same asx:= x . Non-pointer arithmetic
assignments are regarded asskip. More precise analysis that takes arithmetic variables into account
is possible but requires extension of the logic (see, for example, Chang and Rival’s paper [7]). Note
that v can be either a variable or the null pointer. Direct pointer assignmentx:= v does not change
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the pointer structure and hence requires no checking. The assignmentx:= y.a requiresy not to be the
null pointer. The assignmentx.a:= y.a requires not onlyx 6= null and y 6= null but also requiresx=y
unlessy.a=null , because null is the only name that can be aliased. The assignmentx.a:= v requires
that x 6=null , v is not path-reachable tox (forming a loop), and a non-null pointerv should be either at
the start of a different chain or reachable fromx .

We usepre to eliminate pointer-related dynamic errors statically. Non-pointer errors arenot handled by
this logic. The evaluation of expressions may also generate errors. Letpre.e denote the condition for an

expressione to be safely evaluated:pre.e :=
V

x∈V(e) x
1+

→null whereV(e) is the set of free variablesx
such thatx.a appear ine.

Let sp.S.P denote the strongest postcondition restricted to propertiesP in the logic. In other words,
sp.S.P holds at just those states in which computationS is sure to terminate when started in a state
satisfying propertyP (in the logic). Errors detectable bypre rendersp.S.P unimportant:

sp.(x:= v).P := x
0
→v∧ ∃x·P

sp.(x:= y.a).(P∧ y
1+

→null) := y
1
→x∧ ∃x·P

sp.(x.a:= y.a).(P∧ y
1
→null) := y

1
→null ∧ sp.(x.a:= null).P

sp.(x.a:= y.a).(P∧ x=y 6= null) := P∧ x=y 6= null .

The assignment(x.a:= null) is a special case ofx.a:= v. The effect of the assignmentx.a:= v depends
on the pointer structure before the assignment. Ifv 6= null points to the start of another non-empty chain
then the chain containingx will break into two parts with the first segment tox connected to the chain
starting fromy. If v happens to be the next fromx (with no variables between them) then the assignment
shortens the chain so thatx directly points tov. If v is null then the chain breaks into two segments;
and if v is null and no variables are betweenx and v then the chain is shortened at the end so thatx ’s
a-field is null. Other initial pointer structures are prohibited bypre :

sp.(x.a:= v).(chain(X1, I1, · · · ,Xi ∪{x}, Ii , · · · ,X) ∗ chain(X′1∪{v}, I ′1, · · · ,X
′
k, I
′
l ,X) ∗ P)

:= chain(Xi+1, Ii+1, · · · ,X) ∗ chain(X1, I1, · · · ,Xi ∪{x},1,X′1∪{v}, I ′1, · · · ,X
′
l , I
′
l ,X) ∗ P

sp.(x.a:= v).(chain(X1, I1, · · · ,Xi ∪{x}, Ii , , · · · ,Xj ∪{v}, I j , · · · ,Xk, Ik,X) ∗ P)
:= chain(X1, I1, · · · ,Xi ∪{x},1,Xj ∪{v}, I j , · · · ,Xk, Ik,X) ∗ P

sp.(x.a:= v).(chain(X1, I1, · · · ,Xi ∪{x}, Ii , · · · ,Xk, Ik,X∪{v}) ∗ P)
:= chain(Xi+1, Ii+1, · · ·Xk, Ik,X∪{v}) ∗ chain(X1, I1, · · · ,Xi ∪{x},1,X∪{v}) ∗ P

sp.(x.a:= v).(chain(X1, I1, · · · ,Xk∪{x}, Ik,X∪{v}) ∗ P)
:= chain(X1, I1, · · · ,Xi ∪{x},1,X∪{v}) ∗ P.

A program Boolean expressionx.a=y corresponds to a formula:|x.a=y| := x
1
→y. Some Boolean

expressions may contain sub-expressions not expressible in the logic. For example, the expression
(x.a=y∧ n>1) contains an arithmetic expressionn>1 . This is handled by substituting every unknown
proposition withtrue and false respectively and take the overall disjunction:

|x.a=y∨ n>1| = (x
1
→y∨ true) ∨ (x

1
→y∨ false) = true.

Note that|∼b| 6= ∼|b| in general, although we do have|b|∨ |∼b|= true. For example

|x.a 6= y∧n61| = x
0
→y∨x

[2,∞]
→ y.
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A conditional statementif (n>1) then Selse T essentially becomes a nondeterministic choice. The
proof obligation forif b then Selse T is in the annotational style:

{P (checkP ⊆ pre.b)}

if b then {P∧|b|} S {sp.S.(P∧|b|)}
else {P∧|∼b|} T {sp.T.(P∧|∼b|)}

{sp.(if b then Selse T).P ( := sp.S.(P∧|b|) ∨ sp.T.(P∧|∼b|))}

where the final abstract state is defined to be the disjunction of the final states of the two branches.

Program loop(while b do S) is handled by statically simulating its iteration in abstract states and
checking the structure at every step. Here we are using a widening operator P↑ . The space of abstract
states is infinite. We use the technique of widening to force the static iteration to reach a fixpoint in
finitely-many steps. In the constructive normal form, the widening operatorlifts every singleton range

{n} to [n,∞) (or written asn and n+ respectively). For example,(y
2
→x

0
→null) ↑= (y

2+

→x
0
→null) :

{P0 (checkP ⊆ pre.b)}
// {P1 ( := P′0 ↑ ∧∼P0, checkP1 ⊆ pre.b and P1 6⊆ |b| )}
· · · · · ·

// {Pm+1 ( := P′m ↑ ∧∼Pm∧·· ·∧ ∼P0,checkPm+1 ⊆ pre.b and Pm+1 ⊆ ∼|b| )}
while b do {P0∧|b|} // {P1∧|b|} // · · · // {Pm∧|b|}

S
{

P′0
}

// {P′1} // · · · // {P′m}

{sp.(while b do S).P0 ( := (P0∨·· ·∨Pm)∧|∼b|)}.

where P′i := sp.S.(Pi ∧ |b|) . The initial abstract stateP0 must allow b to be evaluated. The abstract
stateP1 at the beginning of the second iteration is the widened result of the first iteration negatingP0 .
Previous checking does not need to be repeated. IfP1 is inconsistent with|b| (i.e. P′1 ⊆ ∼|b|) ) then in
the real execution the program will terminate at this point, which requires no further static iteration. If
P1∧ |b| is not invalid, the iteration continues until the abstract statePm+1 is inconsistent with|b| , and
the final abstract state is the disjunction of allPi conjoined with|∼b| .

The following theorem guarantees termination of the verification:

Theorem 2 For any program, the parallel-list verification terminates in finitely-many steps.

3.4 Automated verification of list reversal

The logic can be used to verify that a program maintains the structure of parallel lists and to detect errors
like dereferencing a null pointer. See Figure 1. Note that we show the abstract states in the restrictive
form succinctly, although they should be represented in the constructivenormal form for automated
verification.

As pointed out in the Introduction, some of the most common errors in pointer programs relate to in-
correctly ordered pointer assignments and our aim here is to provide compiler support to pick up such
errors. For example, if the last two assignments in the loop body are wronglyswapped, the compiler
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inv ParLists(a) in

{ true}
y:= null ; z:= null ;
{

y
0
→z

0
→null

}//{

y
1+

→x
0
→z

0
→null ∨ y

1+

→null ∧ x
0
→z

1+

→null ∧ x
∞
↔y

∞
↔z

}

while (x 6= null) do

{

x
1+

→y
0
→z

0
→null

}

//{

y
1+

→null ∧ x
0
→z

∗
→null ∧ x

∞
↔y

∞
↔z

}

z:= x.a;
{

x
1
→z

∗
→y

0
→null

}

//{

y
1+

→null ∧ x
1
→z

0
→null ∧ x

∞
↔y ∨ y

1+

→null ∧ x
1
→z

1+

→null ∧ x
∞
↔y

∞
↔z

}

x.a:= y;
{

x
1
→y

0
→z

0
→null ∨ x

1
→y

0
→null ∧ z

1+

→null ∧ x
∞
↔z

}

//{

x
1
→y

1+

→z
0
→null ∨ x

1
→y

1+

→null ∧ z
1+

→null ∧ x
∞
↔z

∞
↔y

}

y:= x;
{

x
0
→y

1
→z

0
→null ∨ x

0
→y

1
→null ∧ z

1+

→null ∧ x
∞
↔z

∞
↔y

}

//{

x
0
→y

2+

→z
0
→null ∨ x

0
→y

2+

→null ∧ z
1+

→null ∧ x
∞
↔z

∞
↔y

}

x:= z;
{

y
1
→x

0
→z

0
→null ∨ y

1
→null ∧ x

0
→z

1+

→null ∧ x
∞
↔y

∞
↔z

}

//{

y
2+

→x
0
→z

0
→null ∨ y

2+

→null ∧ x
0
→z

1+

→null ∧ x
∞
↔y

∞
↔z

}

{

x
0
→z

0
→null

}

Figure 1: Verification of properties for the program performing in-placelist reversal.

will pick up this error in the second static iteration when the program may form apointer loop fromy to
itself:

inv ParLists(a) in { true}

y:= null ; z:= null ;
{

y
0
→z

0
→null

}//{

x
0
→y

0
→z

1+

→null
}

while (x 6= null) do

{

x
1+

→y
0
→z

0
→null

}

//{

x
0
→y

0
→z

1+

→null
}

z:= x.a;
{

x
1
→z

∗
→y

0
→null

}//{

x
0
→y

1
→z

∗
→null

}

x.a:= y;
{

x
1
→y

0
→z

0
→null ∨ x

1
→y

0
→null ∧ z

1+

→null ∧ x
∞
↔z

} //

Error: loop

x:= z;
{

x
0
→z

∗
→y

0
→null

}

y:= x;
{

x
0
→y

0
→z

∗
→null

}

Another feature that we can verify using the logic concerns memory leakage. Even if a pointer swing
x.a:= v maintains the structure of parallel lists, it may still lose objects unless the objectx.a is null

or referenced by another pointer variable (a condition represented as
W

u x
1
→u). The assignment to a

variablex, on the other hand, must maintain the structure and check that the object initiallyreferenced
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by x is still reachable from other variables:

pre′.(x:= v) := v
0
→x∨

W

u6∈{x} u
∗
→x

pre′.(x:= y.a) := pre.(x:= y.a) ∧
W

u6∈{x} u
∗
→x

pre′.(x.a:= y.a) := pre.(x.a:= y.a) ∧
W

u x
1
→u

pre′.(x.a:= v) := pre.(x.a:= v) ∨
W

u x
1
→u.

For in-place list reversal, if the first two assignments in the loop body are wrongly swapped, then the
assignmentx.a:= y will shortcut the linked list fromx and set the objectx.a to be null immediately. If
x.a is initially a non-null object, then the shortcut assignment will lose the reference to that object. This
error is detectable in the first static iteration:

inv ParLists(a) in { true}

y:= null ; z:= null ;
{

y
0
→z

0
→null

}

inv NoMemoryLeak in

while (x 6= null) do

{

x
1+

→y
0
→z

0
→null

}

Error: loss of objects

x.a:= y; z:= x.a; y:= x; x:= z.

4 Automated Verification II: Schorr-Waite Graph Marking

Abstraction of general object graphs can be achieved with different levels of precision. Here, we consider
the abstraction that describes the rough distances between objects (e.g. x,y, · · · ) and their immediate fields

(e.g. x.l ,y.r, · · · ). There are three possibilities:u
0
→v for pointer equality,u

+
→v for unequal reachability

andu
∞
→v for non-reachability in the logic. Here we discuss the logic more briefly.

N ::= null | a | b | c | a1 | · · ·
X ::= x | y | z
V ::= N | X | X.l | X.r

L ::= true | V =V | V +
→V | ∼L | L ∨L .

For simplicity, we consider only three variables and assume that every object has two fieldsl and r . The
following function maps a shape property to a graph-abstraction property:

ℓ(P) := ( ∃x0y0z0x1y1z1 ·P[x0,x1,y0,y1,z0.z1/x.l ,x.r,y.l ,y.r,z.l ,z.r]

∧ x
l
→x0∧x

r
→x1∧y

l
→y0∧y

r
→y1∧z

l
→z0∧z

r
→z1)≪x,y,z⊤.

The quantified variables are fresh and point to thel/r-fields of the objectsx , y and z. Objects not
reachable fromx, y andz are subject to garbage collection. The propertytrue := ℓ(⊤) is the largest
property. Equalityu=v corresponds toℓ(u=v). Unequal reachability is

u
+
→v := ℓ(¬(u=v)∧ reach(u,v)).
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Non-reachability is the negation of equality and unequal reachability:

u
∞
→v := ∼(u=v)∧ ∼(u

+
→v).

It is easy to see that negation is closed in the normal form
W

i
V

j ui j
Ii j
→vi j .

Note that in this particular logic, the equality betweenx.l .r andy is represented asx.l
+
→y, which means

the latter is not equal to but reachable from the former. It turns out that such abstraction is already precise
enough to verify the safety property of Gries’s Schorr-Waite code [15]: the pointer manipulations do not
cause memory leakage. See Figure 2.

Assume that at the beginning of the algorithm, thel -field of z is x, andy=z. In the first round of iteration,
the predicate-abstract state reachesX1 after pointer assignment and conditional test of the counterx.m
being 3 or 0. Note that the logic does not handle arithmetic variables. The conditional essentially
becomes a nondeterministic choice under such logical analysis. The other conditional branch reaches the
abstract stateX′1 instead. The disjunctively accumulated predicate-abstract states reach the fixpoint after
four iterations (separated by double backslashes). The invariantGraphAnalysis instructs the compiler
to perform the analysis according to the above logic, while the other invariant NoMemoryLeak insists that
no command converts to garbage that is reachable fromx, y or z.

Interestingly, although the two branches of the conditional are very different, the resulting assertions are
entirely symmetric (with the positions ofx andy swapped).

The compiler does not verify the functional correctness of the code. Itchecks the safety property that
useful contents are not lost. This will significantly increase the confidence in its correctness.

5 Related work

The work presented in this paper uses a pointer-graphmodelas the basis for theformalism AOGin which
to definelogics that are appropriately expressible yet stilldecidable. In this section we consider work
related to each of those italicised points.

A productive vehicle for formalising various aspects of object orientationand pointers has been Hoare
and He’s UTP [17]. UTP provides a framework in which the healthiness conditions satisfied by a binary-
relational model (initial/final state) are imposedseriatim, enabling features in a relatively complex com-
putational paradigm to be appreciated incrementally. Thus novel featurespertaining to object-orientation
are combined in a structured manner with standard features. Such an approach yields a model, but not
necessarily explicit laws (although healthiness conditions can usually be read as laws) nor logics or a
decision procedure.
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{z.l =x∧ y=z (X0)}

inv GraphAnalysis in inv NoMemoryLeak in

{X1 ∨ X′1}
//

{X2 ∨ X′2}
// {

X3 ∨ X′3 ∨ X4 ∨ X′4
} // {

X5 ∨ X′5
}

while (x 6= z) and (x 6= null) do

{y=z 6= z.l =x 6= null}
//{

z.l =y 6= y.r =z 6= x 6= null ∨ z.l =x 6= x.r =z
}

x.m:= x.m+1;

if (x.m=3 or x.m=0)

then x, x.l , x.r, y:= x.l , x.r, y, x {z.l =y 6= y.r =z (X1)}
//{

z 6= y.r =z.l
+
→z 6= y ∨ z.l =y 6= y.l =z (X2)

}

//{

y.r
+
→z.l

+
→z 6= z.l ∧ y 6= z ∨ z 6= y.l =z.l

+
→z 6= y (X3)

∨ x=z 6= z.l =y 6= null (X4)

}

//{

X3 ∨ X1 ∨ y.l
+
→z.l

+
→z 6= z.l ∧ y 6= z (X5)

}

else x.l , x.r, y:= x.r, y, x.l . {z.l =x 6= x.r =z (X′1)}
//{

z 6= x.r =z.l
+
→z 6= x ∨ z.l =x 6= x.l =z (X′2)

}

//{

x.r
+
→z.l

+
→z 6= z.l ∧ x 6= z ∨ z 6= x.l =z.l

+
→z 6= x (X′3)

∨ x=z 6= z.l =x 6= null (X′4)

}

//{

X′3 ∨ X′1 ∨ x.l
+
→z.l

+
→z 6= z.l ∧ x 6= z (X′5)

}

{

(x=z∨x=null) ∧ (X0 ∨
W5

i=1 Xi ∨X′i )
}

.

Figure 2: Verification of properties for the Schorr-Waite marking algorithm.

5.1 Models

The model we use derives from the traces model of Hoare and He [18] whose benefit is that it avoids
explicit enumeration of memory (a feature of earlier, and some current low-level, models but which
is inappropriate for current object-oriented programming). There, rooted edge-labeled directed graphs
are used as a formalism for reasoning about pointers (amongst other things). A canonical model is
constructed in which each node is the set of all ‘traces’, or sequencesof labels on paths to it from the
root. Then traces replace explicit memory enumeration.

The use of abstract object graphs, properties and combinators was presented by the authors in [9]. The
same model forms the basis of the Abstract Location Trace Graph (ALTG) used by Smith and Gibbons
[33] who give healthiness conditions and achieve a UTP treatment of locations. They model not just
shareable locations (those able to be dereference by a pointer) but alsocontainable locations, reasoning
that both are necessary in a theory sufficient to reason about C# for example. Their extension attributes
meaning to pointer values, so that a value of a location can be a pointer to a shareable location and hence
to a ‘handle’ (or pointer to a pointer).

An abstraction of the traces model is used by Paige and Ostroff [25] as a basis of a refinement calculus
for Eiffel. They introduce an ‘entity group’ to be a partitioning of path namesinto sets of path names that
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access the same value. ‘Entity groups’ are called ‘path groups’ by Cavalcanti, Harwood and Woodcock
[16] and used in a carefully justified model of object-orientated programmingthat models shareable
pointers without being tied to explicit memory enumeration, and being unconcerned with classes or
visibility. A UTP approach is used to unify that work with termination.

The approach of UTP relies on binary-relation semantics. Predicate-transformer models of object orien-
tation have been considered by Naumann [23] and Cavalcanti and Naumann [6] and have been progres-
sively developed by Sampaio and Borbaet al.; see for example [2] and [3].

A model that uses traces for navigation is also used by Liu, Liu and Zhao [21] in analysing refinement
of UML-inspired directed labelled graphs. They use graph surgery to formalise the relationship between
changes in class declarations and method definitions. Subsequently Ke, Liu, Wang and Zhao have used
the model to give a small-step operational semantics of object-orientated programs [34].

5.2 Formalisms

We have concentrated on theverificationof decidable shape-related properties. But there is a substantial
branch of Formal Methods that takes the more comprehensive route of providing laws powerful enough
to facilitate the development of code by a sequence of refinements from its specification. Exploitation
of that approach requires much more of the programmer than specification and verification of code:
development is demanded.

In that setting, treatments of pointers have been given by Borba, Sampaio and Corńelio [2], and Sampaio
and Borba [28], where the language ROOL is introduced to model sequential Java with a copy seman-
tics. In [30] Silva, Sampaio and Liu consider aliasing with a reference semantics and in [29] Santos,
Cavalcanti and Sampaio take a UTP approach to the semantics of object orientation.

In [32] Smith and Gibbons model the object calculus of Abadi and Cardelli relationally in the style of
UTP.

5.3 Logics and decidability

Graph decompositions are discussed extensively in various graph logics; see for example the work of
Courcelle [12]. This paper focuses on user-created unique decompositions. Results related to ours
include the decidable fragments of SL studied by Calcagno, Gardner and Hague [4], Calcagno, Yang
and O’Hearn [5], and Distefano, O’Hearn and Yang [14] in which quantifiers are not allowed. Berdine,
Calcagno and O’Hearn [1] have studied a restrictive decidable fragment with linked lists but without
disjunction or quantifiers. Monadic Second-Order Logics (see Dawar,Gardiner and Ghelli’s work [13])
use the simple merge operator without consistency checking and allow quantifiers over graphs but do not
permit creation of new compositions. Work that is similarly second-order, and also for graph types, is
PALE (the pointer assertion logic engine), due to Møller and Schwartzbach[22]. Chang and Rival [7]
introduced inductive types for shape analysis. Unfolding (e.g.a list) of a structure may occur at different
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positions (near head or tail) and need different rules to handle different points of breaking in the structure.
By comparison,AOGdoes not rely on a specific inductive formation for lists.

Compared with the approaches related to SL,AOG is different not only for its set-theoretic and algebraic
presentation but also for two important aspects: firstly, it describes properties about object graphs instead
of post-compilation heaps (i.e.each of which is a mapping from addresses to addresses/values); secondly,
SL uses just one composition (the separating conjunction of address disjointness), whileAOG allows
creation of more restrictive compositions that are strictly more expressive.

6 Conclusions

A key challenge for pointer analysis and verification is the design of useful decidable logical fragments.
Such fragments should be general enough to suit a range of pointer algorithms and, at the same time,
intuitive enough for programmers to understand. Designing a logic with sophisticated syntactical restric-
tions (to ensure decidability) or relying on uncertain feedback from a theorem prover can undesirably
complicate the programmer’s understanding of what are expressible and verifiable. Our suggestion is
not to design one single pointer logic, but to define a collection of logics, each handling a specific class
of pointer algorithms. The programmer inserts compilation commands in the sourceprogram to choose
appropriate logics and their corresponding analysis and verification algorithms. The laws of new logical
operators are proved using those ofAOG.

Automated verification of legacy pointer code is restricted by the lack of information about the role
of pointer variables in source programs. In a standard C/Java program,the type of a pointer variable
determines only its object type and does not indicate whether it points to a tree or some position in a
cycle; but that information can be extremely useful for a compiler in conducting the most appropriate
static analysis. On the other hand, manual reasoning can establish the entirecorrectness of a program
with respect to some formal specification, but the general formalism used isoften undecidable.

We have adopted an alternative tradeoff approach to require the source programmer to provide a small
amount of information about how the variables are used in the program by identifying the overall topol-
ogy of the pointer structures. With such information, the compiler can then perform much more in-depth
analysis. Instead of designing a large expressive logic, we propose todesign many small logics and
organise the verification procedures in a type library.

Singly-linked lists have been studied intensively in the literature. In fact the success of some previous
approaches already relies on compositions different from the spatial conjunction of SL. For example, the
SL fragment studied by Distefano, O’Hearn and Yang [14] usesls(E,F) to denote a recursively defined
list segment from addressE to F and the spatial conjunction for concatenation:ls(E,F) ∗ ls(F,G).
However, what is intended to be applied here is actually4 or ⊲⊳ instead of∗, because∗ does not prevent
G from forming a loop with some address intermediate betweenE andF . Similar phenomena occur to
ls(E,F)∗ (F 7→G). Such unsoundness is not a problem if all composition and decomposition occur only
when the first segment is a single address cell(E 7→F)∗ls(F,G) in which case an additional inequality
E 6= G can prevent loop formation. To facilitate correct composition and decomposition from varied
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positions, we need4 (or ⊲⊳, which is slightly more abstract than the former for not identifying the
end nodes of concatenation). Using these new compositions will also save the existentially quantified
auxiliary variables used in added inequalities [14] that prevent loop formation.

We have used strongest-postcondition-style forward reasoning. A backward weakest-precondition-style
reasoning scheme could make the inverse operators useful. Assertions inour examples are generated,
but they can be inserted by programmers too. An interesting future directionis study of the interactions
between various verification methods based onAOGas well as their interaction with other logical methods
on arithmetics. One obvious advantage of running two analysis methods at thesame time is to improve
the precision of static evaluation of Boolean expressions in conditional statements.
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A Proof outlines

Theorem 1 Every property in the logic is semantically equal to a property in constructivenormal form,
and there is a decision procedure to determine the validity of the normal form.

Proof outline. Let X := {x1, . . . ,xn} be the set of variables. For the propertytrue, we need to enu-
merate all possible layouts of these variables on parallel lists. This can be achieved by enumerating
all partitions of X and, for each part in each partition, identifying all possible (total) orderings among
variables, assigning 0 orn+ to the distances between adjacent variables, creating multiple chains, and
finally using disjunction and separating conjunction appropriately to construct a normal form. The num-
ber of disjuncts is estimated to be of orderO(2n) (by Rademacher’s series expansion for the partition
function).

Law 4 guarantees that any quantifier-free sublogical property has a negation-free non-constructive normal
form:

W

i
V

j ui j
Ii j
→vi j . (2)

This transformation takesO(2m) steps wherem is the maximum of the numbers of negations and dis-
junctions. Each disjunct

V

j ui j
Ii j
→vi j (3)

is logically conjoined with the constructive normal form oftrue. Only those (constructive) disjuncts of

true that are consistent with all conjunctsui j
Ii j
→vi j are collected to form the constructive normal form

of (3). The constructive normal form of (2) is the disjunction of the constructive normal forms obtained
above. This phase is estimated to haveO(2n+m) steps.

If the formula is ∃x·P, with a single is one outermost existential quantifier, then Law 5 can be used
to eliminate the quantifier over the constructive normal form ofP. Thus the overall reduction takes
O(2n+m) steps wherem is the maximum of the numbers of negations, disjunctions and existential quan-
tifiers.

A property in the normal form is valid if it is semantically equal totrue. To check its validity, we con-
join the property with the canonical normal form oftrue in which the intersection between every pair
of distinct disjuncts is false, reflecting distinct relative positions of variables. The disjuncts of the given
normal form are grouped by their relative positions, with their distance intervals combined by union.
The given normal form is valid if and only if for every position layout, the union renders every non-zero
distance 1+ (like true itself). This validity checking takesO(2n) steps. �

Law 3 (1) ℓ(∼P) = ∼ℓ(P) ∧ ℓ(⊤)
(2) ℓ(P1 ∨ P2) = ℓ(P1) ∨ ℓ(P2)
(3) ℓ(P1 ∧ P2) = ℓ(P1) ∧ ℓ(P2).

Proof. Notice that #a and≪X are fuds. Let f (P) := (P #a ⊤)≪X ⊤ . According to Law 2(1), we
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have f (∼P) = ∼ f (P) . Then by Law 2(2), we have

ℓ(P) = f (P) ∧ ℓ(⊤).

Again Law 2(2) guaranteesf (P1∧P2) = f (P1)∧ f (P2) , which leads toℓ(P1∧P2) = ℓ(P1)∧ ℓ(P2) as
well as Law 3(1). �

Theorem 2 For any program, the parallel-list verification terminates in finitely-many steps.

Proof outline. Law 1 guarantees that all validity proof obligations terminate. Other operators such
as |b| and P↑ have finite evaluation. The widening operator forces static verification of any loop to
terminate in 3 iterations. The overall verification complexity is estimated to beO(m·2n) wheren is the
number of variables, andm is the length of the code. �
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