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Abstract

We present a method for systematic examination and reduction of the state space of distributed
systems. The approach exploits properties of distributed systems to partition processes into
atomic transitions and uses observations about partial orders among the distributed components
to perform dynamic partial order reduction for state space reduction. This report concentrates
on preserving reachability checks and deadlock detection for a �xed input of the system. We
present a search algorithm with a succinct representation of the search stack that requires only
the current state in memory. We furthermore de�ne characteristics to determine independent
blocks of processes and propose and evaluate heuristics to guide the search to further state space
reduction. In combination with dynamic symbolic execution (also known as concolic execution),
the approach also allows the generalization of a concrete run and gives rise to examination of
the full input state space of a distributed system.
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Introduction 1

1 Introduction

The development of distributed systems is of increasing importance, while at the same time, the
complexity makes it hard for a developer to maintain a full overview over the system.

Distributed systems are relatively loosely coupled components that communicate by exchanging
messages. The components maintain local memory that is not directly accessible from outside.
The local statements of a component are executed independently from each other � synchro-
nization is performed via blocking message receptions if necessary. In this report we use Creol
[8, 9] to analyze the properties of distributed systems. Creol is an executable modeling language
that accurately models these properties. Creol's semantic is de�ned in rewriting logic and im-
plemented in the rewriting logic engine Maude [2], which directly gives an interpreter. Being
a modeling language, Creol allows to leave local scheduling underspeci�ed, which permits the
developer to split concerns of functional properties and scheduling. Such formal models help
to get a better insight over the behavior of distributed systems, but at the same time the in-
troduced nondeterminism leads to state space explosion and thus makes automated veri�cation
hard: Previous experiments with the model checker of Maude required 10 minutes and 800 MB
of RAM to check the dining philosophers example with 5 instances, 6 instances already exceeded
the system's 2GB of memory. Another obstacle in model checking Creol models, apart from the
state space explosion, is the signi�cant size of each state due to the presence of the underlying
interpreter.

To cope with these problems, we analyze Creol to identify partial orders among the distributed
components and develop an alternative execution model that gives rise to e�cient partial order
reduction techniques to reduce the state space that needs to be searched. In this report we
concentrate on preserving (local) reachability properties and deadlock detection, which are of
great interest in the development of distributed system. We mainly aim at systems that are
cycle free, like �nite systems or reactive systems that are instrumented with a use case of interest.
This property allows a search algorithm that does not need to store the searched state space. A
typical application for the approach is checking of all possible schedulings for test cases that up
to now were only examined by a single execution of the model. For these systems, we perform
concrete executions of the model with the goal to examine as few interleavings as possible while
still ensuring the aforementioned properties. Because input nondeterminism is not handled,
the presented methods do not perform full model checking, but an intermediate step between
single executions and model checking. However, this approach can be easily combined with work
on dynamic symbolic execution, an approach that generalizes a concrete run and gives rise to
examination of the full input space [6].

Distributed systems and the Creol modeling language are discussed in more detail in Section 2.1,
and a short overview over existing partial order reduction techniques is given in Section 2.2.
Using the observations from these two sections, we introduce an alternate execution model for
Creol in Section 3.1. This model signi�cantly reduces the possible interleavings of statements
of di�erent components, while retaining the properties of interest from the original model. It
also sets the stage for further optimizations that are based on observations on the behavior of
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Preliminaries 2

distributed systems. Section 3.2 deals with the impact of messages (the underlying technique for
Creol's method calls) on the partial orders, while Section 3.3 presents an approach that tracks
and utilizes dependencies between objects during runtime.

The approach implements model checking techniques in the rewriting logic of Maude [2] without
using Maude's built-in search command or model checker. In this way the language semantics
of Creol can be exploited better than with Maude's generic tools. A state of Creol includes
representation of all variables in the objects and processes and is therefore complex. Storing
the full state for each execution step, which Maude's built-in tools have to do, is therefore not
feasible. By explicitly resolving all nondeterminism, and introducing a unique naming of objects
and processes, keeping the full state space in memory is avoided. Instead, only the current state,
and a trace of executed process IDs is recorded. Backtracking can be performed by replaying
the execution log. We discuss these implementation details in Section 4.

2 Preliminaries

2.1 Creol

In this section we summarize the syntax and operational semantics of Creol. Creol's semantics
has been formalized in rewriting logic [10] and forms the basis of a Creol interpreter. A more
complete description of the language can be found in [8] and [9]. We refer the reader to these
papers for details.

Conceptually, an object in Creol is active and executes on its own (virtual) processor. Object
activity results from method calls. Active behavior is initiated by the special run method, which
is called immediately after object creation, and interleaved with reactive behavior by means of
processor release points. Reactive behavior is caused by external method calls. Method calls
are asynchronous, where the result may be obtained with the help of a future variable [15].
Calls can always be emitted, because objects cannot block communication. Overtaking of calls
is permitted: if methods o�ered by an object are invoked in one order, the object may start
execution of the resulting processes in a di�erent order.

An object may contain several processes, of which at most one (the �current process�) can be
active; the other processes are either waiting or suspended. A Creol process always executes
within its object; method calls to another object cause the creation of another process within
the called object. The concrete syntax of Creol programs is displayed in Fig. 1.

We assume a functional �rst-order language of expressions e without side e�ects, which includes
an equality function on object identities. Object-oriented features extend the functional language.
Class de�nitions include declarations of persistent state variables and method de�nitions. Calls
are bound late.
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Preliminaries 3

If ::= interface I [inherits I {, I}] begin {MDecl} end
Cl ::= class C[(Vdecl {,Vdecl})] [inheritsC[(~e)] {, C[(~e)]}]

[implements I {, I}]begin {varVdecl} {Meth} end
MDecl ::= [withType]opm [([in Vdecl {,Vdecl}][[; ]

outVdecl {,Vdecl}])]
Vdecl ::= v : Type
Meth ::= MDecl == {var Vdecl; } Stmt

Stmt ::= skip | v := e | `!o.m(~e) | `?(~v) | await c | release |
if b then Stmt else Stmt � | Stmt;Stmt | Stmt � Stmt

Figure 1: The syntax of the Creol kernel language. The symbol {. . .} represent repetition of
the enclosed production. The symbol [. . .] represents that the enclosed production is optional.
The symbol ~e represents a comma-separated list of expressions. The symbol ~v represents a
comma-separated list of variable names.

The semantics of the Creol language are de�ned by rewriting logic. A rewriting logic consists of
an equational theory, that is described by a con�uent and terminating term substitution system,
and rewrite rules, that again de�ne term substitutions. A conditional rewrite matches a sub-term
in a term that has been normalized using the equational theory, replaces the sub-term by a new
sub-term and computes the normal form of the result wrt. the equational theory. The rewrite
rules neither need to be con�uent nor terminating.

A Creol system state is described by a con�guration, which is a multi-set of objects, classes,
and messages. As customary in rewriting logic, multi-sets are constructed by juxtaposition.
Concurrency of objects is modeled by concurrent rewrites of non-overlapping left hand sides. A
rule of the form

subconfiguration → subconfiguration ′ if condition

expresses a conditional one-step rewrite. Whenever subconfiguration, i.e. some multi-set of ob-
jects, classes, or messages that is a part of the con�guration, matches and condition holds for
the match, then subconfiguration is replaced by subconfiguration ′. Each rule contains at most
one object in the left hand side, ensuring that the objects are running independently.

A Creol object representation in Maude has the general form

〈O : C | Att : ā,Pr : p,PrQ : q〉
where O is the identity, C the name of its class, a the state (valuation) of its attributes, p the
current process (which may be the idle process) and q the multi-set of waiting or suspended
processes. A process has the form {l̄ | s̄} where l̄ is the state (valuation) of the local variables
and s̄ is a statement list.

Processes are executed in run-to-completion steps, i.e., until the process has terminated or control
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is given up explicitly. Hence, there is no preemptive scheduling. The statement release
releases control unconditionally, whereas the statement await b releases control until the Boolean
expression b evaluates to true. The current process is only suspended if b evaluates to false. A
process may wait for a labeled completion messages with, e.g., await `?. Again, control is
released only if the completion message has not yet arrived.

Assignment statements allow multiple assignments. Assignments are evaluated in two stages:
�rst all the values to be assigned are computed, and then the actual change to the state is
committed. Additionally, Creol provides sequential composition of statements, a conditional
statement, and a nondeterministic choice operator []. Program execution can continue with
any enabled branch of the choice statement.

We assume functions enabled and ready that de�ne whether a statement in a process is enabled
or whether a suspended process is ready for execution.

The primitives for asynchronous method calls have the form `!o.m(ē) and `?(v̄). The handle `
of a call plays the role of the future variable: It allows the caller to receive the return values
to a call `!o.m(ē) later in the computation using the statement `?(v̄). The e�ect of the later
statement is to store the result of the call in the variables v̄.

2.2 Introduction to Partial Order Reduction

The execution of parallel programs involves concurrent execution of statements in separate pro-
cesses. In the absence of synchronization, the actual order of execution is not de�ned by the
program and can be performed arbitrarily, which is one of the major reasons for state space explo-
sion in model checking concurrent software. Consider the process P0 with p01 : x = 1; p02 : z = 5;
and P1 with p11 : y = 3; p12 : z = 4;. Concurrent execution of this two processes gives rise to
a number of interleavings that may lead to di�erent result states. For instance p01; p11; p02; p12

results in a state with x = 1, y = 3, and z = 4. Not all possible sequences lead to a di�erent �nal
state though. E.g., in the previous run, it does not matter whether p01 or p11 is executed �rst,
but the order of execution of p02 and p12 does change the result. The result of the execution
therefore depends on the relative order of some of the statements, a partial order. We call pairs
of statements whose order in�uences the result of an execution dependent ; conversely, reordering
independent statements has no in�uence on the result. The technique of partial order reduction
aims to search only relevant interleavings by identifying and exploiting the knowledge about
independent statements.

Partial order reduction (POR) is a vivid area of research with a number of applications adapted
to di�erent purposes [12]. There are basically three di�erent groups of approaches: sleep set

POR [5] uses the enabled statements of the current state and observations from previous search
to avoid transitions to states that have been visited before. This limits the transitions that have
to be searched, but still the full state space is explored. A second group of approaches (persistent
set [5], stubborn set [13] and ample set [1] POR) delay independent transitions to reduce the
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POR on Distributed Systems 5

number of states, but need information about the static structure of the program to ensure
that no states are skipped that would spawn further processes. A third approach is dynamic

partial order reduction [3], which is similar to persistent set POR, but gathers information about
transitions to search on the �y. These di�erent groups of POR are independent from each other
and can be combined. In the following we will use the experiences from those methods to make
POR suitable for the concurrency model of Creol, which is considerably di�erent from other
languages and thus requires some adaptations.

We use standard terms to de�ne our POR method. A state s is de�ned by the active objects,
the values of their object variables and the processes in their process queues, a transition is the
atomic change from one state to the other. The set of transitions that are ready for execution
in a state is given by enabled(s). The state that is reached by executing transition α in state s
is denoted by α(s).

De�nition 1 (independent). two enabled transitions α and β are independent, if α ∈ enabled(β(s))
and β ∈ enabled(α(s)) and α(β(s)) = β(α(s)). That is, if the execution of one of the transitions

does not disable the other one, and execution of the transitions in any order results in the same

state. For transitions that are never enabled at the same time, the question of dependency does

not arise. We therefore treat them as trivially independent.

Independent transitions can be executed in any order without changing the result of the execu-
tion [1].

3 POR on Distributed Systems

Distributed systems are a special form of concurrent systems and therefore inherently a�ected
by state space explosion due to interleaving. This is re�ected by the standard semantic rules
of Creol that directly act as interpreter of the language and allow any order of execution of
statements in concurrently active objects. This correctly models distributed systems, which
do not allow any synchronization between statements from di�erent objects (objects can be
synchronized indirectly via messages), but makes it hard to perform automated veri�cation on
such systems. Because statements from di�erent objects cannot interfere with each other, the
results from POR suggest that the state space can be greatly reduced by removing equivalent
runs. Reducing the interleavings on the statement-level is therefore the �rst step of the POR
approach for distributed systems, and is done by partitioning processes into atomic blocks (AB).

This reduction also gives rise to further considerations on which interleavings of atomic blocks
to examine. As distributed systems usually are only loosely coupled, it seems likely that not all
interleavings of atomic blocks from di�erent objects have to be considered. In the remainder of
this section, we will introduce an alternative execution model of Creol that is based on atomic
blocks, and show methods to further reduce the interleavings by considering the dependencies
between distributed objects. We concentrate on deadlock detection and object-local assertions
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in �nite traces to present an e�cient algorithm to search the state space and show for both cases
that the presented reductions preserve those properties.

3.1 Combination to Atomic Blocks

We change the execution model from switching between the execution of objects after each
statement, to allow switching only when a process gives up control. The sequence of statements
between process switches is called an atomic block (AB). Such an AB is identi�ed dynamically
during execution. It starts when a process is activated and contains all statements until it
terminates or gives up control explicitly as explained in Section 2.1.1 Only when a process gives
up control (an AB �nished execution), a new AB is started. A method call corresponds to
creating an AB in the callee-object, message reception (`?(v̄)) releases the processor and disables

all ABs in the caller-object until the callee-AB returns. We use this model to reduce the object
switches and as simpli�ed view of the execution. The resulting local states of the objects, and
therefore the enabledness of the processes, remain unchanged as shown by the following theorem.

Theorem 1 (Preservation of local state). Any run in Creol has an equivalent run in the AB

based execution model that leads to the same local state.

Proof. Because the statements from di�erent objects operate on separated memory, they are in-
dependent and therefore can be switched. Together with the observation that an object executes
only one process at a time, it is easy to see that every run of non-communicating ABs in Creol
can be reordered such that all statements of an AB are executed in sequence without interleaving
by other statements.

It remains to be shown that the execution model is �ne enough, i.e., that all necessary interleav-
ings of ABs are considered. The only possibility for another object to change the local state of
a running process is by message reception `?(v̄), possibly with a preceding await `?. In case
the current AB started the method call related to `, the respective message can not have been
executed yet, and either the await releases the processor or `?(v̄) blocks. Both cases mark the
end of an AB and allow for scheduling of other objects. In case the respective method call was
issued before execution of AB, the respective method can be executed before AB. Both cases
allow for an arbitrary interleaving of enabled atomic blocks as in standard Creol.

Note that the previous theorem also implies that assert statements and deadlock properties
remain unchanged.

For easier representation of the system, we de�ne a mapping from the Creol program to a system
of atomic blocks. A state s contains a set of atomic blocks AB(s) and a valuation of the object
variables σ, where σ is partitioned between the active objects. The objects are not explicitly

1Note that a [] operator creates two new AB and selects one of them for execution. This is done to allow
the implementation to �replay� the trace instead of explicitly storing the state trace.
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mentioned in the state, but accessible by ab.o for any ab ∈ AB(s). For brevity, we will use
capital letters to denote atomic blocks from a certain object and indices to give a unique name,
e.g., A1, A2, B1 for atomic blocks with A1.o = A2.o 6= B1.o. We will also write AB for the set of
(possibly in�nitely many) atomic blocks in a program.

For an ab ∈ AB we write ab.enabled to check if an atomic block is ready to execute, s.enabled
is the set of all ABs that are enabled in state s. Executing ab on valuation σ with the resulting
valuation σ1 is denoted as σ1 = ab(σ). The set ab.post contains the ABs that are created as a
consequence of the execution of ab. For abi ∈ abj .post we also write abj ↪→ abi. Execution of an

atomic block causes a transition s
ab−→ s′ in the system with

ab ∈ s.enabled ∧ ab 6∈ AB(s′)
AB(s′) \ AB(s) = ab.post

s′.σ = ab(s.σ)

Intuitively, the executed atomic block must be ready for execution in s and is replaced by the
atomic blocks it creates. The variable assignment of the object is changed by execution of ab.

Because ABs of the same object work on the same state, they are possibly dependent on each
other. Although atomic blocks on di�erent objects are independent, the execution can create
new ABs that are dependent. Thus, executions of ABs can not per se be exchanged. In the
following, we will show approaches how to �nd out which interleavings of AB executions have to
be checked.

3.2 Dependency on Atomic Blocks

The execution model as introduced above avoids the interleaving of statements of di�erent pro-
cesses, but still has to examine all permutations of atomic blocks. For further reduction of the
state space, we de�ne a dependency relation among atomic blocks. The dependency relation
has to consider two aspects: state change, and creation of further blocks. If we only consider
access to the state, two ABs from di�erent objects can always be executed in any order. Because
of method calls, however, this is not the case in general. Consider two atomic blocks A1 and
B1 with B1.post = {A2}. Although A1 and B1 are independent, executing B1 �rst allows a

trace s0
B1−−→ s1

A2−−→ s2
A1−−→ s3, which is not equivalent to s0

A1−−→ s′1
B2−−→ s′2

A2−−→ s′3. Thus, both
interleavings have to be checked. For state space reduction we identify cases where atomic blocks
can be reordered although messages are sent:

Theorem 2 (push up AB creation). For each run π = s0 . . . si . . .
abj−−→ sj . . .

abk−−→ sk with

abj ∈ si.enabled , abj ↪→ abk and abj does not access the state, there is an equivalent run π′ =

s0 . . . si
abj−−→ . . .

abj−1−−−→ sj
abj+1−−−→ . . .

abk−−→ sk.
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Proof. Because abj does not access (neither by reading nor by writing) the local object state, we
have sj−1.σ = sj .σ in π, and removing abj from the trace does not change the enabledness of
the ABs up to abk. Similarly, executing the transition at an earlier state of the run creates abk
earlier, but does not change the valuation of the variables and thus the enabledness of further
ABs.

Such atomic blocks that do not access the local state are used in distributed systems for syn-
chronization code like barriers. The previous theorem shows that in such cases the AB can be
executed immediately when they are enabled the �rst time without having to examine another
interleaving. Note that, if several such ABs are enabled in a state, the order among them can be
chosen arbitrarily. Note furthermore that such blocks, although not accessing the object state,
are not trivial as their enabledness can depend on the state, and the behavior can depend on
call arguments.

Theorem 3 (push up AB with exclusive control). For each run π = s0 . . .
abi−−→ si . . .

abj−−→
sj . . . sk with abi ↪→ abj and abj has exclusive control on the object, there is an equivalent run

π′ = s0 . . .
abi−−→ si

abj−−→ . . .
abj−1−−−→ s′j

abj+1−−−→ . . . sk.

Proof. If abj has exclusive control on the processor, there is no atomic block abl with i < l < j

and abj .o = abl.o, thus, all abl and abj are independent and for each sj−2
abj−1−−−→ sj−1

abj−−→ sj there

is sj−2
abj−−→ s′j−1

abj−1−−−→ sj . (Also if abj is enabled in sj−1 it is also enabled in sl with i < l < j
as only dependent ABs could disable it.) Subsequent exchanges of abj with its predecessor will
therefore create π′.

Atomic blocks that exclusively hold the processor of an object, like object initialization and
blocking message reception, can therefore be executed immediately when they are enabled.

3.3 Dynamic Partial Order Reduction in Creol

The previous sections show how to reduce the interleavings by identifying and �xing an order-
ing for independent statements and atomic blocks in the system. Although the introduction
of atomic blocks considerably reduces the number of interleavings, the system remains highly
nondeterministic. Checking dependency among atomic blocks for the general case is in practice
infeasible as, to �nd out if two atomic blocks A1 and B1 are dependent, one has to check if B1 will
in the future run create an atomic block in A or vice versa. This corresponds to a reachability
problem that has to be solved for each step in the execution. To solve this problem, partial
order reduction techniques like in [1] exploit static information about the model to generate
heuristics like marking all statement from two processes dependent that during their run have
any dependent statements. In our setting this seems too restrictive though.
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1 exectrace : Stack
2 backtrack : Stack
3 select : AB
4 current, dependent : State
5

6 explore():
7 dependent =
8 selectLastDependent()
9 if dependent != null
10 addBacktrack()
11 if select.executable
12 current = select(current)
13 exectrace.push(current)
14 add select to current.done
15 select = selectNext()
16 if select
17 explore()

18 search()
19 current = s0
20 backtrack.push(s0, selectNext())
21 while backtrack not empty
22 (current, select) = backtrack.pop(),
23 adjust exectrace
24 explore()
25

26 addBacktrack()
27 ancestor = AB(dependent) ⋂

select.pre
28 if ancestor in dependent.done
29 return
30 if ancestor.enabled
31 backtrack.push(dependent, ancestor)
32 else
33 ∀ ab ∈(AB(dependent) - dependent.done)
34 push(dependent, ab)

Figure 2: Algorithm for dynamic partial order reduction

Flanagan et al. show in [3] a method of dynamic partial order reduction with the idea of checking
the inter-dependencies between processes at runtime. The approach maintains an execution stack
and after each transition, the dependencies of currently enabled transitions and the execution
stack is checked. If a dependent transition is found on the stack, the respective state is marked
for backtracking to examine a di�erent scheduling later on. This can be seen as performing the
reachability check to �nd out if two ABs are dependent, and use the check already for examination
of the model.

To adopt the approach to the Creol setting, we introduce a unique, ordered identi�er to each
object in order of their creation. Atomic blocks have a two-part identi�er consisting of the
object ID and an incrementing number within the objects. Thus, we write A1, A2, . . . , An for the
ABs of the �rst created object and B1, B2, . . . , Bm for the second object and so on. We build
the transitive closure of the �created by� relation A ↪→ B and denote with the set pre(A) =
{B | B ↪→ A} ∪ {A} the antecedents of A. As discussed above, A is independent from B for
A.o 6= B.o. To simplify the discussion of the approach, we assume that two ABs of the same
object are dependent.

3.3.1 Algorithm for State Space Exploration

Dynamic partial order reduction examines the state space in a depth �rst search manner, with the
modi�cation that the states to backtrack to are determined dynamically during the search. The
algorithm is outlined in Fig. 2. The search() routine in Line 18 sets up the search by pushing
the initial state and the �rst AB to execute on the backtrack stack and starts explore() on
all states until all signi�cant interleavings are searched. The function selectNext() selects an
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{ A1 A2 }{ B1 }

{ A2 }{ B1 }

{ B1 B2 }

{ B2 }

{ C1 }

{ C2 }

Figure 3: Initial run

{ A1 A2 }{ B1 }

{ A2 }{ B1 }

{ B1 B2 }

{ B1 }{ C1 }

{ C1 }

{ C2 }

Figure 4: First Backtracking

AB among the ABs of the state that were not examined yet. For now, we select the �smallest�
one, we will show heuristics to further reduce the state space in Section 5.2.

Function explore() in Line 6 performs the actual execution of a run and adds backtracking
points to backtrack. Such a point is added if there is a state where an dependent AB was
executed in the current run (a dependent AB is from the same object and not an ancestor of
the selected AB). If such a state exists, addBacktrack() selects the closest (in terms of the
search tree) state-AB combination that can lead to a reordering of the dependent ABs.

Correctness (outline). If enabledness is not an issue, it is easy to see that the algorithm is
correct: Backtracking is only necessary when the execution contains a transition that depends
on the selected transition. The way to reorder the ABs is to execute the ancestor (or the selected
AB itself) instead of the dependent AB. Because the last backtracking points are revisited �rst,
it is ensured that if an AB is in done, all of the relevant interleavings with the pre�x up to that
AB are searched. (If all ABs are dependent, a full state search is performed)

If the ancestor is not enabled, the algorithm ensures that all interleavings that could enable the
ancestor are searched by pushing all ABs that are not searched before in Line 34. Note that this
step also pushes the disabled ancestor to backtrack, which ensures that interleavings that enable
ancestor in a state before the state dependent are searched too. This is because an AB can
only be disabled by an dependent AB, which will be put into backtrack when the execution
step with (dependent, ancestor) is executed.

3.3.2 Example

Fig. 3 to 6 show the search of the state space of three objects A, B, and C with A2 ↪→ B2 ↪→
C1 ↪→ C2, which allows 30 di�erent interleavings. Initially, only ABs A1, A2 and B1 are present
and A1 is selected for execution (marked by the circle). Its execution does not create any new
ABs, so A2 is selected for execution next. The execution stack is searched for dependent ABs
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{ A1 A2 }{ B1 }

{ A1 }{ B1 B2 }

{ B1 B2 }

{ B2 }

{ C1 }

{ C2 }

Figure 5: Second Backtracking

{ A1 A2 }{ B1 }

{ A1 }{ B1 B2 }

{ B1 B2 }

{ B1 }{ C1 }

{ C1 }

{ C2 }

Figure 6: Third Backtracking

and A1 is found in state 1. To search all necessary interleavings, A2 is marked in the same state
(marked by the underline and solid arrow). A2 also creates the AB B2 (dotted line), so the
resulting state contains the active states B1 and B2. After executing B1, the next execution step
for B2 �nds a dependent AB B1 in the execution trace and marks the corresponding state as
another backtracking point. ABs C1 and C2 are executed without adding new backtrack states.
Not that, although C2 and C1 depend on each other, no backtracking point is added because
C1 creates C2 and therefore has to be executed �rst. The resulting �rst execution results in

s0
A1−−→ s1

A2−−→ s2
B1−−→ s3

B2−−→ s4
C1−→ s5

C2−→ s6. We return to the last backtracking point and
execute B2 in state s2. The corresponding execution is shown in Fig. 4 and results in the second

interleaving s0
A1−−→ s1

A2−−→ s2
B2−−→ s′3

B1−−→ s′4
C1−→ s′5

C2−→ s′6. The execution does not create a new
backtrack point (executing B1 in state 4 would create a backtracking point in state 3, but this was
already executed before. ) After backtracking to the �rst state, we get two further interleavings:

s0
A2−−→ s′1

A1−−→ s′2
B1−−→ s′′3

B2−−→ s′′4
C1−→ s′′5

C2−→ s′′6 and s0
A2−−→ s′1

A1−−→ s′2
B2−−→ s′′′3

B1−−→ s′′′4
C1−→ s′′′5

C2−→ s′′′6 .
Note that all of theses interleavings are necessary as they result in di�erent states if the ABs in
the object are truly dependent. There is no execution that starts with B1, as the ABs in object
A are not dependent on it and safely can be executed �rst. Also, ABs like A1 in Fig. 5 and 6
(and B1 in Fig.e 6) could be postponed to any point after those traces.

4 Implementation

Implementation of model checking of Creol programs faces a number of problems. Both the
number of states and the size of a single state are considerable. We describe an implementation
of the approach that builds upon the current implementation of the runtime interpreter and
therefore adheres to the semantic of Creol, while making adaptations to further development
of Creol as easy as possible. Furthermore, the code for searching the state space is �t into the
semantics, while only the current state is required to be held in memory.

The Maude representation of an object itself and the rewrite rules governing statement execution
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1 class OnetimeBarrier(total : Int)
2 contracts Barrier
3 begin
4 var arrived : Int := 0
5 with Any
6 op wait ==
7 arrived := arrived +1;
8 await arrived = total
9 end

Figure 7: Simple barrier for synchronization of concurrent objects

are left unchanged from the original interpreter. The augmented interpreter implementing the AB
execution model adds rules for selecting the next process to execute, which is non-deterministic
in the original interpreter. In the augmented interpreter, a process only starts to execute if all
objects in the system are idle. In the following, we will express this as selecting an enabled AB
and executing its transition. To enforce this behavior in the augmented interpreter, a control
con�guration is added to the rewrite rules that select a next process

< Control | Mode: M Trace: TR>

where M is either select or execute. We start with select and switch to execute when
an AB to execute was identi�ed. After �nishing execution of the AB and generating the followup
ABs, we switch to select again. The view of executing Creol based on atomic blocks is compatible
with the original interpreter as ABs are only a di�erent representation for the processes in the
process queue of a Creol object. Thus, this execution model reduces the state space without
changing the language semantics of Creol.

Besides the vast number of interleavings, model checking Creol so far also su�ers from the size
of a state that has to be kept in memory by the built in model checker of Maude (resp. the
search command). By introducing a unique naming of objects and atomic blocks, and restriction
to �nite traces, we can circumvent that problem by storing only a sequence of names instead of
the full states. This naming is done by adding a unique identi�er for each process in the process
queue of an object. The execution trace TR is used for determining the dynamic POR as well
as �replaying� the trace up to a selected state for backtracking. The �eld TR is a list of tuples
of the form < Sel: AB EnAB: EAB DiAB: DIAB Done: DAB Backtrack: BAB >
with AB the identi�er of the executed AB, EAB (DIAB) the set of enabled (disabled) processes,
DAB the set of ABs that already where examined by the POR search algorithm, and BAB the
ABs that are selected for future backtracking.

The full implementation is still work in progress. To show the potential of the presented ap-
proach, a program was implemented to model a AB structure and perform the POR approach.
As the enabledness of an AB depends on the underlying Creol program, the approaches from
subsection 3.2 where not taken into account by the program, but are shown in an example that
was evaluated manually.
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5 Evaluation

To evaluate the approach, we �rst show an example for the reduction of interleavings by deter-
mining independent atomic blocks. Then, in Section 5.2 we show the reduction of interleavings
for AB models and heuristics that were developed while examining the approach.

5.1 example: Barrier in BSN

Barriers are used to avoid unwanted interference between parallel objects, an e�ect that is not
recognized by the model checker who in general has to check all possible interleavings of acquire
and release.

An example is taken from a model of sensor networks from the CREDO project. This model
describes a network between sensor nodes that generate ad-hoc connections to distribute data
among multiple nodes towards a sink node. In the model, �ve sensors are initialized and the
network is set up. A barrier is used to keep the sensors from sending before the network is ready.

The barrier (Fig. 7) is initialized with a threshold of 6, its wait method is called by the 5
sensor nodes and the network as the last step of their init methods. After all objects call the
function, the block is released for all of them at the same time. The atomic block that controls
the synchronization starts at the await statement in line 8 and consists of only that line. For
5 sensors, this leads to 120 di�erent permutations, which can be reduced to only one because
the init method has exclusive control over the processor in its object. The barrier receives
5 method calls that increment the arrived �eld. Because this AB accesses the local state,
these 120 permutations can not be reduced. Finally, after setting up the network, the main
method calls the 6th and �nial wait, which leads to the barrier releasing all six blocked ABs, and
thus to 720 possible interleavings of the message returns. Because the ABs only create further
atomic blocks (the processes waiting for the message returns in sensor and main method), they
are identi�ed as independent and only one of the interleavings is selected. The same is true for
execution of the newly created ABs on the receiving end, which again can be reduced from 720
interleavings to one. The total number of di�erent execution traces for this simple example is
therefore 120 ∗ 720 ∗ 720 ∗ 720 = 44789760000, which can be reduced to only 120. Barrier-type
synchronization mechanisms are not uncommon for modeling distributed systems, which shows
the necessity of partial order reduction for checking distributed systems.

5.2 Heuristics for Dynamic POR

The algorithm as explained above chooses always the least AB in a self de�ned ordering, this
leads to good results, but ignores cases in which whole execution traces should be reordered
before a dependent AB. E.g. for to ABs A1 and B1 and B1 ↪→ B2 ↪→ B3 ↪→ A2, the standard

algorithm �rst creates s0
A1−−→ s1

B1−−→ s2
B2−−→ s3

B3−−→ s4
A2−−→ s5 and then backtracks to s0 to create
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full DPOR nHeur onHeur

creation(4) 70 1 1 1
reportback(8) 48620 10 3 3
reportback(15) - 17 3 3

concur&reportback(3) 72072 60381 207 49
concur&reportback(4) - - 417 84

Table 1: Results from Partial order reduction giving the full number of paths and DPOR (and
heuristics)

s0
B1−−→ s′1

A1−−→ s2
B2−−→ s3

B3−−→ s4
A2−−→ s5, leading to the same �nal state (and backtracks to s′1).

Only after several iterations a trace with A2 before A1 is reached. In this case, DPOR does not
lead a reduction of interleavings. Therefore we use a heuristic that chooses ABs to execute in
order of their creation, with the newest �rst (nHeur). This connects atomic blocks of the same
execution trace. Using nHeur in the above example leads to only two interleavings, which is the
optimum for that case. In general, we expect loosely connected systems to pro�t most from the
POR algorithm. That is, objects that spawn further objects that after some time report back as
in A1 with A1 ↪→ A2 ↪→ A3, A1 ↪→ B1 ↪→ B2 ↪→ B3 ↪→ A4, and A1 ↪→ C1 ↪→ C2 ↪→ C3 ↪→ A5.
Intuitively, that corresponds to an object A that creates two objects B,C and executes some
local ABs. The generated objects at some point report back. In total, this system allows 3150
interleavings, that are reduced to 2555 by the standard dynamic POR without any heuristic and
to 87 with nHeur. Analyzing the resulting interleavings leads to a re�nement of the heuristic:
Because B and C report backs to A and A executes some local ABs, it is desirable to create
these A5 and A6 as soon as possible to allow for the respective interleavings.

A revised heuristic onHeur therefore also considers the object
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Figure 8: DPOR for increasing
length of call sequences

when selecting an AB to execute. This leads to a reduction to 25
interleavings in the example above. Table 1 shows some results
of our experiments, where creation corresponds to creating
two new objects without reporting back, reportback creates
new objects with return and concur&reportback creates
new objects and executes local ABs. The number in braces
gives the number of ABs executed per object. Fig. 8 gives the
numbers of examined interleavings for concur&callback and
up to 15 ABs per object for nHeur (�) and onHeur (4). This
example represents an worst case for the DPOR without heuris-
tic, which cannot handle that number of ABs, which shows the
value of the heuristics.
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6 Related Work

Two of the most successful model checking tools that allow checking concurrent systems are the
Java PathFinder (JPF, [14]2) and SPIN [7]. While JPF uses virtual machine to execute and
model check Java byte code, SPIN uses Promela, a modeling language that closely resembles
automata that communicate via channels. Both tools use partial order reduction similar to
ample set construction [1] using static information about the program. This approach marks
all statements from processes dependent, that can execute dependent statements in the further
run. Besides the e�ort to compute these dependencies, in our setting, this would mean a much
worse reduction as can be seen in the examples. In contrast to these approaches, [3] computes
these dependencies during runtime and avoids to store the visited states. Our dynamic POR is
motivated by this work and extends it by adaption to the distributed setting and heuristics for
further reduction of the state space to search. Another example for an implementation of DPOR
is [11] in a very similar setting to ours: The authors work on programs with separated memory
that communicate via the message passing interface (MPI). Instead of initializing processes in
distributed objects like in Creol, the MPI interface is used to pass messages between existing
processes.

In [4], Flanagan et al. show a method how to combine statements in C-like concurrent programs
to transactions, which is done by our approach dynamically. The properties of Creol make this
process considerably easier.

7 Conclusion and Future Work

We presented an approach to signi�cantly reduce the state space that has to be searched in
order to prove deadlock and safety properties in distributed systems modeled in Creol. Based on
the determination of atomic blocks, the approach de�nes independence criteria and an dynamic
partial order algorithm to reduce the interleavings of concurrent processes. The approach can be
implemented using the Maude rewriting system and therefore strictly adheres to the semantics
of Creol, while storing the full state space is avoided.

The current approach checks the di�erent interleavings caused by local scheduling and inter-
process communication, but does not yet handle input-nondeterminism. The approach was
developed with combination with previous work on dynamic symbolic execution [6] in mind.
Combination of the two approaches gives rise to full (bounded) model checking of Creol.

2we refer to the current version of JPF. Initially from NASA Ames and made open source in 2005
(http://javapath�nder.sourceforge.net/). The �rst version of JPF performed model checking by translation to
Promela and used SPIN.
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